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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q237-Q242):

NEW QUESTION # 237

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your usernamne, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.

Microsoft 365 Usernae:

admin@WWLx971455.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX

Ifthe Microsoft Edge browser or Microsoft 365 portal does not load successfully, select the Microsoft Edge browser icon from the
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task bar, type the URL "https://admin microsoft.com', and press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXX.

Task 7

You need to create a retention policy that meets the following requirements:

- Applies to Microsoft Teans chats and Teans channel messages.

- Retains iterrs for five years from the date they are created, and then deletes them.

Answer:

Explanation:

Stage 1: Create an adaptive scope

Step 1: Sign into Microsoft Purview compliance portal using credentials for an admin account in your Microsoft 365 organization.
Step 2: In the compliance portal, select Roles and Scopes.

Step 3: Select Adaptive scopes, and then + Create scope.

Step 4: Follow the prompts in the configuration where you'll first be asked to assign an administrative unit. If your account has been
assigned administrative units, you must select one administrative unit that will restrict the scope membership. (Does not apply here) If
you don't want to restrict the adaptive scope by using administrative units, or your organization hasn't configured administrative units,
keep the default of Full directory. (Applies here) Step 5: Select the type of scope, and then select the attributes or properties you
want to use to build the dynamic membership, and type in the attribute or property values. Select Add attribute (for users and
groups).

For exanple, to configure an adaptive scope that will be used to identify users in Europe, first select Users as the scope type, and
then select the Country or region attribute, and type in Europe:

Step 6: For User Attributes select: Departiment, is equal to, Sales

Stage 2: Create and configure retention policies

Step 1: From the Microsoft Purview compliance portal, select Data lifecycle management > Microsoft 365 > Retention Policies.
Step 2: Select New retention policy to start the Create retention policy configuration, and name your new retention policy.

Step 3: For the Assign admin units page (skip)

Step 4: For the Choose the type of retention policy to create page, select Adaptive or Static.

Select Adaptive.

We need Adaptive scopes.

Step 5: On the Choose adaptive policy scopes and locations page, select Add scopes and select the one you created in Stage 1.

Step 6: Then, select one or more locations. The locations that you can select depend on the scope types added. For exanple, if you
only added a scope type of User, you'll be able to select Teans chats but not Teams channel messages.

Select: Teans chat and Teans channel

Step 7: For Decide if you want to retain content, delete it:

Select: On the Decide if you want to retain content, delete it, or both page, select Retain items for a specific period, specify the
retention period [specify 5 years], and then for At end of the retention period select Delete iterms automatically.

Note: We need to retains item for five years fromthe date they are created, and then deletes them.

Reference:

https//learn.microsoft.comyen-us/purview/purview-adaptive-scopes
https//learn.microsoft.com/en-us/purview/create-retention-policies
https//learn.microsoft.com/en-us/purview/retention-settings#settings- for-retaining-and-deleting- content

NEW QUESTION # 238

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.

Microsoft 365 Usernare:

admin@WWLx121586.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX

Ifthe Microsoft Edge browser or Microsoft 365 portal does not load successfillly, select the Microsoft Edge browser icon from the
task bar, type the URL "https://admin.microsoft.com', and press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXXX

Task 2

You need to ensure that email sent to external recipients with the word Falcon in the subject line will be encrypted by using an RMS



template named Highly Confidential \ All Employees.
Answer:

Explanation:

To encrypt emails with "Falcon" in the subject to external recipients, you must first create an Information Protection sensitivity label
with RMS encryption, then create a mail flow rule in the Purview compliance portal that applies this label to emails that are sent
externally and have

"Falcon" in the subject line.

Task 1: Set up the Information Protection sensitivity label

Step 1: Go to the Microsoft Purview compliance portal and navigate to Information protection.

Step 2: Open the Labels tab and click Create a label.

Step 3: Follow the wizard to configure the new label. On the label settings page, enable Encrypt and then select the RMS template
that you want to apply.

Task 2: Create the mail flow rule

Step 4: Go to the Purview compliance portal and navigate to Mail flow rules.

Step 5: Click New rule.

Step 6: Set the conditions:

Condition 1: Select '"The subject contains..." and enter "Falcon".

Condition 2: Select '"The recipient is located..." and choose "External”.

Step 7: Set the action:

Select "Apply the sensitivity label..." and choose the label you created in the previous step.

Step 8: Review and save the rule.

Reference:

https//learn.microsoft.conven-us/purview/ome

NEW QUESTION # 239

You have a Microsoft 365 E5 subscription that contains three users named USer1, User2, and User3. The subscription contains the
groups shown in the following table.

The subscription contains the devices shown in the following table.

All the devices are onboarded to Microsoft Purview.

You have the data loss prevention (DLP) policies shown in the following table.

Answer:

Explanation:
Explanation:

NEW QUESTION # 240

You have a Microsoft 365 ES subscription. The subscription contains 500 Windows devices that are onboarded to Microsoft
Purview.

You need to prevent users from sharing sensitive information with third-party generative Al websites.

‘Which Microsoft Purview solution should you use?

A. Data Loss Prevention

B. Information Protection

C. Insider Risk Management
D. Information Barriers

Answer: A

Explanation:

Considerations for DSPM for Al to manage data security and compliance protections for Al interactions To prevent users from
sharing sensitive information with third-party generative Al websites when Windows devices are onboarded to Microsoft Purview,
you can configure Data Loss Prevention (DLP) policies. These policies allow you to restrict access to specific service domains and
block file uploads or sensitive data sharing with those domains.

Reference:

https7//learn.microsoft.conven-us/purview/dspm-for-ai-considerations



NEW QUESTION # 241

You have a Microsoft 365 ES subscription that uses Microsoft Tears.

You plan to implement sensitivity labels.

You need to ensure that you can view and apply sensitivity labels to new Microsoft Tears sites.
‘What should you do first?

A. Create a new sensitivity label scoped to Groups & sites.

B. Configure the EnableMIPLabelssetting in Microsoft Entra ID.
C. Run the Execute- AzureAdLabelSynccmdlet.

D. Run the Set-SPOSitecimdlet.

Answer: B

NEW QUESTION # 242
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