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The CCISO certification is offered by the EC-Council, a leading provider of information security certification programs. The EC-
Council has been in operation for over two decades and is recognized worldwide for its rigorous certification programs. The CCISO
certification is designed to meet the needs of senior-level executives who require a comprehensive understanding of information
security management.

The EC-Council Certified CISO (CCISO) programis a certification program that recognizes the unique and specialized knowledge
and experience required of top-level information security professionals. The CCISO programis designed to provide a
comprehensive and rigorous curriculum that covers all aspects of information security management, from strategy and policy
development, to risk management and incident response.

EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q423-Q428):

NEW QUESTION # 423
Acceptable levels of information security risk tolerance in an organization should be determined by?

A. Corporate legal counsel

B. CEO and board of director

C. CISO with reference to the company goals
D. Corporate compliance committee

Answer: B

Explanation:

Determining Risk ToleranceAcceptable levels of information security risk tolerance are a strategic decision that must align with the
organization's overall risk appetite and business objectives.

* The CEO and board of directors are responsible for setting the overall risk tolerance and ensuring it aligns with the organization's
goals and compliance requirements.

Role of Other Entities

* Corporate legal counsel: Provides legal guidance but does not set risk tolerance levels.

* CISO with reference to company goals: Advises on technical risks and mitigations but does not make final decisions on risk
tolerance.

* Corporate compliance committee: Ensures adherence to regulatory requirements but doesn't determine organizational risk levels.
EC-Council References

* EC-Councll stresses the importance of executive-level mvolverment in establishing risk tolerance as part of governance and risk
management frameworks.

NEW QUESTION # 424
An ineffective security control was identified during an audit. What is the next action that should happen?

A. Escalate the issue to the helpdesk finction

B. Perform a risk assessment on the impacted system or process
C. Establish Key Risk Indicators (KRIs)

D. Perform another complete audit to verify the finding

Answer: B

Explanation:

Comprehensive and Detailed Explanation (250-350 words)

The EC-Council CCISO program states that when an ineffective control is identified, the next step is to performa risk assessment to
understand the impact, likelihood, and business exposure resulting from the control failure.

CCISO documentation explains that audits identify control weaknesses, but they do not quantify risk. A risk assessment determines
whether the control gap creates unacceptable exposure and what remediation actions are required. Establishing KRIs (Option A)
may follow remediation but is not the immediate next step.

Repeating the audit (Option B) adds no value, and escalating to the helpdesk (Option C) misaligns responsibility.

CCISO enphasizes risk-based decision-making, making Option D correct.
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NEW QUESTION # 425

SCENARIO: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security program
Internal policies and international standards were used as audit baselines. The audit report was presented to the CISO and a variety
of high, medium and low rated gaps were identified.

Which of'the following is the FIRST action the CISO will perform after receiving the audit report?

A. Create remediation plans to address program gaps

B. Inform peer executives of the audit results

C. Validate gaps and accept or dispute the audit findings

D. Determine if security policies and procedures are adequate

Answer: C

NEW QUESTION # 426
What is the PRIMARY guideline when analyzing the cost of a security control versus the cost of the asset?

A. The control cost should be less than the value of the asset being protected

B. The control cost should be greater than the value of the asset being protected
C. The control cost should be equal to the value of the asset being protected

D. The control cost should always depend on the value of the mitigation

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

CCISO risk management principles state that controls must be cost-effective. Spending more to protect an asset than the asset's
value violates basic risk management economics.

Therefore, control cost should be less than the value of the asset, making option C correct.

NEW QUESTION # 427

Bob waits near a secured door, holding a box. He waits until an employee walks up to the secured door and uses the special card in
order to access the restricted area of the target company. Just as the employee opens the door, Bob walks up to the employee (still
holding the box) and asks the employee to hold the door open so that he can enter. What is the best way to undermine the social

engineering activity of tailgating?

A. Educate and enforce physical security policies of the company to all the employees on a regular basis

B. Setup a mock video camera next to the special card reader adjacent to the secure door

C. Post a sign that states, "no tailgating” next to the special card reader adjacent to the secure door

D. Issue special cards to access secure doors at the company and provide a one-time only brief description of use of the
special card

Answer: A

Explanation:
Explanation/Reference:

NEW QUESTION # 428
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