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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q55-Q60):

NEW QUESTION # 55
Task: Verify cloud connectivity for AV and AB updates.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH into gateway.

2- Run: curl -v hitps7/updates.checkpoint.com

3- Ensure no proxy or DNS errors are shown.

4- Also test curl -v https/te.checkpoint.com.

5- Confirm successful connection and no certificate errors.
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NEW QUESTION # 56
Task: Configure a policy to log only "Detect” events for Anti-Bot scanning on internal users.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add a rule: Source = Internal Networks, Dest = Internet.
3- Assign a profile where Anti-Bot action is set to "Detect."
4- Track = Log, Action= Accept.

5- Publish and nstall the policy.

NEW QUESTION # 57
Task: Enable Threat Prevention debug mode for troubleshooting,

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: tecli debug on or pdp debug on.
3- Reproduce the issue.

4- View logs in SFWDIR/log/.

5- Disable debug mode: tecli debug off:

NEW QUESTION # 58
Task: Exclude IP ranges in custom profile by associating a Threat Prevention exception rule.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add top rule: Source = IP Range to be excluded.

3- Assign a profile with mmnimal protections or disabled blades.
4- Place before general rules.

5- Confirm policy flow and matching logs.

NEW QUESTION # 59
Task: Monitor Anti-Bot and AV throughput and CPU usage.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: cpview > press TAB to reach "Threat Prevention."

3- Note values for throughput, scanning rate, and CPU usage.
4- Exit with 'q' and monitor again post-traffic load test.

5- Use this to optimize scan settings if needed.

NEW QUESTION # 60
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test CheckPoint certification, you will have the competitive edge to get a favorable job in the global market.
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