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CompTIA CloudNetX Certification Exam 52 58 CNX-001 & 5% [ & (Q34-
Q39):

R #34
A network engineer is working on securing the environment in the screened subnet. Before penetration testing, the engineer would

like to run a scan on the servers to identify the OS, application versions, and open ports. Which of the following commands should
the engineer use to obtain the information?

e A tcpdump -ni ethO src net 10.10.10.0/28
e B. hping3 -1 10.10.10.x -rand-dest -1 ethO
e C.nc-v-n10.10.10.x 1-1000
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e D.nmap -A 10.10.10.0/28
EfE: D

R -
The -A flag enables aggressive scanning, which combines OS detection, version detection, script scanning, and traceroute to give
you detailed information on hosts in the 10.10.10.0/28 range.

HM #35

A network engineer is working on securing the environment in the screened subnet. Before penetration testing, the engineer would
like to run a scan on the servers to identify the OS, application versions, and open ports. Which of the following commands should
the engineer use to obtain the information?

e A tcpdump -ni ethO src net 10.10.10.0/28
¢ B. hping3 -1 10.10.10.x -rand-dest -1 ethO
e C.nc-v-n10.10.10.x 1-1000

e D. nmap -A 10.10.10.0/28

EfE: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

nmap -A performs aggressive scanning, which includes OS detection, version detection, script scanning, and traceroute - exactly
what is required in this case. It's the most effective and commonly used tool for comprehensive network reconnaissance prior to
security testing,

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Security Scanning and Reconnaissance Tools":
"Nmap supports comprehensive scanning options, including OS fingerprinting, service version detection, and port scanning, enabling
detailed pre-penetration testing assessments." Other options:

* A. tcpdump is for packet capture, not scanning,

* C. nc (netcat) is a port scanning tool, but it lacks OS/app detection.

* D. hping3 is a packet generator, not suitable for full-service scanning,

B #36

After a malicious actor used an open port in a company's lobby, a network architect needs to enhance network security. The
solution must enable:

Security posture check

Auto remediation capabilities

Network isolation

Device and user authentication

Which of'the following technologies best meets these requirements?

A.NAC

B. Microsegmentation
C. 802.1X

D. IPS

EfE: A

AR :

NAC solutions perform health#and#posture assessments before granting network access, authenticate both devices and users,
automatically quarantine or remediate noncompliant machines, and enforce dynamic isolation policies, fully satisfying all four
requirenments.

B #37

A SaaS company's new service currently is being provided through four servers. The company's end users are having connection
issues, which is affecting about 25% of the connections. Which of the following ismostlikely the root cause of this issue?

e A The service is using weighted load balancing with 40% of the traffic on server A, 20% on server B,



20% on server C, and server D is down.
¢ B. Load balancing is configured with a health check in front of these servers, and one of these servers is unavailable.
e C. The service is using round-robin load balancing through a DNS server with one server down.
¢ D. The service is using a least-connection load-balancing method with one server down.

Ef: C

R
With simple round-robin DNS distributing 25% of requests to each of four servers, a single server outage directly causes exactly
25% of connections to fail, matching the reported impact.

HM #38

A company is expanding operations and opening a new facility. The executive leadership team decides to purchase an insurance
policy that will cover the cost of rebuilding the facility in case of a natural disaster.

Which of the following describes the teanm's decision?

¢ A Business continuity

¢ B. Risk transference

¢ C. Memorandum of understanding
¢ D. Disaster recovery

Ef#: B

AR :
By purchasing an insurance policy, the company shifts the financial burden of rebuilding after a natural disaster to the msurer, which is
the essence of risk transference.

B #39
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