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A2 #34

Thomas is not skilled in secure coding, He neither underwent secure coding training nor is aware of the consequences of insecure
coding. One day, he wrote code as shown in the following screenshot. He passed 'false' parameter to setHttpOnly() method that
may result in the existence ofa certain type of vulnerability. Identify the attack that could exploit the vulnerability in the above case.

Home.js W
b jsp
'L 20 loginCookie.setMaxAge(l * 60);
| 21 loginCookie.setPath("/");
22 loginCookie.setHttpOnly(false);
23 response.addCookie(loginCéokie);
L 24 response.sendRedirect(™index.jsp”); |
e A, Denial-of-Service attack
¢ B. SQL Injection Attack
e (. Client-Side Scripts Attack
e D. Directory Traversal Attack
HqE: C
EE#35

Identify the type of encryption depicted in the following figure.

Encryption Decryption
Dear John, =5 Guuihifhofn- - Dear John,
This is my eerseanst fessnadp  kbififintk”  ....ia.ln Seeeid» Thisismy
A/C number i Nklelmim : A/C number
7974392830 3 BARR(Y)_( 7974392830
Plain text Cipher text Plain text

A. Digital Signature

B. Asymmetric Encryption
C. Symmetric Encryption
D. Hashing

He: C

Y.

The image depicts a process where a single key is used for both encryption and decryption, which is characteristic of symmetric
encryption. In symmetric encryption, the same key is applied to encrypt plaintext into ciphertext and then used again to decrypt the
ciphertext back into the original plaintext. This method is efficient for scenarios where secure channels exist for key exchange.


https://www.passtip.net/312-96-pass-exam.html

References:For precise references, please consult the EC-Council Application Security Engineer (CASE) JAVA related courses and
study guides, as my capabilities are designed to provide information based on general knowledge and do not include real-time
access to external databases or documents.

EE #36

Alice works as a Java developer in Fygo software Services Ltd. He is given the responsibility to design a bookstore website for one
of their clients. This website is supposed to store articles in .pdf format. Alice is advised by his superior to design ArticlesList.jsp
page in such a way that it should display a list of all the articles in one page and should send a selected filename as a query string to
redirect users to articledetails.jsp page.

Alice wrote the following code on page load to read the file name.

String myfilename = request. getParameter("filename");

String txtFileNameVariable = myfilename;

String locationVariable = request.getServletContext(). getRealPath("/"); String PathVariable = "'; PathVariable = locationVariable +
txtFileName Variable; BufferedInputStream bufferedInputStream = null; Path filepath = Paths.get(PathVariable); After reviewing this
code, his superior pointed out the security mistake in the code and instructed him not repeat the same in future. Can you point the
type of vulnerability that may exist in the above code?

A. XSS wvulnerability

B. Form Tampering vulnerability

C. Directory Traversal vulnerability
D. URL Tampering vulnerability

2
m

S": C

MY

The code snippet provided is vulnerable to a Directory Traversal attack. This type of attack occurs when an attacker exploits
nsufficient security validation/sanitization of user-supplied file names and paths, allowing them to access files or directories that are
stored outside the ntended folder.

Here's why the code is vulnerable:

* String myfilename = request.getParameter("filename"); This line retrieves the file name from the request's query string without any
validation.

* String PathVariable = locationVariable + txtFileNameVariable; This line directly concatenates the user input with the server's file
path, which can be manipulated to traverse directories.

An attacker could manipulate the filename parameter to include sequences like ../ (dot-dot-slash), potentially gaining unauthorized
access to files outside the web application's directory.

To mitigate this vulnerability, Alice should:

* Validate the mput filename against a whitelist of allowed files.

* Use a method to normalize the path, like File.getCanonicalPath(), to resolve any relative path elements and ensure the path is
within the intended directory.

* Implement proper error handling to avoid revealing sensitive information through error messages.

References:For more detailed information on preventing Directory Traversal vulnerabilities, refer to resources such as the OWASP
Foundation] and other security best practices for Java web applications234.

AR #37
Which of the following elements in web.ximl file ensures that cookies will be transmitted over an encrypted channel?

A. <connector SSLEnabled="true" / >
B. < connector ISSSLEnabled="Yes" />
C. < connector SSLEnabled="false" / >
D. < connector EnableSSIL="true" / >

HE: A

Y.

To ensure that cookies are transmitted securely over an encrypted channel, such as HTTPS, the web.xm file should include the
secure attribute set to true within the cookie-config element of the session-config, This is not directly related to the connector element
but rather to the session configuration for cookies.

Here's how it should be configured:

XML



<session-config>

<cookie-config>

<http-only>true</http-only>

<secure>true</secure>

</cookie-config>

</session-config>

Al-generated code. Review and use carefilly. More info on FAQ.

This configuration ensures that cookies are only sent to the client when a secure channel is used.

References:The information is based on standard practices for securing cookies in Java web applications as per Serviet 3.0
specification and the OWASP guidelines. For more detailed information, you can refer to the EC-Council's Certified Application
Security Engineer (CASE) JAVA documentation and study guides1234.

EAE #38
‘Which of'the following Spring Security Framework configuration setting will ensure the protection from session fixation attacks by
not allowing authenticated user to login again?

A. session-fixation-protection ="newSessionlD"
B. session-fixation-protection ="

C. session-fixation-protection ="enabled"

D. session-fixation-protection =",

He: B

MY

Spring Security provides built-in protection against session fixation attacks. It does this by invalidating the existing session and
creating a new one when a user authenticates. This behavior can be configured using the sessionManagement() method in the Java
configuration. The newSession strategy, which is the default, changes the session ID upon authentication to protect against session
fixation.

Here's an example of how it can be configured:

Java

http.sessionManagementy()

sessionFixation(). migrateSession();

Al-generated code. Review and use carefully. More info on FAQ.

This configuration ensures that a new session is created, and the old one is nvalidated when the user logs in, thus providing
protection against session fixation attacks.

References:The information provided is based on the standard configuration practices for Spring Security to protect against session
fixation attacks. For more detailed information, you can refer to the official Spring Security documentation1 23 and other authoritative
resources on Spring Security session management.
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