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e Security Operations: This domain is designed for CompTIA security architects and covers analyzing data

to support monitoring and response activities, as well as assessing vulnerabilities and recommending
EX: solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mtelligence concepts to enhance operational security.

o Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
FE2 the configuration of firewalls and intrusion detection systens.
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¢ Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an

153 enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while

implementing hardware security technologies. This domain also emphasizes the importance of advanced

cryptographic concepts in securing systers.

¢ Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security

architects that cover the implementation of governance components based on organizational security
FE 4 requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering,
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A company implemented a new NAC solution based on 802.1X. However, the IT support team notices that some devices are not
being enrolled in the new policies, causing access disruptions for key users. Which of the following solutions will most likely solve this
issue and prevent reoccurrence?

e A. Check whether the certificate is signed by a certification authority and manually deployed to each device.

¢ B. Include the monitoring agent and digital certificate as part of the patching/updating program, keeping all the corporate
devices updated and enrolled.

e C. Check all the devices without proper access, enrolling them via the solution agent and authenticating to the network.

e D. Implement default credentials to autonate RADIUS authentication and grant access to the network if the device owner is
an enployee.

E%: B

fRRERR A «

The best solution is to include the monitoring agent and digital certificate as part of the patching/updating program. This will ensure
that all corporate devices are kept up-to-date and automatically enrolled in the NAC solution. By integrating this into the patching
process, the company can ensure proper device enroliment and reduce access disruptions for key users, preventing the issue from

recurring,

RS #148

An incident response team is analyzing malware and observes the following;

* Does not execute in a sandbox

* No network loCs

* No publicly known hash match

* No process injection method detected

Which of the following should the team do next to proceed with further analysis?

A. Utilize a new deployed machine to run the sample.

B. Check for an anti-virtualization code in the sample

C. Use an online vims analysis tool to analyze the sample
D. Search oilier internal sources for a new sample.
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Malware that does not execute in a sandbox environment often contains anti-analysis techniques, such as anti- virtualization code.
This code detects when the malware is running in a virtualized environment and alters its behavior to avoid detection. Checking for
anti-virtualization code is a logical next step because:

It helps determine if the malware is designed to evade analysis tools.

Identifying such code can provide insights into the malware's behavior and intent.

This step can also inform further analysis methods, such as running the malware on physical hardware.

Fi RE #149
A company wants to improve and automate the compliance of its cloud environments to meet industry standards. Which of the
following resources should the company use to best achieve this goal?

A. Ansible
B. PowerShell

C. Python
D. Jenkins

ER: A
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Automating compliance in cloudenvironments requires a tool that can enforce configurations, manage infrastructure as code, and
align with mdustry standards (e.g., NIST, ISO). Let's evaluate:

A . Jenkins:A CI/CD tool for automating software builds and deployments. It's not designed for compliance enforcement or
mffastructure management.

B . Python:A programming language that can be scripted for automation but lacks built-in compliance-focused features without
significant custom development.

C . Ansible:An automation tool for configuration management, application deployment, and compliance enforcement. It uses
playbooks to define desired states, making it ideal for automating compliance checks and remediation in cloud environments (e.g.,
AWS, Azrre). CAS-005 emphasizes automation tools for security and compliance, and Ansible fits perfectly.

F /8 #150
A company receives several complaints from customers regarding its website. An engineer implements a parser for the web server
logs that generates the following output:

Which of the following should the company implement to best resolve the issue?

A. CDN
B. WAF
C.NAC
D. IDS

BR: A
fRRER A :

The table indicates varying load times for users accessing the website from different geographic locations. Customers from Australia
and India are experiencing significantly higher load times compared to those from the United States.

i 8 #151
A security analyst is troubleshooting the reason a specific user is having difficulty accessing company resources The analyst reviews

the following information:



|Source |User assagned  [MEA

|locaton ICeCATOn satshied?
8.11.4.16 | Germany [France Yes Blocked
8.11.4.16 'E(_-i-q_--many [Erance Yes Blochked
192.168 4_18|France France No Aldlowed
811 4 16 | Sermany ___7Fr3r1r9 Yeu Blockad
811 4 'Il’—';___!Gﬂ-rm:gr.v grfmrg_ Yeo Blocked

32 |8 11 4 20 | danee [France Yes Adlcwedd

Which of'the following is most likely the cause of the issue?

Source 1P

Sgn-in status

¢ A The local network access has been configured tobypass MFA requirements.
e B. A network geolocation is being misidentified by the authentication server

¢ C. Administrator access from an alternate location is blocked by company policy
¢ D. Several users have not configured their mobile devices toreceive OTP codes

Z%: B
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The table shows that the user "SALES1" is consistently blocked despite having met the MF A requirements. The common factor in
these blocked attenpts is the source [P address (8.11.4.16) being identified as from Germany while the user is assigned to France.
This discrepancy suggests that the network geolocation is being misidentified by the authentication server, causing legitimate access
attempts to be blocked.

Why Network Geolocation Misidentification?

Geolocation Accuracy: Authentication systems often use IP geolocation to verify the location of access attempts. Incorrect
geolocation data can lead to legitimate requests being denied if they appear to come from unexpected locations.

Security Policies: Company security policies might block access attempts from certain locations to prevent unauthorized access. If
the geolocation is wrong, legitimate users can be inadvertently blocked.

Consistent Pattern: The user "SALES1" from the [P address 8.11.4.16 is always blocked, indicating a consistent issue with
geolocation.

Other options do not align with the pattern observed:

A . Bypass MFA requirements: MFA is satisfied, so bypassing MFA is not the issue.

C . Admnistrator access policy: This is about user access, not specific administrator access.

D . OTP codes: The user has satisfied MFA, so OTP code configuration is not the issue.

Reference:

CompTIA SecurityX Study Guide

"Geolocation and Authentication," NIST Special Publication 800-63B

"IP Geolocation Accuracy," Cisco Documentation
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