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According to the ISO/IEC 270012022 Lead Auditor (Information Security Management Systems) course, the following actions
should be taken when a nonconformity identified for completion before the follow-up audit is still outstanding:

* A. Report the failure to address the corrective action for the outstanding nonconformity to the organisation's top management. This
is part of the auditor's responsibility to communicate the audit results and ensure that the audit objectives are met12.

* C. Ifthe delay is justified agree on a revised date for clearing the nonconformity with the auditee/audit client. This is part of the
auditor's responsibility to verify the effectiveness of the corrective actions taken by the auditee and to close the nonconformity when
the evidence is satisfactory12.

* E. Decide whether the delay in addressing the nonconformity is justified. This is part of the auditor's responsibility to evaluate the
evidence presented by the auditee and to use professional judgement and objectivity to determine the validity of the reasons for the
delay12.

* . Note the nonconformity is still outstanding and follow audit trails to determine why. This is part of the auditor's responsibility to
collect and verify audit evidence and to identify the root causes of the nonconformity12.

References:

* 1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) course, CQI and IRCA Certified Traming, 1
*2: ISO/IEC 27001 Lead Auditor Training Course, PECB, 2
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Explanation:
An audit finding is the result of the evaluation of the collected audit evidence against audit criteria.
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According to ISO/IEC 2700122022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control 5.7 requires an organization to establish and maintain a threat
ntelligence process to identify and evaluate information security threats that are relevant to its ISMS scope and objectives1. The
organization should use internal and external sources of information, such as vulnerability databases, threat feeds, industry reports,
etc., to produce threat intelligence that can be used to support risk assessment and treatment, as well as other information security
activities 1. Therefore, when auditing the organization's application of control 5.7, an ISMS auditor should verify that these aspects
are met in accordance with the audit criteria.

Three options that represent valid audit trails for verifying control 5.7 are:

* T will review the organisation's threat intelligence process and will ensure that this is filly documented:

This option is valid because it can provide evidence of how the organization has established and maintained a threat intelligence
process that is consistent with its ISMS scope and objectives. It can also verify that the process is documented according to clause
7.5 of ISO/IEC 27001:20221.

* [ will check that threat mtelligence is actively used to protect the confidentiality, ntegrity and availability of the organisation's
mformation assets: This option is valid because it can provide evidence of how the organization has used threat mtelligence to support
its risk assessment and treatment, as well as other information security activities, such as incident response, awareness, or
monitoring. It can also verify that the organization has achieved its information security objectives according to clause 6.2 of
ISO/IEC 2700120221.

* T will determine whether nternal and external sources of information are used in the production of threat intelligence: This option is
valid because it can provide evidence of how the organization has used various sources of information, such as vulnerability
databases, threat feeds, industry reports, etc., to produce threat intelligence that is relevant and reliable. It can also verify that the
organization has complied with the requirement of control 5.7 of ISO/IEC 27001:20221.

The other options are not valid audit trails for verifying control 5.7, as they are not related to the control or its requirements. For
exanple:

* [ will speak to top management to make sure all staff are aware of the importance of reporting threats:

This option is not valid because it does not provide evidence of how the organization has established and maintained a threat
ntelligence process or used threat ntelligence to support its ISMS activities. It may be related to another control or requirement
regarding information security awareness or communication, but not specifically to control 5.7.

* T will ensure that the task of producing threat intelligence is assigned to the organisation s internal audit team: This option is not valid
because it does not provide evidence of how the organization has established and maintained a threat intelligence process or used
threat intelligence to support its ISMS activities. It may also contradict the requirement for auditor independence and objectivity, as
recommended by ISO 1901120182, which provides guidelines for auditing management systens.

* T will ensure that the organisation's risk assessment process begins with effective threat intelligence:

This option is not valid because it does not provide evidence of how the organization has established and maintained a threat
ntelligence process or used threat intelligence to support its ISMS activities. It may also imply a prescriptive approach to risk
assessiment that is not consistent with ISO/IEC 27005:

20183, which provides guidelines for information security risk management.

* [ will review how nformation relating to information security threats is collected and evaluated to produce threat intelligence: This
option is not valid because it does not provide evidence of how the organization has established and maintained a threat intelligence
process or used threat ntelligence to support its ISMS activities. It may also be too vague or broad to be an effective audit trail, as it
does not specify what criteria or methods are used for collecting and evaluating information.

* [ will ensure that appropriate measures have been introduced to inform top management as to the effectiveness of current threat
mtelligence arrangements: This option is not valid because it does not provide evidence of how the organization has established and
maintained a threat intelligence process or used threat intelligence to support its ISMS activities. It may be related to another control
or requirement regarding management review or performance evaluation, but not specifically to control

5.7.

References: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management systemns -
Requirerments, ISO 19011:2018 - Guidelines for auditing management systems, ISO

/TEC 27005:2018 - Information technology - Security techniques - Information security risk management
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Explanation:

The correct responsibility with each participant of a second-party audit is:

* Prepares the audit report: Audit Team Leader. The audit team leader is responsible for coordinating the audit activities,
communicating with the auditee and the customer, and preparing and delivering the audit report that summarizes the audit findings
and conclusions|.

* Prepares audit checklists for use during the audit: Auditor. The auditor is responsible for collecting and verifying objective evidence
during the audit, using audit checklists as a tool to guide the audit process and ensure that all relevant aspects of the audit criteria are
coveredl.

* Supports an auditor and provides feedback on their experience: Auditor in training, The auditor i training is a person who is
learning how to perform audits under the supervision of an experienced auditor. The auditor in training supports the auditor by
observing and participating in the audit activities, and provides feedback on their experience to improve their skills and
competencel.

* Follows-up on audit findings within an agreed timeframe: Auditee. The auditee is the organisation that is being audited by the
customer or a third party on behalf of the customer. The auditee is responsible for providing access and cooperation to the auditors,
and for following up on the audit findings within an agreed timeframe, by implementing corrective actions or improvement measures
as needed].

* Provides an independent account of the audit but does not participate in the audit: Observer. The observer is a person who
accompanies the audit team but does not participate in the audit activities. The observer may be a representative of the customer, a
regulatory body, or another interested party. The observer provides an independent account of the audit but does not interfere with
or influence the audit process or outcomel.

* Escorts the auditors but does not participate in the audit: Guide. The guide is a person who is appointed by the auditee to assist the
audit team during the audit. The guide may escort the auditors to different locations, facilitate access to information and personnel, or
provide clarification or explanation as requested by the auditors. The guide does not participate in the audit or influence its results1.
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