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R #21
An administrator needs to configure an SMB share for the user profiles in a company. Which network share type is most suitable for
this task?

A. A standard share
B. A connected share
C. A distributed share
D. A WORM share

Ef#: C

TR

To configure an SMB share for user profiles in a company using Nutanix Files, the most suitable network share type is a
**distributed share**. User profiles typically require a share that can scale with the number of users, provide high availability, and
ensure consistent performance across multiple clients. A distributed share in Nutanix Files is designed to meet these needs by
distributing data and workload across all File Server Virtual Machines (FSVMs) in the file server, ensuring scalability and load
balancing,

The **Nutanix Unified Storage Administration (NUSA)** course states, "A distributed share in Nutanix Files is ideal for workloads
like user profiles, as it leverages all FSVMs to provide scalability, high availability, and consistent performance for large numbers of
concurrent users." Distributed shares are optimized for environments where multiple users access the share simultaneously, such as in
user profile scenarios where each user has a profile folder accessed via SMB. This share type ensures that the workload is balanced
across FSVM, preventing any single FSVM from becoming a bottleneck.

The **Nutanix Certified Professional - Unified Storage (NCP-US)** study guide firther elaborates that

"distributed shares are recommended for user profile storage in Nutanix Files, as they provide seamless scalability and fault tolerance
by distributing data across all FSVMs in the file server." This is particularly important for user profiles, which are often accessed
during logivlogout events, requiring low latency and high concurrency support.

The other options are incorrect:

- **A standard share**: A standard share is hosted on a single FSVM, which can become a performance bottleneck and lacks the
scalability needed for user profiles with many concurrent users.

- **A connected share**: There is no such share type as a "connected share" in Nutanix Files; this term is not applicable.

- **A WORM share**: A WORM (Write Once, Read Many) share is designed for immutable data retention (e.g,, for
compliance), not for user profiles, which require frequent read/write operations.

The NUSA course documentation emphasizes that "distributed shares are the best choice for user profile storage in Nutanix Files,
ensuring scalability and performance for enterprise environments with many users." References:

- Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Configuring distributed shares for user
profiles."

- Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix Unified Storage,
Subtopic: "Share types in Nutanix Files for user workloads."

- Nutanix Documentation (https://www.nutanix.com), Nutanix Files Administration Guide: "Distributed shares for user profile
storage."

R #22
Which term describes Nutanix Files blocking access to a file until its file state is manually changed?

A. Unquarantined
B. Cleaned

C. Deleted

D. Quarantined

IEf@E: D

AR :

In Nutanix Files, there is a built-in feature calledFile Quarantine. When certain suspicious or malicious activity is detected-often
through integrations with file scanning tools or security alerts-the file is quarantined. In a quarantined state, access to the file
isblockeduntil an administrator manually reviews and decides to eitherunquarantineordeletethe file.

The NCP-US and NUSA courses highlight this term as follows:

"Files that are detected to have potential issues or threats are placed in a quarantined state by Nutanix Files.

This quarantined state restricts user access to ensure security and requires manual administrative action to restore access." Thus, the
correct term isQuarantined.



HP #23
An administrator has been asked to protect a Nutanix Files instance between two sites supporting the following capabilities: 1-hour
RPO, four recovery points, and cross-hypervisor capabilities. Which Nutanix feature matches the requirements?

e A. Protection Domain
® B. Protection Policies
e C. Smart DR

e D. Smart Sync

Ef#: C

TR

To protect a Nutanix Files instance between two sites with al-hour RPO (Recovery Point Objective), four recovery points,
andcross-hypervisor capabilities, the administrator should useSmart DR. Smart DR is a disaster recovery feature for Nutanix Files
that enables replication of file shares between primary and recovery sites, supporting automated failover and recovery with
configurable RPOs and retention policies.

TheNutanix Unified Storage Administration (NUSA)course explains that "Smart DR for Nutanix Files supports replication between
sites with configurable RPOs as low as 1 hour, multiple recovery points, and cross-hypervisor compatibility, ensuring seamless
failover and recovery." Smart DR allows the administrator to set a replication schedule to meet the 1-hour RPO requirement, retain
four recovery points by configuring the retention policy, and supports cross-hypervisor environments (e.g., AHV, ESXi, Hyper-V)
since Nutanix Files operates at the file-share level, independent of the underlying hypervisor.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further states that "Smart DR provides disaster recovery
for Nutanix Files with an RPO as low as 1 hour, the ability to retain multiple recovery points (e.g., four snapshots), and compatibility
across hypervisors, making it ideal for multi-site file server protection.”" The feature uses asynchronous replication to copy file share
data to the recovery site, ensuring data consistency and availability.

The other options are incorrect:

* Protection Policies: Protection Policies in Nutanix are used for backup and snapshot schedules, typically for VMs or volumes, but
they are not specific to Nutanix Files and do not support cross-site replication with the specified RPO.

* Smart Sync: Smart Sync is not a Nutanix feature; it may refer to third-party tools or unrelated functionalities and is not applicable
here.

* Protection Domain: Protection Domains are used for VM-level replication and disaster recovery in Nutanix, not for Nutanix Files,
and they are hypervisor-specific, which may limit cross-hypervisor support.

The NUSA course documentation highlights that "Smart DR meets stringent RPO requirements, such as 1- hour intervals, and
supports mutltiple recovery points while ensuring compatibility across hypervisors, making it the optimal solution for Nutanix Files
disaster recovery." References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Smart DR for disaster recovery and
replication." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix
Unified Storage, Subtopic: "Smart DR configuration and capabilities for Nutanix Files." Nutanix Documentation
(https//www.nutanix.com), Nutanix Files Administration Guide: "Smart DR setup for multi-site protection."

H #24
An administrator wants to utilize File Analytics to send anomaly alerts and data to email recipients. Which statement describes when
File Analytics will send the emails?

A. As defined in the Anomaly Rules.

B. Whenever an anomaly is detected.

C. When a minimum of anomalies are detected.
D. Every 15 minutes.

IEf#: A

AR :

Nutanix File Analytics sends anomaly alerts and data to email recipientsas defined in the Anomaly Rules.

File Analytics uses anomaly detection to identify unusual activities on the file server, such as permission changes, excessive file
access, or potential ransomware behavior. Administrators can configure anomaly rules to specify which activities to monitor and how
to handle notifications, including sending emails to designated recipients based on the defined rules.

TheNutanix Unified Storage Administration (NUSA)course explains that "File Analytics allows administrators to define anomaly
rules to detect suspicious activities, with email notifications configured as part of the rule settings to alert recipients when specific
conditions are met." This ensures that emails are sent only when the criteria in the anomaly rules are triggered, allowing for targeted



and timely alerts.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further states that "anomaly rules in File Analytics are
customizable, enabling administrators to set thresholds, conditions, and notification preferences, including email alerts, to ensure
timely responses to detected anomalies." The timing and frequency of email notifications depend on the configuration of the anomaly
rules, not a fixed schedule or automatic detection.

The other options are incorrect:

* Whenever an anomaly is detected: While anomalies trigger alerts, emails are sent only if the anomaly rules are configured to do so.
Not every detected anomaly automatically results in an email unless specified in the rules.

* Every 15 minutes: File Analytics does not send emails on a fixed 15-minute schedule; notifications are event-driven based on
anomaly rule triggers.

* When a minimum of anomalies are detected: There is no concept of a "minimum number of anomalies" in File Analytics; alerts are
sent based on the specific conditions defined in the anomaly rules.

The NUSA course documentation emphasizes that "File Analytics anomaly rules provide granular control over alert notifications,
with email alerts sent to recipients as specified in the rule configuration, ensuring timely communication of critical events." References:
Nutanix Unified Storage Administration (NUSA) Course, Section on File Analytics: "Configuring anomaly rules and email
notifications." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 3: Analyze and Monitor Nutanix
Unified Storage, Subtopic: "Anomaly detection and notification settings in File Analytics." Nutanix Documentation
(httpsz//www.nutanix.com), Nutanix File Analytics Guide: "Setting up anomaly rules for email alerts."

B #25
An administrator wants to control the user visibility of SMB folders and files based on user permissions.
‘What feature should the administrator choose to accomplish this?

A. Files blocking

B. Role Based Access Control (RBAC)
C. Access Based-Enumeration (ABE)
D. File Analytics

IEf: C

RN -

Access Based-Enumeration (ABE)is a feature in Nutanix Files that controls whether users cansee folders and filesfor which they do
not have access permissions. When ABE is enabled:

* Users will only see the folders/files they are authorized to access.

* Ttems for which they have no permissions will be hidden from view.

The NUSA course describes this feature:

"Access Based-Enumeration (ABE) ensures that users browsing a share will only see folders and files that they have permission to
access, improving security and minimizing confusion." Thus,ABE:is the precise feature for controllinguser visiilityof SMB shares
based on permissions.
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