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EE #156

You have an Azure Active Directory Domain Services (Azure AD DS) domain.

You create a new user named Adminl.

Youneed Adminl to deploy custom Group Policy settings to all the computers in the domain. The solution must use the principle of
least privilege.

‘What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
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Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

httpsz/docs.microsoft.conven-us/azure/active-directory-domain-services/manage- group-policy

HEE #157

SIMULATION

You need to monitor the security configuration of DC1 by using Microsoft Defender for Cloud.
The required source files are located in a folder named \\dc1.contoso.comiinstall.

To complete this task, sign in the required computer or computers.

HE:

MY

You can connect your non-Azure computers in any of the following ways:
* Onboarding with Azure Arc:

- By using Azure Arc-enabled servers (recommended)

-->By using the Azure portal

* Onboarding directly with Microsoft Defender for Endpoint

Comnnect on-prenises machines by using the Azure portal

After you connect Defender for Cloud to your Azure subscription, you can start connecting your on-premses machines from the
Getting started page in Defender for Cloud.

Step 1: Sign in to the Azure portal

Step 2: Search for and select Microsoft Defender for Cloud.

Step 3: On the Defender for Cloud menu, select Getting started.

Step 4: Select the Get started tab.

Step 5: Find Add non-Azure servers and select Configure.

A list of your Log Analytics workspaces appears.

Step 6: (Optional) If you don't already have a Log Analytics workspace in which to store the data, select Create new workspace,
and follow the on-screen guidance.

Step 7: From the list of workspaces, select Upgrade for the relevant workspace to turn on Defender for Cloud paid plans for 30
fiee days.

Step 8: Fromthe list of workspaces, select Add Servers for the relevant workspace.

On the Agents management page, choose one of the following procedures, depending on the type of machines you're onboarding
(Either Windows or Linux) Onboard your Windows server When you add a Windows server, you need to get the information on
the Agents management page and download the appropriate agent file (32 bit or 64 bit).

To onboard a Windows server:

Step 1: Select Windows servers.

Step 2: Select the Download Windows Agent link that's applicable to your computer processor type to download the setup file.
Step 3: Fromthe Agents management page, copy the Workspace ID and Primary Key values into Notepad.

Step 4: Copy the downloaded setup file to the target computer and run it.

Step 5: Follow the installation wizard (select Next > I Agree > Next > Next).

Step 6: On the Azure Log Analytics page, paste the Workspace ID and Primary Key values that you copied into Notepad.

Step 7: If the computer should report to a Log Analytics workspace in the Azure Governiment cloud, select Azure US Government
from the Azure Cloud dropdown list.

Step 8: If the computer needs to commumicate through a proxy server to the Log Analytics service, select Advanced. Then provide
the URL and port number of the proxy server.

Step 9: When you finish entering all of the configuration settings, select Next.

Step 10: On the Ready to Install page, review the settings to be applied and select Install.

Step 11: On the Configuration completed successfully page, select Finish.

When the process is complete, Microsoft Monitoring agent appears in Control Panel. You can review your configuration there and
verify that the agent is connected.

Reference:

https7//learn.microsoft.comven-us/azure/defender-for-cloud/quickstart-onboard-machines

EE #158



Your network contains an Active Directory Domain Services (AD DS) forest. The forest contains the servers shown in the following
table.

On Serverl, you create a DNS zone named Zonel.comas shown in the following exhibit.
To which DNS servers is Zonel.comreplicated?

A. Server2 and Server4 only

B. Server2 only

C. Server2, Server3, and Server4 only

D. Server2 and Server3 only

E. Server2, Server3, Server4, and Server5

02
il

: B

HEE #159
You need to run an Azire VM extension to make configuration changes to an already deployed VM. Which of the following
platforns would you use to run Azure VM extensions? (Choose multiple options if required)

A. Azure CLI

B. Azure Portal

C. PowerShell

D. Any of the above
E. ARM Templates

2
m

SH: D

MY

Azre VM extensions are the small-sized apps used to assist with the process of automation tasks and post-deployment
configuration on Azire VM. You can run Azure VM extensions using PowerShell, Azure CLI, Azure Portal, and Azure Resource
Manager templates portal. Azure Virtual Machine extensions can be paired with a new Virtual Machine deployment or you can run
them against an existing system.

Reference:

https’/docs.microsoft.com/en-us/azure/virtual-machines/extensions/features-windows

ZEE #160

You have a server named Serverl that runs Windows Server and has the Active Directory Federation Services role nstalled.

You plan to deploy Web Application Proxy to a server named Server2.

You export the Active Directory Federation Services (AD FS) certificate from Serverl.

Which actions should you perform on Server2 in sequence? To answer, drag the appropriate actions to the correct order. Each
action may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

He:

HE:
Explanation:
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