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¢ FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on

bEY 71 event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and

lookup tables for complex threat detection and correlation.

¢ Conditions and Remediation: This section measures the skills of Incident Responders and SOAR

Specialists in remediating security incidents. It includes configuring manual and automated remediation
bEY 72 workflows, integrating FortiSOAR with FortiSTEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance
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¢ Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid

bEv 73 setups, managing resource allocation, and installing

¢ managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

¢ FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat

Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
hEv 74 creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.
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B #24
Refer to the exhibit.
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‘What is the collector ID?

A0
B. 1
C.2
D.3

IEf#: B

H #25
What is the hourly bucket used in baselining?

A. To store hourly baselines reports for every hour of the day during weekdays and weekends
B. To store data for specific baselines for every hour of the day during weekdays and weekends
C. To store data for specific baselines during the weekend, if there is a spike in network activity
D. To store data for specific baselines during peak business hours of weekdays

IEf#: B

R«

InFortiSIEM baselining, anhourly bucketis used to mamntainhourly-specific statistical baselines. This helps detect anomalies by
comparing current activity against historical norms foreach hour of the day, separately forweekdays and weekends.

The system maintainshourly profiles, ensuring that anomalies are detected based on similar timeframes. This approach prevents false
positives due to natural variations in network activity across different times of the day and different days of the week.

H #26
Where are the SQLite databases that are used for the baselining, stored?

e A /opt/phoenix/delta
¢ B. /opt/phoenix/cache
e C. /opt/phoenix/config



¢ D. /opt/phoenix/bin
EE: D

HE #27
Which three statements about phRuleMaster are true? (Choose three.)

A. phRuleMaster wakes up to evaluate all the rule data in parallel, every 30 seconds.

B. phRuleMaster wakes up to evaluate all the rule data in series, every 30 seconds.

C. phRuleMaster is present on the supervisor and workers.

D. phRuleMaster is present on the supervisor only.

E. phRuleMaster queues up the data being received from the phRuleWorkers into buckets.

Ef#: A. C. E

A«

phRuleMaster runs on both the supervisor and worker nodes, allowing distributed event processing, It receives filtered data from
phRuleWorkers and organizes it into buckets before evaluation. Every 30 seconds, it processes the rule data in parallel, ensuring
efficient rule execution. The incorrect options suggest that phRuleMaster runs only on the supervisor or evaluates rules sequentially,
both of which are maccurate.

B #28
Refer to the exhibit. .
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An admmnistrator applies the rule exception shown in the exhibit.
How does this configuration impact the incident generation for that rule?

A. Incidents will be generated without triggering an email alert during the specified period.
B. Events will not be processed by the rule during the specified period.

C. Incidents will be generated only during the specified period.

D. Incidents will not be generated during the specified period.

Ef#E: D

fEEEL:

From the exhibit, the rule exception is set for:

# Time Range: Starts at 00:00:00

# Duration: 2 days

# Recurrence Pattern: December 25th and December 26th

This means that during these two days (every year in December), the rule will not trigger incidents.
Rule exceptions temporarily suppress incident generation during the specified period.

Events are still processed, but no incidents are generated.
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