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H R #428
Which AWS service or feature provides log information of the inbound and outbound traffic on network interfaces ina VPC?

A. Amazon CloudWatch Logs

B. VPC Flow Logs

C. AWS CloudTrail

D. AWS Identity and Access Management (IAM)
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VPC Flow Logs is a feature that enables you to capture information about the IP traffic going to and from network interfaces in your
VPC. Flow log data can be published to the following locations: Amazon CloudWatch Logs, Amazon S3, or Amazon Kinesis Data
Firehose. You can use VPC Flow Logs to monitor network traffic, diagnose security issues, troubleshoot connectivity problemms, and
performnetwork forensics1. References:

Loggmng IP traffic using VPC Flow Logs - Amazon Virtual Private Cloud
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A company is running multiple workloads in the AWS Cloud and recently began investigating ways to reduce costs. The company is
already running fault-tolerant workloads on Amazon EC2 that perform periodic checkpoints in case of an outage.

Which AWS service or pricing model can provide the GREATEST cost savings?

A. Amazon Lightsail

B. Dedicated Hosts

C. Capacity Reservations
D. Spot Instances
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A company stores documents in Amazon S3 with default settings A new regulation requires the company to encrypt the documents
at rest, rotate the encryption keys annually, and keep a record of when the encryption keys were rotated. The company does not
want to manage the encryption keys outside of AWS Which solution will meet these requirements?

A. Use client-side encryption before sending the data to Amazon S3

B. Use server-side encryption with Amazon S3 managed encryption keys (SSE-S3).

C. Use server-side encryption with AWS KMS managed encryption keys (SSE-KMS)
D. Use server-side encryption with customer-provided encryption keys (SSE-C)

IEf#: D

E R #431
What does AWS Marketplace allow users to do? (Choose two.)

A. Order AWS Snowball

B. Sell unused Amazon EC2 Spot Instances.

C. Purchase AWS security and conmpliance documents.
D. Sell solutions to other AWS users.

E. Buy third-party software that runs on AWS.

IEf#: D. E

H R #432

How is asset management on AWS easier than asset management in a physical data center?

A. AWS perforns infrastructure discovery scans on the customer's behalf

B. AWS provides a Configuration Management Database that users can maintain.

C. Users can gather asset metadata reliably with a few API calls.

D. Amazon EC2 automatically generates an asset report and places it in the customer's specified Amazon S3 bucket.

EfE: A

A -
AWS assets are centrally managed through an inventory management system that stores and tracks owner, location, status,



maintenance, and descriptive information for AWS-owned assets. Following procurement, assets are scanned and tracked, and
assets undergoing maintenance are checked and monitored for ownership, status, and resolution.
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