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HE#179

Universal Containers has multiple Salesforce instances where users receive emails from different instances.

Users should be logged into the correct Salesforce instance authenticated by their [dP when clicking on an email link to a Salesforce
record.

‘What should be enabled in Salesforce as a prerequisite?

A. Identity Provider

B. External Identity

C. My Domain

D. Multi-Factor Authentication

EfE: C

M #180

Universal containers (UC) has implemented SAML -based single Sign-on for their salesforce application. UC is using PingFederate
as the Identity provider. To access salesforce, Users usually navigate to a bookmarked link to my domain URL. What type of single
Sign-on is this?

e A. Sp-Initiated

¢ B. Web server flow.

e C. IDP-initiated

¢ D. IDP-initiated with deep linking

EfE: A

fi .-

The type of single sign-on that UC is using is SP-initiated, which means that the service provider (Salesforce) initiates the SSO
process by sending a SAML request to the identity provider (PingFederate) when the user navigates to the My Domain URL3.
Therefore, option A is the correct answer. References: SAML SSO with Salesforce as the Service Provider

Z Y #181

Universal Containers (UC) currently uses Salesforce Sales Cloud and an external billing application. Both Salesforce andthe billing
application are accessed several times a day to manage customers. UC would like to configure single sign-on and leverageSalesforce
as the identity provider. Additionally, UC would like the billing application to be accessible from Salesforce. A redirect is acceptable.
Which two Salesforce tools should an identity architect recommend to satisfy the requirements?

Choose 2 answers

A. Connected Apps
B. salesforce Canvas
C. Identity Connect
D. App Launcher

IEf#: B. D
"3

Salesforce Canvas is a tool that allows external applications to be embedded into Salesforce as iframes, which can provide a
seamless user experience. App Launcher is a feature that allows users to access connected apps froma single location in Salesforce.
To enable single sign-on anduse Salesforce as the identity provider, the external billing application needs to be configured as a
connected app and use an OAuth 2.0 or SAML protocol. Identity Connect is not relevant for this scenario, as it is a tool for
synchronizing user data between Salesforce and Active Directory. References: Salesforce Canvas Developer Guide, App Launcher,
Connected Apps



R #182

Universal Containers (UC) has decided to replace the homegrown customer portalwith Salesforce Experience Cloud. UC will
continue to use its third-party single sign-on (SSO) solution that stores all of its customer and partner credentials.

The first time a customer logs in to the Experience Cloud site through SSO, a user record needsto be created automatically.
Which solution should an identity architect recommend in order to automatically provision users in Salesforce upon login?

A. Third-party AppExchange solution

B. Custom login flow and Apex handler
C. Custom middleware and web services
D. Just-in-Time (JIT) provisioning

IEf#: D
W

Just-in-Time (JIT) provisioning is a feature that allows Salesforce to create or update user records on the fly when users log in
through an external identity provider. This eliminates the need for manual or batch user provisioning in Salesforce. References: Just-
n-Time Provisioning for SAML and OpenlD Connect, Identity

101: Design Patterns for Access Management

BR #183

Universal containers (UC) is concerned that having a self-registration page will provide a means for "bots" or unintended audiences
to create user records, thereby consuming licences and adding dirty data. Which two actions should UC take to prevent
unauthorised form submissions during the self-registration process? Choose

2 answers

A. Use open-ended security questions and complex password requirements

B. Use hidden fields populated via java script events in the self-registration page.
C. Require a captcha at the end of the self-registration process.

D. Primarily use lookup and picklist fields on the self registration page.

Eﬁ: B\ C

B #184
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