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HH #40
An existing Fortinet SD-WAN customer who has recently deployed FortiSASE wants to have a comprehensive view of, and
combined reports for, both SD-WAN branches and remote users. How can the customer achieve this?

e A. Forward the logs from FortiGate to FortiSASE.

e B. Forward the logs from the external SD-WAN FortiAnalyzer to FortiSASE.
e (. Forward the logs from FortiSASE to Fortinet SOCaaS.

e D. Forward the logs from FortiSASE to the external FortiAnalyzer.
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For customers with hybrid environments (on-premises SD-WAN branches and remote FortiSASE users), the FortiOS
7.6andFortiS ASEcurriculum recommends centralized log aggregation for unified visibility.

* Centralized Reporting'The standard architectural best practice is toforward logs from FortiSASE to an external FortiAnalyzer
(Option C).

* Unified View:Since the customer's on-premises FortiGate SD-WAN branches are already sending logs to an existing
FortiAnalyzer, adding the FortiSASE log stream to that sameFortiAnalyzerallows for the creation ofcombined reports.

* Fabric Integration:This setup leverages theSecurity Fabric, enabling the FortiAnalyzer to provide a single pane of glass for
monitoring security events, application usage, and SD-WAN performance metrics across the entire distributed network.

Why other options are incorrect:

* Option A:SOCaaSis a managed service for threat monitoring, not a primary tool for an administrator to generate combined SD-
WAN/SASE operational reports.

* Option BFortiSASE is not designed to act as a log collector or reporting hub for external on-premises FortiGates.

* Option D:Data flows from the source (FortiSASE) to the collector (FortiAnalyzer), not the other way around.

HE#41
Which FortiSASE feature monitors SaaS application performance and connectivity to points of presence (POPs)?

A. FortiView dashboards

B. Digital experience monitoring
C. Operations widgets

D. Event logs
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H #42
What are three key routing principles of SD-WAN? (Choose three.)

A. SD-WAN rules are skipped if the best route to the destination is a static route.

B. SD-WAN members are skipped if they do not have a valid route to the destnation.

C. Directly connected routes have precedence over SD-WAN rules.

D. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
E. Policy routes have precedence over SD-WAN rules.

IEf#: B. D. E
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An SD-WAN member is used only if it has a valid route to the destination; otherwise it is skipped.
Ifthe best route to the destination does not use an SD-WAN member, SD-WAN rules are skipped.
Policy routes always take precedence over SD-WAN rules, following FortiGate's routing hierarchy.

E#43
Which two methods are available for provisioning FortiClient on endpoints using FortiSASE?
(Choose two.)

e A FortiClient can be provisioned using installers with an invitation code from the FortiSASE portal, SCCM or GPO, or
mobile device management (MDM) software.

B. FortiClient provisioning is limited to using mobile device management MDM software or manual mstallation without
requiring an invitation code.

C. FortiClient can be provisioned using SCCM or GPO, but only through an external portal, not the FortiSASE portal.

D. FortiClient can be provisioned only by distributing installers to end users through the FortiSASE portal without an invitation
code.

E. FortiClient can be provisioned by distributing the installer to end users for manual installation.

EME: AL E

A -
Administrators can distribute the FortiClient installer for manual installation on endpoints.
FortiClient can also be provisioned using installers embedded with an mvitation code, distributed through SCCM, GPO, or MDM



solutions via the FortiSASE portal

B #44

An SD-WAN member is no longer used to steer SD-WAN traffic. You want to update the SD-WAN configuration and delete the
unused member.

Which action should you take first? (Choose one answer)

A. Delete static route definitions for that interface.

B. Disable the interface.

C. Move the SD-WAN member to the virtual-wan-link zone.

D. Remove the member from the performance service-level agreement (SLA) definitions.

IEf#: D
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According to theSD-WAN 7.6 Core Administratorstudy guide and theFortinet Document Library, FortiOS maintains strict
referential integrity for SD-WAN objects. An SD-WAN member interface cannot be deleted or removed from the configuration if it
is still being "used" or referenced by other features.

* Reference Locking: In the FortiOS GUI, the "Delete" button for an SD-WAN member is typically grayed out or an error message
appears if the interface is part of an active service or monitoring tool.

* Performance SLA Dependency: Performance SLAs (health checks) monitor specific member interfaces. If an interface is a
participant in an SLA, it is considered "active" by the system. Therefore, a critical first step in the decommissioning process is
toremove the member from all Performance SLA definitions. Once the health check is no longer polling that interface, one major
reference lock is released.

* Other Dependencies: While firewall policies and SD-WAN rules (service rules) also create references, the question specifies the
member is "no longer used to steer traffic," implying it may have already been removed from steering rules. However, Performance
SLAs often remain active in the background, making their removal the essential next step to permit the deletion of the member itself.
Why other options are incorrect:

* Option A: Moving a member between zones doesn't help you delete it; it just changes its logical grouping. It still remains an active
SD-WAN member.

* Option B: Disabling the physical interface does not remove the configuration references within the SD- WAN engine. The
FortiGate will simply report the member as "Down," but it will still exist in the configuration as a member.

* Option D: In modern SD-WAN deployments, static routes usually point to theSD-WAN Zone(like virtual-wan-link) rather than
individual physical interfaces. Therefore, you don't typically need to delete the static route to remove a single member from the zone.
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