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Fortinet NSE5_SSE_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
security profiles for content inspection and deploying compliance rules to managed endpoints.

Topic 2
Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
members, zones, and performance SLAs to monitor network quality.

Topic 3
Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
direct traffic flow across different links.

Topic 4
Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
security threats, and generate reports.

Topic 5
SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
integration with SD-WAN infrastructure.
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Questions (Q22-Q27):
NEW QUESTION # 22 
How does the FortiSASE security dashboard facilitate vulnerability management for FortiClient endpoints?

A. It displays only critical vulnerabilities, requires manual patching for all endpoints, and does not allow viewing of affected
endpoints.
B. It shows vulnerabilities only for applications and requires endpoint users to manually check for affected endpoints.
C. It provides a vulnerability summary, identifies affected endpoints, and supports automatic patching for eligible
vulnerabilities.
D. It automatically patches all vulnerabilities without user intervention and does not categorize vulnerabilities by severity.

Answer: C

Explanation:
The FortiSASE security dashboard presents a full vulnerability summary, shows which endpoints are affected, and supports
automatic patching for vulnerabilities that are eligible for automated remediation.

NEW QUESTION # 23 
Refer to the exhibit.

How does FortiGate handle the traffic with the source IP 10.0.1 130 and the destination IP 128 66.0 125?

A. FortiGate routes the traffic flow according to the FIB.
B. FortiGate steers the traffic flow through port2
C. FortiGate load balances the traffic flow through port1 and port2
D. FortiGate drops the traffic flow

Answer: A

Explanation:
The correct answer is C. FortiGate routes the traffic flow according to the FIB . The exhibit shows a regular policy route configured
with source 10.0.1.128/255.255.255.128 and destination 128.66.0.0/255.
255.255.0. The test source 10.0.1.130 belongs to the 10.0.1.128/25 subnet, and destination 128.66.0.125 belongs to
128.66.0.0/24; therefore, the traffic matches this policy route.
Crucially, the route contains set action deny. For a router policy , this does not mean that FortiGate discards the packet as a firewall
DENY would. It represents Stop Policy Routing . Fortinet explains that when a packet matches this action, FortiGate stops policy-
route processing and routes the packet using the forwarding information base (FIB) .
Regular policy routes also have precedence over SD-WAN rules. Consequently, even though SD-WAN service 4 shown in the
exhibit matches source 10.0.1.0-10.0.1.255 and destination 128.66.0.0-128.66.255.255, its round-robin selection of port1 and



port2 does not control this flow. The matching regular policy route terminates policy routing first.
Study Guide Reference: SD-WAN Configuration and Monitoring > Policy Routes > Route Lookup and FIB Processing, pages
423-424.

NEW QUESTION # 24 
How is the Geofencing feature used in FortiSASE? (Choose one answer)

A. To monitor user behavior on websites and block non-work-related content from specific countries
B. To restrict access to applications based on the time of day in specific countries.
C. To encrypt data at rest on mobile devices in specific countries.
D. To allow or block remote user connections to FortiSASE POPs from specific countries.

Answer: D

Explanation:
According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Administratorstudy materials,
theGeofencingfeature is a security measure implemented at the edge of the FortiSASE cloud to control ingress connectivity based on
the physical location of the user.
* Access Control by Location (Option A): Geofencing allows administrators toallow or block remote user connectionsto the
FortiSASE Points of Presence (PoPs) based on the source country, region, or specific network infrastructure (e.g., AWS, Azure,
GCP).
* Scope of Application: This feature is universal across all SASE connectivity methods. It applies to Agent-based
users(FortiClient),Agentless users(SWG/PAC file), andEdge devices(FortiExtender
/FortiAP). If a user attempts to connect from a blacklisted country, the connection is dropped at the PoP level before the user can
even attempt to authenticate.
* Use Case Example: An organization operating exclusively in North America might configure geofencing toblock all connections
originating from outside the US and Canada. This significantly reduces the attack surface by preventing brute-force or unauthorized
access attempts from high-risk regions or countries where the organization has no legitimate employees.
* Configuration Path: In the FortiSASE portal, this is managed underConfiguration > Geofencing.
From there, administrators can create an "Allow" or "Deny" list and select the relevant countries from a standardized global
database.
Why other options are incorrect:
* Option B: While FortiSASE supportsTime-based schedulesfor firewall policies, geofencing is specifically an IP-to-Geography
mapping tool for connection admission, not a time-of-day restriction tool.
* Option C: Encryption of data at rest on mobile devices is a function of anMDM (Mobile Device Management)solution or local OS
features (like FileVault or BitLocker), not a SASE network geofencing feature.
* Option D: Monitoring web behavior and blocking non-work content is the role of theWeb Filterand Application Controlprofiles,
which operate on the trafficafterthe connection is allowed by geofencing.

NEW QUESTION # 25 
Refer to the exhibits.

The administrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2?
(Choose two.)

A. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.



B. FortiGate routes only new sessions over port1.
C. FortiGate flags the sessions as dirty.
D. FortiGate continues routing all existing sessions over port2.
E. FortiGate updates the gateway information of the sessions with SNAT so that they use port1 instead of port2.

Answer: C,E

NEW QUESTION # 26 
SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements must you configure before FortiGate can steer traffic according to SD- WAN rules? (Choose
three.)

A. Traffic shaping
B. Interfaces
C. Firewall policies
D. Routing
E. Security profiles

Answer: B,C,D

Explanation:
According to the SD-WAN 7.6 Core Administrator study guide and the FortiOS 7.6 Administration Guide
, for the FortiGate SD-WAN engine to successfully steer traffic using SD-WAN rules, three fundamental configuration components
must be in place. This is because the SD-WAN rule lookup occurs only after certain initial conditions are met in the packet flow:
* Interfaces (Option C): You must first define the physical or logical interfaces (such as ISP links, LTE, or VPN tunnels) as SD-
WAN members . These members are then typically grouped into SD-WAN Zones . Without designated member interfaces, there is
no " pool " of links for the SD-WAN rules to select from.
* Routing (Option D): For a packet to even be considered by the SD-WAN engine, there must be a matching route in the
Forwarding Information Base (FIB) . Usually, this is a static route where the destination is the network you want to reach, and the
gateway interface is set to the SD-WAN virtual interface (or a specific SD-WAN zone). If there is no route pointing to SD-WAN,
the FortiGate will use other routing table entries (like a standard static route) and bypass the SD-WAN rule-based steering logic
entirely.
* Firewall Policies (Option A): In FortiOS, no traffic is allowed to pass through the device unless a Firewall Policy permits it. To
steer traffic, you must have a policy where the Incoming Interface is the internal network and the Outgoing Interface is the SD-WAN
zone (or the virtual-wan-link). The SD- WAN rule selection happens during the " Dirty " session state, which requires a policy match
to proceed with the session creation.
Why other options are incorrect:
* Security Profiles (Option B): While mandatory for Application-level steering (to identify L7 signatures), basic SD-WAN steering
based on IP addresses, ports, or ISDB objects does not require security profiles to be active.
* Traffic Shaping (Option E): This is an optimization feature used to manage bandwidth once steering is already determined; it is not
a prerequisite for the steering engine itself to function.

NEW QUESTION # 27
......
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