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¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud

networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
A1 section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

¢ Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
FH2 (TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as

=x 3 Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-

specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and

scalable security implementations.

¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
=M 4 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.
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EE #23
What is the main advantage of using SD-WAN Transit Gateway Connect over traditional SD- WAN?

A. You can use BGP over IPsec for maximum throughput.

B. You can use GRE-based tunnel attachments.

C. It elimmates the use of ECMP.

D. You can combine it with IPsec to achieve higher bandwidth.

HE: B

Y.

The main advantage of SD-WAN Transit Gateway Connect is that it supports GRE-based tunnel attachments to AWS Transit
Gateway. This provides higher throughput and lower overhead compared to traditional VPN (IPsec) connections, making it more
efficient for SD-WAN integration.

AE #24

What are some key advantages of using Azure Bicep over JSON tenplates?
(Choose two.)

Response:

A. Support for multi-cloud deployment
B. More readable syntax

C. Reduced code complexity

D. Native execution on AWS

HE. B,C
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HEE #25
In the context of Fortinet's integration with cloud-native tools, what does the term "cloud-native" refer to?
Response:

A. Legacy applications migrated to the cloud

B. Virtual machines running in data centers

C. Tools and services built to operate within cloud environments
D. Applications developed for on-premises deployment

HE: C

HAE #26

As part of your organization's monitoring plan, you have been tasked with obtaining and analyzing detailed information about the
traffic sourced at one of your FortiGate EC2 instances.

‘What can you do to achieve this goal?

A. Configure a network access analyzer scope with the EC2 instance as a match finding,

B. Add the EC2 mstance as a target in CloudWatch to collect its traffic logs.

C. Create a virtual public cloud (VPC) flow log at the network interface level for the EC2 instance.
D. Use AWS CloudTrail to capture and then examine traffic from the EC2 instance.

od
m

: C

HE#27

You have deployed a FortiGate HA cluster in Azure using a Gateway Load Balancer for traffic inspection. However, traffic is not
being routed correctly through the firewalls.

What can be the cause of the issue?

e A The health probes for the Gateway Load Balancer are failing, which causes traffic to bypass the HA cluster.

¢ B. The protected VM are in a different Azure subscription, which prevents the Gateway Load Balancer from forwarding
traffic.

e C. The Fortinet VMs have IP forwarding disabled, which is required for traffic inspection.

e D. The Gateway Load Balancer is not associated with the correct network security group (NSG) rules, which allow traffic to

pass through.
Y. C

ME.
Azure requires [P forwarding enabled on each FortiGate NIC used for inspection; without it, Azure drops packets that the VM tries
to route onward, so traffic won't traverse the HA firewalls.
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