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It is similar to the CWNA-109 desktop-based software, with all the elements of the desktop practice exam. This CWNA-109 exam
can be accessed from any browser and does not require installation. The CWNA-109 questions in the mock test are the same as
those in the real exam. And candidates will be able to take the web-based CWNA-109 Practice Test immediately through any
operating system and browsers.

CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

Topic 1
WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage
requirements, roaming considerations, and common proprietary features in wireless networks.

Topic 2
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.
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Topic 3
WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN functional concepts.
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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q49-
Q54):
NEW QUESTION # 49 
ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous)
802.11 bridge units. 802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for
authentication. What device in the bridge implementation acts as the 802.1X Authenticator?

A. The RADIUS server
B. The Ethernet switch
C. The root bridge
D. All non-root bridges

Answer: C

Explanation:
The device in the bridge implementation that acts as the 802.1X Authenticator is the root bridge. The root bridge is the bridge that
connects to the wired network and acts as the central point for all other bridges in the point-to-multipoint topology. The root bridge
authenticates the non-root bridges using 802.1X/EAP and forwards their authentication requests to the RADIUS server. The non-
root bridges act as the 802.1X Supplicants and use EAP methods such as EAP-TLS or EAP-PEAP to authenticate with the root
bridge. References: [CWNP Certified Wireless Network Administrator Official Study Guide:
ExamCWNA-109], page 459; [Cisco Aironet Wireless Bridges FAQ], question 29.

NEW QUESTION # 50 
A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters long. What is
this string called?

A. MSK
B. Passphrase
C. PSK
D. WEP key

Answer: B

Explanation:
The string of characters and digits that is entered into an AP and a client STA for WPA2 security and is 8 characters long is called a
passphrase. A passphrase is a human-readable text that is used to generate a Pre- Shared Key (PSK) for WPA2-Personal security.
A passphrase can be between 8 and 63 characters long and can include any ASCII character. The PSK is a 256-bit key that is
derived from the passphrase using a hashing algorithm called PBKDF2. The PSK is used to encrypt and decrypt the data frames
between the AP and the client STA. A MSK is a Master Session Key that is generated by an authentication server for WPA2-
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Enterprise security. A WEP key is a 40-bit or 104-bit key that is used for Wired Equivalent Privacy (WEP) security, which is
deprecated and insecure. A PSK is not a string of characters and digits, but a binary key. References: [CWNP Certified Wireless
Network Administrator Official Study Guide: Exam CWNA-
109], page 303; [CWNA: Certified Wireless Network Administrator Official Study Guide: Exam CWNA-
109], page 293.

NEW QUESTION # 51 
What statement about the IEEE 802.11-2016 QoS facility is true?

A. 802.11 QoS is achieved by giving high priority queues a statistical advantage at winning contention.
B. Four 802.1p user priorities are mapped to eight 802.11 transmit queues.
C. 802.11 control frames are assigned to the 802.11 EF priority queue.
D. When the Voice queue has frames awaiting transmission, no data will be transmitted from the Best Effort queue.

Answer: A

Explanation:
802.11 QoS is achieved by giving high priority queues a statistical advantage at winning contention. 802.11 QoS is based on the
Enhanced Distributed Channel Access (EDCA) mechanism, which defines four access categories (ACs) for different types of traffic:
Voice, Video, Best Effort, and Background. Each AC has its own transmit queue and contention parameters, such as Arbitration
Interframe Space (AIFS), Contention Window (CW), and Transmission Opportunity (TXOP). These parameters determine how
long a station has to wait before transmitting a frame and how long it can occupy the channel. Higher priority ACs have shorter
AIFS, smaller CW, and longer TXOP, which means they have more chances to access the channel and send more data than lower
priority ACs. However, this does not guarantee that higher priority ACs will always win the contention, as there is still a random
backoff process involved. Therefore, 802.11 QoS is a statistical service that provides different levels of service quality based on
traffic categories. References: , Chapter 10, page 403; , Section 6.1

NEW QUESTION # 52 
You are tasked with performing a throughput test on the WLAN. The manager asks that you use open source tools to reduce costs.
What open source tool is designed to perform a throughput test?

A. Python
B. IxChariot
C. PuTTy
D. iPerf

Answer: D

Explanation:
iPerf is an open source tool that is designed to perform a throughput test on the WLAN. iPerf is a cross-platform command-line tool
that can measure the bandwidth and quality of network links by generating TCP or UDP traffic between two endpoints.iPerf can run
as either a server or a client mode, depending on whether it receives or sends traffic. iPerf can also report various metrics of network
performance, such as throughput, jitter, packet loss, delay, and TCP window size. To perform a throughput test on the WLAN using
iPerf, one device needs to run iPerf in server mode and another device needs to run iPerf in client mode. The devices need to be
connected to the same WLAN network and have their IP addresses configured properly.
The device running iPerf in client mode needs to specify the IP address of the device running iPerf in server mode as well as other
parameters such as protocol, port number, duration, interval, bandwidth limit, packet size, etc. The device running iPerf in server
mode will listen for incoming connections from the client device and send back acknowledgments or responses depending on the
protocol used. The device running iPerf in client mode will send traffic to the server device according to the specified parameters and
measure the network performance. The device running iPerf in client mode will display the results of the throughput test at the end of
the test or at regular intervals during the test. The results can show the average, minimum, maximum, and instantaneous throughput of
the network link, as well as other metrics such as jitter, packet loss, delay, and TCP window size. References: 1, Chapter 7, page
287; 2, Section 4.3

NEW QUESTION # 53 
You are deploying a WLAN with the access points configured for 10 mW of output power on the 2.4 GHz radios and 20 mW of
output power on the 5GHz radios. Some semi-directional antennas are also in use. What kind of deployment is described?



A. SOHO
B. High density
C. Standard office
D. Residential

Answer: A

Explanation:
A high-density deployment is a wireless network that is designed to support a large number of users and devices in a relatively small
area. This type of deployment is often used in enterprise environments, such as offices, schools, and hospitals.
The use of semi-directional antennas in the deployment described in the question is a good indication that it is a high-density
deployment. Semi-directional antennas can be used to focus the signal from an access point in a specific direction. This can help to
reduce interference and improve performance in high-density environments.
The other answer choices are less likely to be correct for the following reasons:
* SOHO (small office/home office) deployments are typically smaller and less complex than high-density deployments.
* Residential deployments are typically even smaller and less complex than SOHO deployments.
* Standard office deployments may be high-density, but they may also be lower-density.
It is important to note that the type of deployment is not determined solely by the output power of the access points. However, the
use of 10 mW of output power on the 2.4 GHz radios and 20 mW of output power on the
5GHz radios is also consistent with a high-density deployment.
Here are some additional tips for deploying a high-density wireless network:
* Use a site survey to determine the optimal placement of access points.
* Configure the access points to use non-overlapping channels.
* Use semi-directional or directional antennas to focus the signal and reduce interference.
* Implement a wireless intrusion prevention system (WIPS) to detect and mitigate rogue access points and other security threats.

NEW QUESTION # 54
......
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