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EE #273
Which three of the following phrases are objectives' in relation to an audit?

A. Regulatory requirements

B. Identify opportunities for improvement

C. Management policy

D. International Standard

E. Conyplete audit on time

F. Confirm the scope of the management system

Mo ABF

ME:

According to ISO 19011:2018, which provides guidelines for auditing management systens, the audit objectives are defined by the
audit client and may include determining the extent of conformity or nonconformity of the audited management system against the
audit criteria, evaluating the ability of the audited management system to ensure that the organization meets applicable statutory,
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regulatory and contractual requirements, identifying potential improvement opportunities for the audited management system, and
facilitating continual improvement of the audited management systeml. Therefore, these three phrases are examples of objectives in
relation to an audit. The other options are not objectives, but rather elements or factors that may influence or affect an audit. For
example, an international standard is a source of audit criteria, a management policy is a part of the audited management system, and
completing an audit on time is a requirement for an effective audit. References: ISO 190112018 - Guidelines for auditing
management systems

EE #274
What is a reason for the classification of information?

¢ A To structure the information according to its sensitivity
¢ B. To provide clear identification tags
¢ (. Creating a manual describing the BYOD policy

HE: A

HE #275
Who are allowed to access highly confidential files?

¢ A. Non-employees designated with approved access and have signed NDA
¢ B. Employees with a business need-to-know

¢ C. Enployees with signed NDA have a business need-to-know

e D. Contractors with a business need-to-know

He: B

MH.

According to ISO/IEC 27001:2022, clause 8.2.1, the organization shall ensure that access to information and information processing
facilities is imited to authorized users based on the access control policy and in accordance with the business requirements of access
control2. Therefore, only employees with a business need-to-know are allowed to access highly confidential files, and not
contractors, non-employees or employees with signed NDA. Reference: ISO/IEC 27001:2022 Lead Auditor (Information Security
Management Systenns) | CQI | IRCA

EAE #276
What is the goal of classification of information?

e A Structuring information according to its sensitivity
e B. Applying labels making the information easier to recognize
e C. To create a manual about how to handle mobile devices

HE. A
.
Explanation

The goal of classification of information is to structure nformation according to its sensitivity and value for the organization.
Classification of mformation helps to determine the appropriate level of protection and handling for each type of mformation.
Applying labels making the information easier to recognize is not the goal of classification, but a method of implementing
classification. Creating a manual about how to handle mobile devices is not related to classification of information, but to information
security policies and procedures. References: : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 33. : CQI &
IRCA ISO 270012022 Lead Auditor Course Handbook, page 34. : CQI & IRCA ISO 27001:2022 Lead Auditor Course
Handbook, page 35. : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page

36.

AR #277
Finnco, a subsidiary of a certification body, provided ISMS consultancy services to an organization.
Considering this scenario, when can the certification body certify the organization?



e A There is no time constraint in such a situation
¢ B. Ifa minimum period of two years has passed since the last consulting activities
e C. Atno time, since it presents a conflict of interest

He: C

Y.

A certification body cannot certify an organization if it has provided consultancy services to that organization.

This situation presents a conflict of interest, as the certification body is required to maintain impartiality and objectivity. The ISO/IEC
17021-1 standard, which sets out requirements for bodies providing audit and certification of management systerns, specifies that
providing both services to the same client is incompatible.

References: ISO/IEC 17021-1:22015 Conformity assessment - Requirements for bodies providing audit and certification of
management systems
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