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HH #65
What is the primary goal of Advanced Persistent Threat (APT) actors?
Response:

¢ A To quickly deface websites

e B. To performa one-time attack and disappear

e (. To establish long-term, covert access to a target's network for espionage or data theft
e D. To cause immediate disruption and chaos
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IEf: C

I # 66

You are tasked with creating a data breach notification policy to ensure compliance with regulations like GDPR and CCPA. The
policy must outline how the organization responds to breaches and inforns affected individuals. What elements would you prioritize
in the policy to meet regulatory requirements?

Response:

¢ A Issue internal communications only and handle all notifications on an ad hoc basis

¢ B. Include a clear process for timely breach notification, define the roles responsible for issuing notifications, and ensure the
policy aligns with legal timeframes for informing affected parties

¢ C. Notify affected parties only if the breach involves more than 10,000 individuals

¢ D. Delay notification of data breaches until legal counsel reviews every incident

IEf#: B

HMA #67
‘When analyzing the effectiveness of a security program, why is it important to consider both technical and non-technical controls?
Response:

¢ A. Non-technical controls have no impact on security

¢ B. Non-technical controls, such as policies and training, are critical to creating a culture of security and ensuring that technical
measures are followed correctly

¢ C. Only technical controls prevent security breaches

¢ D. Non-technical controls are less important than technical measures

Ef#: B

B # 68

Your organization has expanded into new geographic regions, and your cybersecurity team has identified new regulatory and
compliance requirenments that must be addressed. However, business leaders are primarily focused on growth and profitability. How
would you align the cybersecurity strategy with the organization's expansion while ensuring compliance with these new requirements?
Response:

e A Ignore the compliance requirements to prioritize business growth

¢ B. Work with business leaders to demonstrate how compliance with regulatory requirements can support sustainable growth
and develop a cybersecurity strategy that addresses both compliance and business goals

¢ C. Focus only on existing markets and ignore new geographic regions

¢ D. Postpone cybersecurity efforts until after expansion is complete

IEf#: B

i #69
What is the primary purpose of managing cybersecurity policies within an organization?
Response:

A. To create complex policies that are difficult to understand

B. To make policies flexible enough for employees to interpret them as they wish

C. To ensure policies are regularly updated, enforced, and aligned with organizational goals
D. To establish policies and leave them unchanged for several years

IEf: C
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