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Questions (Q55-Q60):

NEW QUESTION # 55
You are planning the data share migration to support the on-premises migration plan.
‘What should you use to perform the migration?

A. Microsoft File Server Migration Toolkit
B. File Server Resource Manager (FSRM)
C. Windows Server Migration Tools

D. Storage Migration Service

Answer: D

Explanation:

Reference:

https:/docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/migrate-data

Topic 1, Fabrikam inc

Existing Environment

Identity Infrastructure

Fabrikam has an Active Directory Domain Services (AD DS) forest that syncs with an Azure Active Directory (Azure AD) tenant.
The AD DS forest contains two domains named corp.fabrikam com and europe. fabrikam.com

Chicago Office On-Premises Servers

The office in Chicago contains on-premises servers that run Windows Server 2016 as shown in the following table.

Phasical e server
DIHCP samver

Filie server
Web server
Weh seryver

All the servers in the Chicago office are in the corp.fabrikam.com domain.

All the virtual machines in the Chicago office are hosted on HV1 and HV2. HV1 and HV2 are nodes in a failover cluster named
Clusterl.

WEBI and WEB2 run an Internet Information Services (IIS) website. Internet users connect to the website by using a URL of
https//www.fabrikam.com.

All the users in the Chicago office run an application that connects to a UNC path of \\Fileserver1\Data.

Paris On-Premises Servers

The office in Paris contains a physical server named dc2.europe. fabrikam.com that runs Windows Server 2016 and is a domain
controller for the europe. fabrikam.com domain.

Network Infrastructure

The networks in both the Chicago and Paris offices have local internet connections. The Chicago and Paris offices are connected by
using VPN connections.

The client computers in the Chicago office get IP addresses from DHCP1.

Security Risks

Fabrikam identifies the following security risks:

Some accounts connect to AD DS resources by using insecure protocols such as NTLMv1, SMBI1, and unsigned LDAP.
Servers have Windows Defender Firewall enabled. Server administrators sometimes modify firewall rules and allow risky
connections.

Requirements

Security Requirements

Fabrikam identifies the following security requirements:

Prevent server administrators from configuring Windows Defender Firewalls rules.

Encrypt all the data disks on the servers by using BitLocker Drive Encryption (BitLocker).

Ensure that only authorized applications can be installed or run on the servers in the forest.

Implement Microsoft Sentinel as a reporting solution to identify all connections to the domain controllers that use insecure protocols.
On-Premises Migration Plan

Fabrikam plans to migrate all the existing servers and identifies the following migration requirements:

Move the APP1 and APP2 virtual machines in the Chicago office to a new Hyper-V failover cluster named Cluster2 that will run
Windows Server 2022.




Cluster2 will contain two new nodes named HV3 and HV4.

All virtual machine files will be stored on a Cluster Shared Volume (CSV).

Migrate Archivel to a new failover cluster named Cluster3 that will run Windows Server 2022.

Cluster3 will contain two physical nodes named Nodel and Node2.

The file shares on Cluster3 will be a failover cluster role in active-passive mode.

Migrate all users, groups, and client computers from europe.fabrikam.comto corp.fabrikamcom

The migration will be performed by using the Active Directory Migration Tool (ADMT).

A computer named ADMTcomputer will be deployed to the corp.fabrikam.com domain to run ADMT migration procedures.
User accounts will retain their existing password.

Migrate the data share from Fileserverl to a new server named Fileserver2 that will run Windows Server 2022. After the migration,
the data share must be accessible by using the existing UNC path.

Aziure Migration Plan

Fabrikam plans to migrate some resources to Azure and identifies the following migration requirements:

Create an Azure subscription named Subl.

Create an Azure virtual network named Vnetl.

Use ExpressRoute to connect the Paris and Chicago offices to Vnetl.

License all servers for Microsoft Defender for servers.

Migrate APP3 and APP4 to Azure.

Migrate the www.fabrikam.com website to an Azure App Service web app named WebAppl.

Decommission WEBI and WEB2.

DHCP Migration Plan

Fabrikam plans to replace DHCP1 with a new server named DHCP2 and identifies the following migration requirerments:
Ensure that DHCP?2 provides the same I[P addresses that are currently available from DHCP1.

Prevent DHCP1 from servicing clients once services are enabled on DHCP2.

Ensure that the existing leases and reservations are migrated.

NEW QUESTION # 56

You have an on-premises server named Serverl that runs Windows Server.

You have a Microsoft Sentinel workspace named sentinel.

Youneed to collect Windows Defender Firewall events from Server] to sentinel.

Which two pages should you use in the Azure portal? To answer, select the appropriate pages in the answer area.
NOTE: Each correct selection is worth one point.
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Answer:
Explanation:
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NEW QUESTION # 57

You have two physical servers named AppSrv] and AppSrv2 and an unconfigured server named Serverl. All the servers run
Windows Server. Only Server] can access the internet.

You plan to use Azure Site Recovery to replicate AppSrvl and AppSrv2 to Azure.

Youneed to deploy the required components to AppSrv1, AppSrv2, and Serverl.

Which components should you deploy? To answer, drag the appropriate components to the correct servers.

Each component may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE: Each correct selection is worth one point.
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Answer:
Explanation:
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Reference:
https://docs.microsoft.conven-us/azure/site-recovery/physical-azure-architecture
https://docs.microsoft.comven-us/azure/site-recovery/physical-azure-set-up-source

NEW QUESTION # 58

You have an on-premises server named Server] that runs Windows Server.

You have an Azure subscription.

You plan to back up the files and folders on Server] by using the Microsoft Azure Recovery Services (MARS) agent.
Youneed to identify to which location the backups can be written and the maximum number of scheduled backups that can be
performed per day.

‘What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

Answer Area

Backup location: _An Azuré Backub vault bt

(A Recovery Services vault in Azure
The Cool access tier of an Azure Storage account
The Archive access tier of an Azure Storage account

. . L]
Maximum number of scheduled backups per day: 13 > M l C ro S Oft

Answer:
Explanation:
Answer Area
A RecovenygServices vanlt ih Azure
The€ool aecels tier of an Azure Storage account
LThe Alchive access tier of an Azure Storage account
Maximum number of sche@iuled backups per day: 3 >

1
6
24
72

NEW QUESTION # 59

Your network contains an Active Directory Domain Services (AD DS) domain.

Youneed to implement a solution that meets the following requirements:

Ensures that the members of the Domain Admins group are allowed to sign in only to domain controllers

Ensures that the lifetime of Kerberos Ticket Granting Ticket (TGT) for the members of the Domain Admins group is limited to one



hour
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange them in the correct order.
Actions Answer Area

Create a Dynamic Access Control central access policy. i

|
Configure the Kerberos Policy settings for the Default Domain |
Policy Group Policy Object (GPO). |

Create a Dynamic Access Control claim type. |

Create an authentication policy.

accounts.

Create an authentication policy silo.

I
| |
Assign the authentication policy silo to user and computer ‘

Answer:

Explanation:

ACTIONS Answer Area

Create a Dynamic Access Control central access policy. Create an authentication policy.

Configure the Kerberos Policy settings for the Default Domain
Policy Group Policy Object (GPO).

Create a Dynamic Access Control claim type. i
|

Create an authentication policy silo.

Assign the authentication policy silo to user and computer
accounts.

Create an authentication policy.

Assign the authentication policy silo to user and computer

accounts. o N
Create an authentication policy sil TV !
Reference:

httpsz//docs.microsoft.comven-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts

NEW QUESTION # 60
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