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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q213-Q218):

NEW QUESTION # 213
Which two default endpoint identity groups does Cisco ISE create? (Choose two )

A. allow list
B. profiled

C. endpoint
D. block list
E. unknown

Answer: B.E

Explanation:

httpsy//www.cisco.com/c/en/us/td/docs/security/ise/2-

1/admn_guide/b_ise admn guide 21/b ise admn guide 20 chapter 010100.html Default Endpoint Identity Groups Created for
Endpoimts Cisco ISE creates the following five endpomnt identity groups by default: Blacklist, GuestEndpoints, Profiled,
RegisteredDevices, and Unknown. In addition, it creates two more identity groups, such as Cisco-IP-Phone and Workstation,
which are associated to the Profiled (parent) identity group. A parent group is the default identity group that exists in the system
Cisco ISE creates the following endpoint identity groups:

Blacklist-This endpoint identity group includes endpoints that are statically assigned to this group in Cisco ISE and endpoints that are
block listed in the device registration portal. An authorization profile can be defined in Cisco ISE to permit, or deny network access
to endpoints in this group.

GuestEndpoints-This endpoint identity group includes endpoints that are used by guest users.

Profiled- This endpoint identity group includes endpoints that match endpoint profiling policies except Cisco IP phones and
workstations in Cisco ISE.

RegisteredDevices-This endpoint identity group includes endpoints, which are registered devices that are added by an employee
through the devices registration portal. The profiling service continues to profile these devices normally when they are assigned to this
group. Endpoints are statically assigned to this group in Cisco ISE, and the profiling service cannot reassign them to any other
identity group. These devices will appear like any other endpoint in the endpoints list. You can edit, delete, and block these devices
that you added through the device registration portal from the endpoints list in the Endpoints page in Cisco ISE. Devices that you
have blocked in the device registration portal are assigned to the Blacklist endpoint identity group, and an authorization profile that
exists in Cisco ISE redirects blocked devices to a URL, which displays "Unauthorised Network Access", a default portal page to
the blocked devices.

Unknown-This endpoint identity group includes endpoints that do not match any profile in Cisco ISE.

In addition to the above system created endpoint identity groups, Cisco ISE creates the following endpoint identity groups, which
are associated to the Profiled identity group:

Cisco-IP-Phone- An identity group that contains all the profiled Cisco IP phones on your network.

Workstation-An identity group that contains all the profiled workstations on your network.

NEW QUESTION # 214

A network engineer is configuring a portal on Cisco ISE for employees. Employees must use this portal when registering personal
devices with native supplicants. For onboarding devices connected with Cisco switches and Cisco wireless LAN controllers, the
mternal CA must be used.

‘Which portal type must the engineer configure?

A. Personal Device portal

B. Client Provisioning portal

C. Bring Your Own Device portal
D. My Devices portal

Answer: B

NEW QUESTION # 215



An administrator is configuring new probes to use with Cisco ISE and wants to use metadata to help profile the endpoints. The
metadata must contain traffic information relating to the endpoints instead of industry-standard protocol information Which probe
should be enabled to meet these requirements?

A. SNMP query probe
B. DNS probe

C. DHCP probe

D. NetFlow probe

Answer: C

Explanation:
http//www.network-node.com/blog/2016/1/2/ise-20-profiling

NEW QUESTION # 216
An admmnistrator is configuring cisco ISE lo authenticate users logging into network devices using,
Which action ensures the users are able to log into the network devices?

A. Enable the service sessions in the PSN persona.

B. Enable the device administration service in the PSN persona.

C. Enable the device admmistration service in the Admmistration persona
D. Enable the session services in the administration persona

Answer: B

Explanation:

It is important to know your intended design before you enable the TACACS+ functionality, and you should only enable the Device
Admin service on the PSNs that will handle TACACS+ and leave it disabled on any PSNs that are supposed to be dedicated for
RADIUS (and vice versa).

You should keep the remainder of the session services disabled on the dedicated TACACS+ PSNs.

NEW QUESTION # 217

An engineer is configuring sponsored guest access and needs to limit each sponsored guest to a maximum of two devices. There are
other guest services in production that rely on the default guest types. How should this configuration change be made without
disrupting the other guest services currently offering three or more guest devices per user?

A. Create a new guest type and set the maximum number of devices sponsored guests can register

B. Create an ISE identity group to add users to and limit the number of logins via the group configuration.
C. Create an LDAP login for each guest and tag that in the guest portal for authentication.

D. Create a new sponsor group and adjust the settings to limit the devices for each guest.

Answer: D

NEW QUESTION # 218
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