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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q97-Q102):

NEW QUESTION # 97
When a security policy is modified, which statement is correct about the default behavior for active sessions allowed by that policy?

¢ A The active sessions allowed by the policy will be dropped.

¢ B. The active sessions allowed by the policy will continue unchanged.

¢ C. Only policy changes that involve modification of the action field will cause the active sessions affected by the change to be
dropped.

¢ D. Only policy changes that involve modification of the application will cause the active sessions affected by the change to be
dropped.

Answer: B

Explanation:

When you modify a security policy on the SRX Series device, the default behavior is that the existing sessions that match the policy
will continue unchanged. This means that the policy modification will only affect new sessions that are mitiated after the change.
However, you can change this behavior by using the clear-policy-session command, which will clear all the sessions that match the
modified policy and force them to re-evaluate the new policy. Reference: = INCIS-SEC Certification, Open Learning - Security,
Specialist (JNCIS-SEC), Security Policies (Advanced)

NEW QUESTION # 98
Which two statements about unified security policies are correct? (Choose two.)

A. APPID results are used to determine the final security policy

B. Traffic can mitially match multiple unified security policies.

C. Unified security policies are evaluated after global security policies.
D. Unified security policies require an advanced feature license.

Answer: A,B

NEW QUESTION # 99
‘Which method does the loT Security feature use to identify traffic sourced from IoT devices?

A. The SRX Series device identifies IoT devices from metadata extracted from their transit traffic.

B. The SRX Series device streams transit traffic received from the IoT device to Juniper ATP Cloud.

C. The SRX Series device identifies loT devices using their MAC address.

D. The SRX Series device streans metadata from the loT device transit traffic to Juniper ATP Cloud Juniper ATP Cloud.

Answer: A

Explanation:

The metadata is used to identify the type of device, its associated activities and its threat profile. This information is used to determine
the appropriate security policy for the device. For more information on loT Security, please refer to the Juniper Security, Specialist
(JNCIS-SEC) study guide.

NEW QUESTION # 100
Which two statements are true about the fab mterface in a chassis cluster? (Choose two.)

A. The fab link does not support fragmentation.

B. The physical interface for the fab link must be specified in the configuration.
C. The Junos OS supports only one fab link.

D. The fab link supports traditional interface features.

Answer: A,B



Explanation:

The fabric link, used for data traffic synchronization between cluster nodes, is designed to handle packets at full size. It does not
support packet fragmentation, which means that packets should be sized appropriately to avoid issues related to packet size
limitations on the fab nterface.

For chassis clustering, the specific physical interfaces used as fabric links (fab links) must be explicitly defined in the configuration.
This specification is crucial to ensure proper data flow between nodes for state synchronization and other clustering functions.

NEW QUESTION # 101

You are preparing a proposal for a new customer who has submitted the following requirements for a vVSRX deployment:
-- globally distributed,

-- rapid provisioning,

-- scale based on demand,

-- and low CapEx.

‘Which solution satisfies these requirements?

A. Juniper ATP Cloud
B. Network Director
C. AWS

D. VMWare ESXi

Answer: C

Explanation:

The solution that satisfies the requirements for a vSRX deployment is AWS. AWS (Amazon Web Services) is a cloud computing
platform that provides on-demand services such as infrastructure, platform, software, and database as a service. AWS is globally
distributed, meaning that it has data centers in multiple regions around the world. AWS also allows rapid provisioning, meaning that
you can launch vSRX instances in minutes using preconfigured Amazon Machine Images (AMISs) or custom templates. AWS also
enables scaling based on demand, meaning that you can adjust the number and size of VSRX instances according to your network
traffic and performance needs. AWS also has low CapEx (capital expenditure), meaning that you only pay for what you use and do
not need to mvest in hardware or maintenance costs.

Reference: = vSRX Deployment Guide for AWS, Understand vSRX Virtual Firewall with AWS, What Is Amazon Web Services?

NEW QUESTION # 102
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