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FRE & 4+
¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
T | covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
FE2 configuration and management of self-service portals for guest and local user access.

¢ Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
T3 the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
FEE 4 Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist

FES and covers the setup and use of FIDO2 standards for passwordless authentication.
¢ FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
THE6 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

o This section of the exam measures the skills of a Network Security Engineer and covers the configuration
&7 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.
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¢ Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
1S Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

¢ Administrative Users and High Availability: This section of the exam measures the skills of a System
THEO Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

5 10 e 802.1X Authentication
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=8 #76
You want to monitor FortiAuthenticator system information and receive FortiAuthenticator traps through SNMP.
Which two configurations must be performed after enabling SNMP access on the FortiAuthenticator interface? (Choose two)

A. Upload management mnformation base (MIB) files to SNMP server
B. Set the tresholds to trigger SNMP traps

C. Associate an ASN, 1 mapping rule to the receiving host

D. Enable logging services

Z%X: AB

R #77
Which two methods are supported captive or guest portal authentication methods? (Choose two.)

A. WhatsApp

B. Email

C. Microsoft Live
D. LinkedIn

BER: BC

fRRE R -
FortiAuthenticator captive or guest portals support authentication via email verification and third-party identity providers like
Microsoft Live for user validation and access control.

P& #78
What can third-party logon events be used for in Fortinet Single Sign-On (FSSO)?

e A Tracking user logon events ffom other systems
¢ B. Automatically updating software

e (. Creating virtual networks

e D. Generating weather forecasts

ZEE: A
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il =8 #79
‘Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion?

¢ A Service provider contacts identity provider, identity provider validates principal for service provider, service provider
establishes communication with principal

¢ B. Principal contacts service provider, service provider redirects principal to identity provider, after successful authentication
identity provider redirects principal to service provider

¢ C. Principal contacts identity provider and is redirected to service provider, principal establishes connection with service
provider, service provider validates authentication with identity provider

¢ D. Principal contacts identity provider and authenticates, identity provider relays principal to service provider after valid
authentication

EX: B

i RE S -

In SP-initiated SSO, the principal (user) first attempts to access the service provider. The service provider redirects the principal to
the identity provider for authentication, and upon successful authentication, the identity provider redirects the principal back to the
service provider with the SAML assertion.

R #80
‘Why would you configure an OCSP responder URL in an end-entity certificate?

A. To provide the CRL location for the certificate

B. To designate the SCEP server to use for CRL updates for that certificate
C. To identify the end point that a certificate has been assigned to

D. To designate a server for certificate status checking

ZX: D

R #81
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