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EC-COUNCIL 312-49v11 Exam Syllabus Topics:

Topic Details

e Data Acquisition and Duplication: This domain addresses live and dead acquisition techniques, eDiscovery
methodologies, data acquisition formats, validation procedures, write protection, and forensic image

Topic 1 . o
preparation for examination.
¢ Computer Forensics Investigation Process: This domain addresses the structured investigation phases
Topic 2 including first response procedures, lab setup, evidence preservation, data acquisition, case analysis,

documentation, reporting, and expert witness testimony.

¢ Cloud Forensics: This domain covers cloud platform forensics (AWS, Azure, Google Cloud) including
Topic 3 data storage, logging, forensic acquisition of virtual machines, and mvestigation of cloud security incidents.
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¢ Mobile Forensics: This domain covers Android and iOS forensics including device architecture, forensics
processes, cellular data investigation, file system acquisition, lock bypassing, rooting

Topic 4
opre ¢ jaibreaking, and mobile application analysis.

¢ Dark Web Forensics: This domain addresses dark web investigation focusing on Tor browser artifact
Topic 5 identification, memory dump analysis, and extracting evidence of dark web activities.

¢ Windows Forensics: This domain covers Windows-specific investigation techniques including volatile and
non-volatile data collection, memory and registry analysis, web browser forensics, metadata examination,

Topic 6
ol and analysis of Windows artifacts like ShellBags, LNK files, and event logs.

¢ Understanding Hard Disks and File Systems: This domain covers storage media characteristics, disk logical
structures, operating system boot processes (Windows, Linux, macOS), file systems analysis, encoding

Topic 7
opE standards, and examination of common file formats.

o Network Forensics: This domain covers network incident investigation through traffic and log analysis,
event correlation, indicators of compromise identification, SIEM usage, and wireless network attack

Topic 8
P detection and examination.

e Malware Forensics: This domain addresses malware nvestigation including controlled lab setup, static
analysis, system and network behavior analysis, suspicious document examination, and ransonmware

Topic 9
P mvestigation techniques.

EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q230-Q235):

NEW QUESTION # 230
In a computer forensics investigation, what describes the route that evidence takes from the time you find it until the case is closed or
goes to court?

A. Law of probability
B. Rules of evidence
C. Chain of custody
D. Policy of separation

Answer: C

NEW QUESTION # 231

An enployee is suspected of stealing proprietary information belonging to your company that he had no rights to possess. The
information was stored on the employees computer that was protected with the NTFS Encrypted File System (EFS) and you had
observed him copy the files to a floppy disk just before leaving work for the weekend. You detain the employee before he leaves the
building and recover the floppy disk and secure his computer. Will you be able to break the encryption so that you can verify that the
employee was in possession of the proprietary information?

¢ A. When the encrypted file was copied to the floppy disk, it was automatically unencrypted, so you can recover the
mformation

¢ B. When the encrypted file was copied to the floppy disk, the EFS private key was also copied to the floppy disk, so you can
recover the information

e C. EFS uses a 128-bit key that cannot be cracked, so you will not be able to recover the information

e D. The EFS Revoked Key Agent can be used on the computer to recover the information

Answer: A

NEW QUESTION # 232
During a forensic investigation into a recent security incident within an organization, the nvestigator is tasked with documenting every



action taken with the evidence to ensure proper chain of custody. The investigator carefully documents every action taken with the
evidence in a logbook. The evidence is tagged with unique identifiers to prevent confusion. A detailed chain of custody record is also
created to track the evidence's movement and handling throughout the investigation. Which investigation step is the investigator
performing in this scenario?

A. The investigator is carrying out data analysis on the evidence for potential findings related to the breach.
B. The investigator is conducting a search and seizure of the evidence related to the security incident.

C. The investigator is performing scoping on the location where the security incident took place.

D. The investigator is preserving the evidence collected from the incident site.

Answer: D

Explanation:

According to theCHFTI v1 1 Procedures and Methodologydomain,evidence preservationis a critical step in the forensic investigation
process and is closely tied to maintaining aproper chain of custody. Preservation ensures that digital evidence remainsunaltered,
authentic, and legally admissiblefrom the moment it is collected until it is presented in court or a disciplinary proceeding.

In the given scenario, the investigator isdocumenting every action, assigningunique identifiers, and maintaining achain of custody
logthat records who handled the evidence, when it was handled, and for what purpose. CHFI v11 explicitly defines these actions as
part of theevidence preservation phase, which occurs immediately after evidence identification and collection. This phase is designed
to prevent evidence tampering, loss, contamination, or misidentification.

The other options do not align with the described activities.Scopingfocuses on defining mvestigation boundaries,data analysisinvolves
examining evidence for findings, andsearch and seizurerefers to the legal act of collecting evidence-none of which emphasize
documentation and custody tracking,

CHFI v11 stresses that failure to properly preserve evidence and document its handling can result inevidence being challenged or
ruled nadmissible. Therefore, the mvestigator's actions clearly correspond to preserving the evidence, makingOption Athe correct
and CHFI v11-verified answer.

NEW QUESTION # 233
Self-Monitoring, Analysis, and Reporting Technology (SMART) is built into the hard drives to monitor and report system activity.
Which of the following is included in the report generated by SMART?

A. List of running processes

B. Logs of high temperatures the drive has reached

C. All the states (running and discontinued) associated with the OS
D. Power Off time

Answer: B

NEW QUESTION # 234

Travis, a computer forensics investigator, is finishing up a case he has been working on for over a month involving copyright
infringement and embezzlement. His last task is to prepare an investigative report for the president of the company he has been
working for. Travis must submit a hard copy and an electronic copy to this president. In what electronic format should Travis send
this report?

A. WPD
B. TIFF-8
C.DOC
D. PDF

Answer: D

NEW QUESTION # 235

Moreover, we offer firee EC-COUNCIL 312-49v11 Exam Questions updates if the 312-49v11 actual test content changes within
12 months of your buying. Our 312-49v11 guide questions have helped many people obtain an international certificate. In this
industry, our products are in a leading position in all aspects.
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