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Fortinet FCP_FAZ AN-7.6 Exam Syllabus Topics:

Topic Details

¢ SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated

Topic 1
Pl responses, and troubleshooting automation workflow issues.
e Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
Topic 2 covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problens.
¢ Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
Topic 3 collection, the technical processes of log data flow, normalization and parsing, and the SOC features

available for security monitoring and analysis.

¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
Topic 4 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.
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Now, let us show you why our FCP_FAZ AN-7.6 exam questions are absolutely your good option. First of all, in accordance to
the fast-pace changes of bank market, we follow the trend and provide the latest version of FCP_FAZ AN-7.6 study materials to
make sure you learn more knowledge. Secondly, since our FCP_FAZ AN-7.6 training quiz appeared on the market, seldomdo we
have the cases of customer information disclosure. We really do a great job in this career!

Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q24-Q29):

NEW QUESTION # 24

An administrator on your team has configured multiple reports to run periodically. Management has an additional request that all new
generated reports be sent to a company email inbox for accessibility. The mail server has already been configured on FortiAnalyzer.
Which item must configure on FortiAnalyzer so that emails are sent when the reports are generated?

A. Enable email notification under the report calendar.

B. Add a mailto:<email address> option within the report layouts.
C. Enable an output profile on the reports.

D. Enable the option to email all repots under the mail server.

Answer: C

Explanation:

To ensure that reports generated by FortiAnalyzer are automatically sent to an email inbox, you need to set up an output profile for
the reports. Output profiles specify where and how reports should be delivered, including the option to send them via email.

Option D - Enable an Output Profile on the Reports:

An output profile can be configured on FortiAnalyzer to define delivery options, including emailing the report to specified recipients.
This setup ensures that every time a report is generated according to the schedule, it is automatically emailed to the configured
address.

NEW QUESTION # 25
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. Incidents must be acknowledged before they can be analyzed.

B. You can manually attach generated reports to incidents.

C. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
D. The status of the incident is always linked to the status of the attach event.

Answer: B

Explanation:

In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

Let's review the other options to clarify why they are incorrect:

* Option A: You can manually attach generated reports to incidents

* This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is beneficial for providing additional
context, evidence, or analysis related to the incident. This finctionality is part of the incident management process and helps
streamline information for tracking and resolution.

* Option B: The status of the incident is always linked to the status of the attached event

* This is incorrect. The status of an incident on FortiAnalyzer is managed independently of the status of any attached events. An
incident can contain multiple events, each with different statuses, but the incident itself'is tracked separately.

* Option C: Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour

* This is incorrect. While incidents have severity levels, specific SLA response times are typically set according to the organization's
incident response policy, and FortiAnalyzer does not impose a default SLA response time of 1 hour for high-severity incidents.

* Option D: Incidents must be acknowledged before they can be analyzed

* This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet acknowledged. Acknowledging an incident is
often part of the workflow to mark it as being actively addressed, but it is not a prerequisite for analysis.
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* According to FortiAnalyzer documentation, analysts can attach reports to incidents manually, making option A correct. This
feature enables better tracking and documentation within the incident management system on FortiAnalyzer.

NEW QUESTION # 26
Refer to the exhibit.

FAZ # diagnose fortilogd lografe gm
last 5 seconds: 78.8, last 30 secondsii@B2vl, last 60 seconds: 133.3

FAZ 4 diagnose fortilogd mwsgrate
last 5 seconds: 1.4, laet" 30 seconds: 1.6, last 60 seconds: 1.6

‘What can you conclude about the output?

A. There are more event logs than traffic logs.

B. The output is not ADOM-specific.

C. The low indexing values require nvestigation.

D. The log rate higher than the message rate is not normal.

Answer: B

Explanation:

Exact Extract: The FortiAnalyzer 7.6 Analyst Study Guide states that to understand log volume and disk quota, administrators can
use CLI commands "to gather log rate and device usage statistics." It separately states that to understand "the log rate and log
volume per ADOM," admnistrators use CLI commands that gather "log rate and volume statistics" per ADOM. The guide also
explains a different dashboard metric, Insert Rate vs Receive Rate , where receive rate is the rate raw logs reach FortiAnalyzer and
insert rate is the rate logs are indexed by the SQL database and sqlplugind daemon.

Technical Deep Dive: The correct answer is B because the exhibit shows the commands:

diagnose fortilogd lograte

diagnose fortilogd msgrate

These commands display FortiAnalyzer-wide log/message rate statistics for recent intervals: last 5 seconds, last 30 seconds, and last
60 seconds. The output does not show an ADOM name, ADOM ID, device nae, log type breakdown, traffic/event category, or
per-ADOM quota field. Therefore, the safest conclusion from the exhibit is that this output is not ADOM-specific .

Option A is wrong because the exhibit is not showing indexing values. Indexing health is normally evaluated using insert rate , receive
rate , and log insert lag time , which relate to how quickly FortiAnalyzer inserts logs into the SQL database. The exhibit only shows
fortilogd log rate and message rate, not SQL insert

/indexing lag,

Option C is wrong because there is no breakdown between traffic logs and event logs. The output gives only aggregate rate values,
so you cannot conclude whether traffic logs outnumber event logs.

Option D is wrong because a higher log rate than message rate is not automatically abnormal. The output simply shows two different
rate counters. Nothing in the exhibit indicates a fault condition, queue buildup, SQL lag, or database indexing issue.

NEW QUESTION # 27
(Refer to the exhibit.

O vent ™ | Event Status = Event Type + Severity ~

O B 56834764387462384.0rg (4) Unhandled ©@Web Filter @ Critical
(] Web traffic to C&C from 10.0.1.200 detected Unhandled @Web Filter @ Critical

Which statement about the displayed event is correct? (Choose one answer)

A. An incident was created from this event.
B. The security risk was escalated.

C. The security event risk is considered open.
D. The risk source is isolated.

Answer: C

Explanation:
Exact Extract: Study Guide p.82: Unhandled means the security event risk is open and not mitigated or contained.



Technical Deep Dive: The correct answer is D. The exhibit shows the event status as Unhandled, which FortiAnalyzer defines as an
open security event risk. That means the analyst should not treat the event as already blocked, quarantined, or isolated. Option A
cannot be concluded because incident creation is a separate escalation action. Option B maps to Contained, not Unhandled. Option
C uses a workflow term that is not the status shown in the event.

NEW QUESTION # 28

You are trying to configure a task in the playbook editor to run a report.
However, when you try to select the desired playbook, you do to see it listed.
What is the reason?

A. The report does not have auto-cache and extended log filtering enabled.
B. You nmust create a trigger to run the report first.

C. The playbook is currently running and will be available after it is finished.
D. The report has no result and must be reconfigured.

Answer: B

NEW QUESTION # 29

Both practice tests simulate the Fortinet FCP_FAZ AN-7.6 real exam environment and produce results of your attempts on the
spot. In this way, you will be able to not only evaluate your progress but also overcome mistakes before the FCP_FAZ AN-7.6
actual examination. Windows computers support the FCP - FortiAnalyzer 7.6 Analyst FCP_FAZ AN-7.6 desktop practice exam
software. The FCP - FortiAnalyzer 7.6 Analyst FCP_FAZ AN-7.6 web-based practice test needs an active internet connection.
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