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AE #134

(Youmanage a VPC network in Google Cloud with a subnet that is rapidly approaching its private IP address capacity. You expect
the number of Compute Engine VM nstances in the same region to double within a week. You need to implement a Google-
recommended solution that minimizes operational costs and does not require downtime. What should you do?)

e A. Permit additional traffic fiom the expected range of private IP addresses to reach your VMs by configuring firewall rules.
e B. Use the Google Cloud CLI tool to expand the primary IP range of your subnet.

e C. Delete the existing subnet, and create a new subnet with double the IP range available.

e D. Create a second VPC with the same subnet IP range, and connect this VPC to the existing VPC by using VPC Network

Peering.
qY: B
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Y.

Comprehensive and Detailed In Depth Explanation:

The problem states that a subnet is nearing its IP address capacity, and the requirement is to expand it without downtime and with
minimal operational cost, following Google-recommended practices.

A: Creating a second VPC with the same subnet IP range and peering: While VPC Network Peering allows communication
between VPCs, having overlapping IP ranges is generally not recommended and can lead to routing complexities if not managed
carefully. It also adds operational overhead of managing two VPCs. This is not the most straightforward or cost-effective solution for
simply expanding IP capacity within the same logical network.

B: Deleting and recreating the subnet: Deleting a subnet that contains active VM instances will cause downtime for those instances,
violating a key requirement.

C: Using the Google Cloud CLI tool to expand the primary IP range of your subnet: Google Cloud allows you to expand the
primary IP range of an existing subnet after it's created, as long as there are no conflicting subnets in the VPC. This operation does
not require deleting the subnet or restarting the existing VMs within it, thus avoiding downtime. It's a direct and cost-effective way to
increase the available [P address space within the existing subnet. This is a Google-recommended practice for handling subnet
capacity issues.

D: Permitting additional traffic with firewall rules: Firewall rules control network traffic based on IP ranges, protocols, and ports.
They do not increase the number of available private IP addresses within the subnet. This option does not address the core issue of
IP address exhaustion.

Therefore, expanding the primary IP range of the existing subnet using the Google Cloud CLI is the recommended solution that
meets all the requirements: addressing IP capacity, minimizing operational costs, and avoiding downtime.

Google Cloud Documentation References:

Expanding Subnet IP Ranges: https:/cloud.google.com/vpc/docs/expand-subnet - This documentation explicitly describes how to
expand the IP range of an existing subnet without downtie. It outlines the prerequisites and steps mvolved using the gcloud CLI or
the Google Cloud Console.

VPC Network Overview: https://cloud.google.com/vpc/docs/vpc - Provides context on subnet IP ranges and their management.

EE #135

Your Dataproc cluster runs in a single Virtual Private Cloud (VPC) network in a single subnet with range 172.16.20.128/25. There
are no private IP addresses available in the VPC network. You want to add new VMs to commumicate with your cluster using the
minimum number of steps. What should you do?

e A Create a new VPC network for the VMs. Enable VPC Peering between the VMs' VPC network and the Dataproc
cluster VPC network.

B. Create a new VPC network for the VMs with a subnet of 172.32.0.0/16. Enable VPC network Peering between the
Dataproc VPC network and the VMs VPC network. Configure a custom Route exchange.

C. Modify the existing subnet range to 172.16.20.0/24.

D. Create a new Secondary IP Range in the VPC and configure the VM to use that range.

He. D

ME:

A subnet has a single primary IP address range and, optionally, one or more secondary IP address ranges. For each subnet [P
address range, Google Cloud creates a subnet route. When you use VPC Network Peering, Google Cloud always exchanges the
subnet routes that don't use privately reused public IP addresses between the two peered networks. If firewall rules in each network
permit communication, VM instances in one network can communicate with instances in the peered network.

EE #136
Your company uses Cloud Storage to store application backup files for disaster recovery purposes. You want to follow Google's
recommended practices. Which storage option should you use?

A. Nearline Storage
B. Regional Storage
C. Multi-Regional Storage
D. Coldline Storage

He:. D

M.
Reference:



httpsv/cloud.google.comvstorage/docs/storage-classes#nearline

AE #137
A member of the finance team informed you that one of the projects is using the old billing account. What steps should you take to
resolve the problem?

¢ A Go to the Project page; expand the Billing tile; select the Billing Account option; select the correct billing account and save.

¢ B. Go to the Billing page; view the list of projects; find the project in question and select Change billing account; select the
correct billing account and save.

e C. Submit a support ticket requesting the change.

¢ D. Delete the project and recreate it with the correct billing account.

HE: B

HEE #138

You have an application that looks for its licensing server on the IP 10.0.3.21. Youneed to deploy the licensing server on Compute
Engine. You do not want to change the configuration of the application and want the application to be able to reach the licensing
server. What should you do?

A. Reserve the IP 10.0.3.21 as a static internal [P address using gcloud and assign it to the licensing server.

B. Start the licensing server with an autormatic ephemeral IP address, and then promote it to a static internal IP address.
C. Use the IP 10.0.3.21 as a custom ephemeral IP address and assign it to the licensing server.

D. Reserve the IP 10.0.3.21 as a static public IP address using gcloud and assign it to the licensing server.

HE: A

MH.
IP 10.0.3.21 is mternal by default, and to ensure that it will be static non-changing it should be selected as static internal ip address.
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