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‘Which of the following controls helps mitigate the risk of competitors poisoning data utilized by a machine learning (ML) model
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performing sentiment analysis of product reviews?

A. Augmenting the unbalanced product review data set with the use of oversampling by the model developer
B. Peer reviewing code that acquires product reviews from social media posts

C. Hiring a marketing firm to text links to customers requesting product reviews for monetary compensation
D. Requiring customers to authenticate access to their accounts prior to writing product reviews

Antwort: D

75. Frage
Which of'the following is the GREATEST risk of using Al to generate audit reports?

A. The Al system cannot integrate with management dashboard tools.
B. The Al systemuses inconsistent formatting across audit reports.

C. The Al system misrepresents control effectiveness.

D. The Al systemis not able to include historical audit findings.

Antwort: C

Begrindung;

Thegreatest riskwhen using Al to generate audit reports is that it maymisrepresent control effectiveness(B)

-for exanmple, by overstating the robustness of controls, understating deficiencies, or summarizing findings inaccurately. This
undermines the reliability of the entire audit and can lead to poor management decisions, regulatory issues, and reputational damage.
AAIA enphasizes that Al-generated artifacts still require professional judgment and validationto ensure they accurately reflect audit
evidence and conclusions.

Inconsistent formatting (A) and lack of integration (C) are usability and efficiency issues, not fndamental assurance risks. Inability to
incorporate historical findings (D) reduces context but does not inherently misstate the current control assessment.
Therefore,misrepresentation of control effectivenessis the most critical risk fiom an assurance standpoint.

References:

ISACA,AAIA Exam Content Outline- Domain 3: Al in Audit Processes (Audit reporting and communication).

ISACA guidance on professional skepticism and validation of Al-generated nsights in audit.

76. Frage
The GREATEST benefit of using Al auditing techniques over traditional methods is that Al auditing techniques can:

A. significantly reduce data bias.

B. ensure full compliance with regulations.
C. identify complex data patterns.

D. elimnate the need for human intervention.

Antwort: C

Begriindung;

Al auditing techniques excel at identifying complex data patterns (option C), which is their primary advantage over manual or
traditional audit approaches. The AAIA™ Study Guide states, "Al-based audit tools can process massive volumes of data at speed
and depth, detecting anomalies, trends, or relationships that might be mvisible to human auditors or unfeasible to uncover manually."
Al does not fully eliminate the need for human mvolvement, nor does it guarantee compliance or the elimination of bias, but it can
analyze intricate patterns in large, multidimensional data sets.

ReferenceISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Advantages of Al-Enabled Audit Approaches"

77. Frage
An organization plans to share customer data collected through an Al system with third-party vendors. Which of the following BEST
demonstrates compliance with data privacy principles?

A. Including a statement about Al data sharing practices in the company's privacy policy
B. Ensuring vendors implement adequate technical safeguards for data protection

C. Communicating to customers about Al data sharing practices

D. Obtaining expressed consent from customers before sharing their data



Antwort: D

Begrindung;

The strongest demonstration of compliance with privacy principles-especially those emphasized in AAIA, such aslawfulness,
transparency, and consent-is obtainingexpressed customer consent(B) before sharing data with third parties. Consent ensures that
data processing aligns with legal and ethical requirements, reducing risks related to regulatory violations, unauthorized processing,
and loss of customer trust.

Option A and C relate only to disclosure and transparency, which are necessary but insufficient. Option D concerns vendor security
controls, which are important but do not address the legal basis for sharing data.

Explicit, informed consentis the highest standard of compliance for third-party data sharing,

References:

ISACA,AAIA Exam Content Outline- Domain 5: Legal Requirements and Data Privacy in Al

ISACA data governance guidance on lawful basis and consent.

78. Frage
Which of'the following is MOST important to review in order to gain assurance that an Al model is performing without biases?

A. Al training data

B. Al development environment
C. Al model temperature

D. Al model adaptability

Antwort: A

Begrindung;

Bias in Al models is most commonly introduced through the training data. The AAIA™ Study Guide highlights that to ensure
fairness, auditors and developers must evaluate the diversity, representativeness, and quality of the data used to train the model.

"The greatest source of bias in Al comes from the training data. Reviewing and auditing this data is critical to ensuring that outputs do
not disproportionately affect specific groups or skew results." While adaptability (C) and model parameters like temperature (D)
affect behavior, they do not address the root cause of most biases. The development environment (B) supports infrastructure but not
ethical assurance.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in Al," Subsection:
"Bias and Fairness in Al Systens"
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