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(Q104-Q109):
NEW QUESTION # 104 
Scenario 6: Skyver offers worldwide shipping of electronic products, including gaming consoles, flat-screen TVs. computers, and
printers. In order to ensure information security, the company has decided to implement an information security management system
(ISMS) based on the requirements of ISO/IEC 27001.
Colin, the company's best information security expert, decided to hold a training and awareness session for the personnel of the
company regarding the information security challenges and other information security-related controls. The session included topics
such as Skyver's information security approaches and techniques for mitigating phishing and malware.
One of the participants in the session is Lisa, who works in the HR Department. Although Colin explains the existing Skyver's
information security policies and procedures in an honest and fair manner, she finds some of the issues being discussed too technical
and does not fully understand the session. Therefore, in a lot of cases, she requests additional help from the trainer and her
colleagues Based on the last paragraph of scenario 6, which principles of an effective communication strategy did Colin NOT
follow?

A. Credibility and responsiveness
B. Appropriateness and clarity
C. Transparency and credibility

Answer: B

Explanation:
According to ISO/IEC 27001 : 2022 Lead Implementer, an effective communication strategy should follow some principles, such as
transparency, credibility, appropriateness, clarity, responsiveness, and consistency. These principles help to ensure that the
communication is relevant, accurate, understandable, timely, and coherent. Based on the last paragraph of scenario 6, it seems that
Colin did not follow the principles of appropriateness and clarity. Appropriateness means that the communication should be tailored
to the needs, expectations, and level of understanding of the audience. Clarity means that the communication should be simple,
concise, and precise, avoiding ambiguity and jargon. However, Colin explained the information security issues in a too technical
manner, which made Lisa confused and unable to comprehend the session. Therefore, Colin should have adapted his communication
style and content to suit the HR personnel, who may not have the same technical background as him.
Reference:
ISO/IEC 27001 : 2022 Lead Implementer Study guide and documents, section 7.4 Communication ISO/IEC 27001 : 2022 Lead
Implementer Info Kit, page 12, Information security communication
1, ISO 27001 Communication Plan - How to create a good one
2, ISO 27001 Clause 7.4 - Ultimate Certification Guide

NEW QUESTION # 105 
An organization has implemented a control that enables the company to manage storage media through their life cycle of use.
acquisition, transportation and disposal. Which control category does this control belong to?

A. Organizational
B. Technological
C. Physical

Answer: B

NEW QUESTION # 106 
Scenario 2: Beauty is a cosmetics company that has recently switched to an e-commerce model, leaving the traditional retail. The top
management has decided to build their own custom platform in-house and outsource the payment process to an external provider
operating online payments systems that support online money transfers.
Due to this transformation of the business model, a number of security controls were implemented based on the identified threats and
vulnerabilities associated to critical assets. To protect customers' information.
Beauty's employees had to sign a confidentiality agreement. In addition, the company reviewed all user access rights so that only
authorized personnel can have access to sensitive files and drafted a new segregation of duties chart.
However, the transition was difficult for the IT team, who had to deal with a security incident not long after transitioning to the e
commerce model. After investigating the incident, the team concluded that due to the out- of-date anti-malware software, an
attacker gamed access to their files and exposed customers' information, including their names and home addresses.
The IT team decided to stop using the old anti-malware software and install a new one which would automatically remove malicious



code in case of similar incidents. The new software was installed in every workstation within the company. After installing the new
software, the team updated it with the latest malware definitions and enabled the automatic update feature to keep it up to date at all
times. Additionally, they established an authentication process that requires a user identification and password when accessing
sensitive information.
In addition, Beauty conducted a number of information security awareness sessions for the IT team and other employees that have
access to confidential information in order to raise awareness on the importance of system and network security.
Based on the scenario above, answer the following question:
After investigating the incident. Beauty decided to install a new anti-malware software. What type of security control has been
implemented in this case?

A. Detective
B. Corrective
C. Preventive

Answer: C

Explanation:
In the scenario described, Beauty's decision to install new anti-malware software after a security incident is a Preventive control. This
type of control is aimed at preventing future security incidents by removing malicious code and protecting against malware infections.
The purpose of the new anti-malware software is to proactively protect the company's systems and data from potential threats, thus
it falls under the category of preventive measures.
ISO/IEC 27001:2022 Lead Implementer Course Guide1
ISO/IEC 27001:2022 Lead Implementer Info Kit2
ISO/IEC 27001:2022 Information Security Management Systems - Requirements3 ISO/IEC 27002:2022 Code of Practice for
Information Security Controls4 What are Security Controls? | IBM3 What Are Security Controls? - F54

NEW QUESTION # 107 
In the SABSA framework, which layer is concerned with viewing the services at a high level?

A. Component security architecture
B. Logical security architecture
C. Physical security architecture

Answer: B

NEW QUESTION # 108 
What action should UX Software take to mitigate residual risks? Refer to scenario 4.

A. UX Software should evaluate, calculate, and document the value of risk reduction following risk treatment
B. UX Software should accept the residual risks only above the acceptance level
C. UX Software should immediately implement new controls to treat all residual risks

Answer: B

NEW QUESTION # 109
......
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