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M #96
Universal containers wants salesforce inbound Oauth-enabled mtegration clients to use SAML-BASED single Sign-on for
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authentication. What Oauth flow would be recommended in this scenario?

A. SAML assertion Oauth flow
B. User-Token Oauth flow
C. Web server Oauth flow
D. User-Agent Oauth flow

Ef#: A

HMA #97
‘When designing a multi-branded Customer Identity and Access Management solution on the Salesforce Platform, how should an
identity architect ensure a specific brand experience in Salesforce is presented?

¢ A. Add a custom parameter to the service provider's OAuth/SAML call and implement logic on its login page to apply
branding based on the parameters value.

¢ B. Provide a brand picker that the end user can use to select its sub-brand when they arrive on salesforce.

¢ (. The Experience ID, which can be included in OAuth/Open ID flows and Security Assertion Markup Language (SAML)
flows as a URL parameter.

e D. The Audience ID, which can be set in a shared cookie.

EfE: C

HM #98

After a recent audit, universal containers was advised to implement Two-factor Authentication for all of their critical systers,
including salesforce. Which two actions should UC consider to meet this requirement?

Choose 2 answers

A. Require users to use a biometric reader as well as their password

B. Require users to provide their RSA token along with their credentials.

C. Require users to enter a second password after the first Authentication

D. Require users to supply their email and phone number, which gets validated.

1Ef#: A. B

fi .-

Explanation

Ais correct because requiring users to provide their RSA token along with their credentials is a form of two-factor authentication.
An RSA token is a hardware device that generates a one-time password (OTP) that changes every few seconds. The user needs to
enter both their password and the OTP to log in to Salesforce.

D is correct because requiring users to use a biometric reader as well as their password is another form of two-factor authentication.
A biometric reader is a device that scans a user's fingerprint, face, iris, or other physical characteristics to verify their identity. The
user needs to provide both their password and their biometric data to log in to Salesforce.

B is incorrect because requiring users to supply their email and phone number, which gets validated, is not a form of two-factor
authentication. This is a form of identity verification, which is used to confirm that the user owns the email and phone number they
provided. However, this does not add an extra layer of protection beyond their password when they log in to Salesforce.

C is incorrect because requiring users to enter a second password after the first authentication is not a form of two-factor
authentication. This is a form of single-factor authentication, which only relies on something the user knows (their passwords). This
does not increase security against unauthorized account access.

References: 4: Multi-Factor Authentication - Salesforce 5: Salesforce Multi-Factor Authentication 6: Two Factor Authentication -
Salesforce India 7: Customer 360 | Increase Productivity - Salesforce UK 8: Secure Salesforce Login Using Two-Factor
Authentication and Salesforce ...

HH #99

Universal containers (UC) has a classified information system that it's call centre teamuses only when they are working on a case
with a record type of "classified". They are only allowed to access the system when they own an open "classified" case, and their
access to the system s removed at all other times. They would like to implement SAML SSO with salesforce as the IDP, and
automatically allow or deny the staff's access to the classified information system based on whether they currently own an open



"classified" case record when they try to access the systemusing SSO. What is the recommended solution for automatically allowing
or denying access to the classified information system based on the open "classified" case record criteria?

e A Use custom SAML jit provisioning to dynamically query the user's open "classified" cases when attempting to access the
classified information system

¢ B. Use apex trigger on case to dynamically assign permission sets that grant access when a user is assigned with an open
"classified" case, and remove it when the case is closed.

e (. Use salesforce reports to identify users that currently owns open "classified" cases and should be granted access to the
classified information system

e D. Use a custom connected App handler using apex to dynamically allow access to the system based on whether the staff
owns any open "classified" cases.

E&: D
TR
Explanation

Use a custom connected app handler using Apex to dynamically allow access to the system based on whether the staff owns any
open "classified" cases is the recommended solution for this scenario. A custom connected app handler is an Apex class that
implements the Connected AppPlugin interface and can customize the behavior of a connected app. The custom handler can support
new protocols or respond to user attributes in a way that benefits a business process. In this case, the custom handler can query the
user's open "classified" cases and grant or deny access to the classified information system accordingly. Use Apex trigger on case to
dynamically assign permission sets that grant access when a user is assigned with an open "classified" case, and remove it when the
case is closed is not a good solution, as permission sets are not related to SSO and cannot control access to external systerrs. Use
custom SAML JIT provisioning to dynamically query the user's open "classified" cases when attempting to access the classified
mformation system is not feasible, as JIT provisioning is used to create or update user records in Salesforce, not in external systens.
Use Salesforce reports to identify users that currently own open "classified" cases and should be granted access to the classified
information system is not an automated solution, as it requires manual intervention and does not leverage SSO.

References: Certification - Identity and Access Management Architect - Trailhead, Create a Custom Connected App Handler,
Manage Access Through a Custom Connected App Handler

R #100

Universal Containers (UC) implemented SSO to a third-party system for their Salesforce users to access the App Launcher. UC
enabled "User Provisioning" on the Connected App so that changes to user accounts can be synched between Salesforce and the
third-party system. However, UC quickly notices that changes to user roles in Salesforce are not getting synched to the third-party
system. What is the most likely reason for this behavior?

A. User Provisioning for Connected Apps does not support role sync.
B. Salesforce roles have more than three levels in the role hierarchy.

C. The Approval queue for User Provisioning Requests is unmonitored.
D. Required operation(s) was not mapped in User Provisioning Settings.

IEf#: D

R -

User Provisioning for Connected Appssupports role sync, but the required operation(s) must be mapped in User Provisioning
Settings. According to theSalesforce documentationl, "To provision roles, map the Role operation to a field in the connected app.
The field must contain the role's unique name." Therefore, option B is the correct answer.

References: Salesforce Documentation
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