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CompTIA SecAI+ Certification Exam Sample Questions (Q35-Q40):
NEW QUESTION # 35 
Which of the following improves the observability and auditing of an AI system?

A. Using anomaly detections
B. Using manual detection
C. Redeploying the model
D. Implementing machine learning operations (MLOps)

Answer: D

Explanation:
MLOps provides structured monitoring, logging, and version control for AI models. This improves observability and ensures detailed
auditing of model behavior, data pipelines, and changes throughout the AI lifecycle.

NEW QUESTION # 36 
User experience is declining since the launch of a large language model (LLM) in internal networks. Which of the following should be
the highest priority for the prompt engineers?

A. Quality control
B. Customer success management
C. Sales life cycle
D. Business objectives

Answer: A

Explanation:
When user experience is declining after an LLM launch, the top priority for prompt engineers is quality control. Ensuring prompts
produce accurate, relevant, and safe outputs directly improves usability and restores user trust.

NEW QUESTION # 37 
Which of the following is required first in order to send a prompt query and response in a language model (LLM) system when
authentication is enabled?

A. Application programming interface gateway
B. Front-end web proxy gateway
C. Back-end access gateway
D. Endpoint access control

Answer: D

Explanation:
When authentication is enabled, the first requirement for sending a prompt query and receiving a response is endpoint access control.
It ensures only authenticated and authorized users or systems can interact with the LLM endpoint.

NEW QUESTION # 38 
An analyst finds failed login attempts across multiple systems using different usernames but from the same IP. Which attack is MOST
likely?

A. Credential stuffing
B. Brute-force attack
C. Privilege escalation
D. Password spraying

Answer: D

Explanation:



Password spraying uses common passwords across many usernames.

NEW QUESTION # 39 
A security administrator must provide access controls for AI systems to list tables. Which of the following should the administrator
implement?

A. Model access
B. Agentic AI access
C. Data access
D. Network access control list (NACL)

Answer: C

Explanation:
Since the requirement is to control which users or systems can list tables, the proper control lies at the data access level.
Implementing data access controls ensures only authorized entities can view or query the underlying tables used by the AI system.

NEW QUESTION # 40
......
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