TR CISME B R & FlSEBREEHAMBIRE T
# CISM: Certified Information Security Manager

2026 Testpd R #i i) CISM PDF it % 5% i & M CISMZE 5 f RE M & R 4 & 4 %« hitpsy/drive.google.com/open?
id=1B953pNxnr8Ey-0zVkxDZKNAiQeHWxdKQ

EHBREA—EAEEANN, MAR—EFERfGEE. ERER T ITTERN R RN CRIEE R L RE TR
Mg, TREFEMEKERENAN, BER—HEHMA L. ERERE ISACAKCISME A8 2 AL — Kk
B, FTURP GRS HRE, TBAEER, RIEE T Testpdf ISACAKICISME AR B EINER, FTE, RMET
713818 ISACAKICISME AR, BIETestpdBE IS R, BMAERMAT, REANRECKTH, #AET
Testpdf ISACAKICISME R BB E R, MERER T —MERFHIRK.

7T MG CISMRBEER, FEESEEMHNEBREER. [SACA REFMETMH. HEHENR ELRESEEN
kL UEBMRR AR SR, EABTUSMEIRE. 2025, UERBERTESERERH. 23
1RIE N Z /D 120 DRGHERE A .

>>CISMEE 4 & T <<

ISACA CISM% & B, CISM&E 7%

WMRIRIERE T R4 2 MISACA CISM B 53, IRol BR% RS _LIRE— i 128 BB B Bl R BB 2. B
HISACA CISM £ — AR #HEIR R H R, ZAR @B A 75 ST 78 70 14 .

BARCISMAEAER B ZEEHFEHR TN R B ERMBMEEKT. ETREBBERRRE, RAEGEENE
RHIFK. ZREAE TSNS AMMBUT BRI, YHEFREGFEZETHEMA. B
5, CISMRERER fRr H R[S B 48 By TH I 35 RE 3 78 5% SRIE — 2P B RRSE A £ 75V

B #1  Isaca Certification CISM 4 & 2% 58 HH (Q902-Q907):

PR #902
It is important to classify and determine relative sensitivity of assets to ensure that:

e A. countermeasures are proportional to risk.

e B. cost of controls is minimized.

e (. cost of protection is in proportion to sensitivity.
e D. highly sensitive assets are protected.

BE: A

fE R A -

Section: INFORMATION RISK MANAGEMENT

Explanation:

Classtfication of assets needs to be undertaken to determine sensitivity of assets in terms of risk to the business operation so that
proportional countermeasures can be effectively implemented. While higher costs are allowable to protect sensitive assets, and it is
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always reasonable to mnimize the costs of controls, it is most important that the controls and countermeasures are commensurate to
the risk since this will justify the costs. Choice B is important but it is an incomplete answer because it does not factor in risk.
Therefore, choice D is the most important.

i =8 #903
A new port needs to be opened in a perimeter firewall. Which of the following should be the FIRST step before initiating any

changes?

A. Prepare an impact assessment report.

B. Back up the firewall configuration and policy files.
C. Conduct a penetration test.

D. Obtain approval from senior management.

ER: A

i RE B -

An impact assessment report needs to be prepared first by providing the justification for the change, analysis of the changes to be
made, the impact if the change does not work as expected, priority of the change and urgency of the change request. Choices B. C
and D could be important steps, but the impact assessment report should be performed before the other steps.

i R #904
Which of the following practices completely prevents a man-in-the-middle (MitM) attack between two hosts?

A. Use security tokens for authentication

B. Enforce static media access control (MAC) addresses
C. Use https with a server-side certificate

D. Connect through an IPSec VPN

ZEX: D

fR AR A«

Explanation

IPSec effectively prevents man-in-the-middle (MitM) attacks by including source and destination IPs within the encrypted portion of
the packet. The protocol is resilient to MitM attacks. Using token-based authentication does not prevent a MitM attack; however, it
may help eliminate reusability of stolen cleartext credentials. An https session can be intercepted through Domain Name Server
(DNS) or Address Resolution Protocol (ARP) poisoning. ARP poisoning - a specific kind of MitM attack - may be prevented by
setting static media access control (MAC) addresses. Nevertheless, DNS and NetBIOS resolution can still be attacked to deviate
traffic.

FIRE #905
In addition to business alignment and security ownership, which of the following is MOST critical for information security
governance?

A. Reporting of security metrics
B. Compliance with policies

C. Auditability of systens

D. Executive sponsorship

ZER: C

R & #906
Which of the following enables compliance with a nonrepudiation policy requirement for electronic transactions?

e A One-time passwords
¢ B. Encrypted passwords
e C. Digital signatures



¢ D. Digital certificates
ER: C

R 7E #907
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