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Cisco Certified Support Technician (CCST) Cybersecurity 35X 100-160 &f
B[ (Q350-Q355):

M #350
You need to transfer configuration files to a router across an unsecured network.
‘Which protocol should you use to encrypt the files in transit?

e A SSH
e B.TFTP
o C. Telnet
e D. HTTP

EfE: A

R -

The CCST Cybersecurity Study Guide highlights that SSH (Secure Shell) provides encrypted commumnication for secure remote
access and file transfer (using SCP or SFTP) over unsecured networks. This ensures confidentiality and mtegrity of the files in transit.
"SSH encrypts all data exchanged between client and server, protecting credentials and file contents from mterception. It is the
preferred protocol for secure device management and file transfers across untrusted networks." (CCST Cybersecurity, Basic
Network Security Concepts, Secure Remote Management section, Cisco Networking Academy) A (Telnet) transmits data in
plaintext.

B (HTTP) is unencrypted web traffic.

C (TFTP) is a simple, insecure file transfer protocol without encryption.

D is correct: SSH secures configuration file transfers across insecure networks.

R #351
Which of the following best defines the concept of preserving digital evidence?

A. Gathering all digital evidence in a physical location.

B. Destroying digital evidence after analysis to save storage space.
C. Encrypting the digital evidence to prevent unauthorized access.
D. Making an exact copy of the digital evidence for analysis.

IEfE: D

R -

Preserving digital evidence involves creating an exact copy of the original evidence to be used for analysis. This ensures that the
original evidence remains intact and uncontaminated, while allowing investigators to work with a replicated version. It is crucial to
prevent any modifications to the original evidence, as any changes can compromise the accuracy and integrity of the investigation.

HR #352
What is the purpose of implementing a firewall in a network?

A. To control and filter network traffic based on predetermined security policies
B. To prevent unauthorized physical access to network devices

C. To scan and remove malware from network traffic

D. To monitor network performance and troubleshoot issues

EfE: A
A -

A firewall is a network security device that acts as a barrier between internal and external networks. Its main purpose is to control
and filter network traffic based on predetermined security policies. It examines packets entering or leaving the network and either



allows or blocks them based on the configured rules.

P #353
What is the purpose of backup and recovery procedures in computer operations?

¢ A To prevent unauthorized access

¢ B. To facilitate disaster recovery

¢ C. To ensure data integrity

e D. To detect and respond to security incidents

IEf#: B

TR

The purpose of backup and recovery procedures in computer operations is to facilitate disaster recovery. By regularly backing up
data and implementing recovery procedures, organizations can restore critical systems and data in the event of a disaster or data
loss. This helps minimize downtime and ensure business continuity.

M #354
Which of'the following is a security best practice for securing data in the cloud?

A. Tmplementing multi-factor authentication
B. Using weak passwords

C. Storing sensitive data in clear text

D. Allowing unrestricted access to data

Ef: A

BRI :

Option 1: Incorrect. Storing sensitive data in clear text is not a security best practice. It leaves the data vulnerable to unauthorized
access and breaches.

Option 2: Correct. Implementing multi-factor authentication is a security best practice for securing data in the cloud. This adds an
extra layer of protection by requiring users to provide additional verification beyond just a password.

Option 3: Incorrect. Allowing unrestricted access to data is not a security best practice. Access to data should be properly
controlled and limited to authorized individuals or groups.

Option 4: Incorrect. Using weak passwords is not a security best practice. Strong and complex passwords should be used to
prevent unauthorized access to data.
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