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H #625

A web server will not start on a Linux server. A Linux administrator troubleshooting the issue runs a few commands, which produce
the following output:

Output 1: systemct] units

Output 2: service status

Output 3: firewall configuration

Which of the following commands will allow the administrator to start the web server?

A. systemctl enable httpd@.service
B. systemctl unmask httpd.service
C. systemctl stop firewalld.service
D. systemctl daemon-reload

F
R

: B

HH #626
A Limix administrator created a new file system. Which of the following files must be updated to ensure the filesystem mounts at
boot time?

A. Jetc/fstab

B. /etc/sysctl

C. /etc/filesystems

D. /etc/mfsmount.conf

EfE: A

R

The file that must be updated to ensure the filesystem mounts at boot time is /etc/fStab. This file contains information about the
filesysterms that are mounted automatically by the mount -a command, which is usually invoked during the system startup. The
/etc/fstab file has six fields for each filesystem: device name, mount point, filesystem type, mount options, dump frequency, and pass
number. To add a new filesystem to the /etc

/fstab file, you need to specify these fields correctly and make sure the mount point directory exists.

The other options are not correct files for controlling persistent mount points of filesystens. The /etc/sysctl file is used to configure
kernel parameters at runtime. The /etc/filesystens file is used to specify the order of filesystem types used by mount when no
filesystem type is given. The /etc/nfsmount.conf file is used to set options for mounting NFS filesystens. References: Persistently
mounting file systerms; 5tab(5) - Linux manual page

H #627

A DevOps engineer is working on a local copy of a Git repository. The engineer would like to switch from the main branch to the
staging branch but notices the staging branch does not exist.

Which of'the following Git commands should the engineer use to perform this task?

e A git commit -m staging
e B. git status -b staging

e C. git checkout -b staging
e D. git branch -m staging

Ef#: C

fEEL:

The git checkout -b staging command creates a new branch called staging and switches to it.

This is useful when you want to create a new branch locally and begin working on it. The -b flag is used to create the branch if it
doesn't exist.



B #628

A Linux administrator would like to measure possible packet loss between a workstation and a remote web application that is
running on port 443. Which of the following would be the best command for the administrator to use to display this information?

o A mir-T-P 443 <remote server [P>

e B. traceroute -p 443 <remote server [P>
e C. tepdump -p 443 <remote server [P>
e D. ping -c 50 <remote server [P>

EfE: A

TR

mtr (My Traceroute) is a network diagnostic tool that combines the functionality of traceroute and ping, It shows real-time packet
loss and latency on a hop-by-hop basis. The -T option uses TCP instead of ICMP, and the -P 443 option specifies the remote port.
This provides the best method for checking packet loss on port

443,

H M #629

An administrator transferred a key for SSH authentication to a home directory on a remote server. The key file was moved to
.ssh/authorized keys location in order to establish SSH connection without a password. However, the SSH command still asked for
the password. Given the following output:

Which of the following commands would resolve the issue?

A. restorecon .ssh/authorized keys

B. chown rootroot .ssh/authorized keys

C. chmod 600 .ssh/authorized keys

D. ssh keygen -t rsa -0 .ssh/authorized keys

EfE: C

L2

The command that would resolve the issue is chmod 600 .ssivauthorized keys. This command will change the permissions of the
.sshauthorized keys file to 600, which means that only the owner of the file can read and write it. This is necessary for SSH key
authentication to work properly, as SSH will refuse to use a key file that is accessible by other users or groups for security reasons.
The output of Is -1 shows that currently the .ssh/authorized keys file has permissions of 664, which means that both the owner and
group can read and write it, and others can read it.

The other options are not correct commands for resolving the issue. The restorecon .ssh/authorized keys command will restore the
default SELinux security context for the .ssh/authorized keys file, but this will not change its permissions or ownership. The
ssh_keygen -t rsa -0 .ssh/authorized keys command is invalid because ssh_keygen is not a valid command (the correct command is
ssh-keygen), and the -0 option is used to specify a new output format for the key file, not the output file name. The chown rootroot
.ssh/authorized keys command will change the owner and group of the .ssh/authorized keys file to root, but this will not change its
permissions or make it accessible by the user who wants to log in with SSH key authentication. Reference: How to Use Public Key
Authentication with SSH; chmod(1) - Linux manual page

H M #630
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