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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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HAE #29
An organization wants to ensure that all entities trust any certificate generated internally in the organization.
‘What should be used to generate these certificates?

A. The organization's certificate authority server
B. Individual users' private keys

C. Individual systems' private keys

D. The organization's certificate repository server

HE: A

MY

Trust in digital certificates comes from their issuance by aCertificate Authority (CA). A CA is a trusted entity that validates identities
and signs certificates. In internal environments, organizations often operate a private CAto issue certificates for users, systens, and
services.

If certificates were generated by individual private keys or systens without central authority, there would be no unified trust chain,
and validating authenticity across the organization would be impossible. A certificate repository server only distributes certificates but
cannot establish trust.

By using an organizational CA server, all certificates are linked to a root of trust. Systens configured to trust the organization's CA
will trust any certificate it issues. This allows secure internal commumnications (TLS, VPN, email signing) and ensures scalability as
new services come online. It also supports compliance with enterprise PKI policies.

HE #30

An organization's security architects determined that all authentication and authorization requests need to be validated before any
employee can access corporate resources. Because of this, the organization needs to implement a system that stores and manages
the employees' credential information and then validates any requests sent. Which system would allow the organization to meet the
architects' requirements?

A. Zero trust

B. Hardware security module (HSM)
C. Identity provider (IdP)

D. Bastion host

HE. C

HE:

Anldentity Provider (IdP)is a system that stores and manages identity information and validates authentication and authorization
requests. IdPs are critical in cloud and hybrid environments, supporting protocols such as SAML, OAuth, and OpenlD Connect for
federated access.

An HSM manages encryption keys, not identities. Zero Trust is a security philosophy requiring continuous verification, but the
system that enforces authentication is the IdP. A bastion host provides secure administrative access but does not manage identity.
By using an IdP, organizations centralize credential management, enforce multifactor authentication, and integrate with Single Sign-
On (SSO). This reduces password fatigue, increases security, and ensures consistent access control policies across applications and
services.

AE #31
An organization wants to track how often a file is accessed and by which users. Which information rights management (IRM)
solution should the organization implement?

A. Continuous auditing

B. Persistent protection
C. Dynamic policy control
D. Automatic expiration
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Continuous auditingin the context of Information Rights Management (IRM) allows organizations to monitor access events in real
time. It records who accessed a file, when, and how often. This enables organizations to enforce accountability and detect unusual
access patterns, which are crucial for both security monitoring and compliance reporting.

Automatic expiration sets a time limit on file availability, while dynamic policy control adjusts permissions based on context (such as
location or device). Persistent protection ensures files remain encrypted and controlled wherever they travel. While each feature is
valuable, only continuous auditing provides the tracking and visibility into usage required by the scenario.

This approach aligns with governance requirements, providing an audit trail that supports incident response and compliance with data
protection regulations. Continuous auditing strengthens both operational security and accountability.

HEE #32
Which steps should an organization take to avoid risk when dealing with software licensing?

A. It should ensure it has the correct location to store licenses.
B. It should ensure it only uses open-source licenses.

C. It should ensure it has the correct type of license.

D. It should ensure it only uses closed-source licenses.

HE: C

dE:

The primary safeguard against licensing risk is ensuring the organization has thecorrect type of license.

Software licenses define usage rights, limitations, and legal obligations. Using software outside of license terms can lead to legal
penalties, financial fines, and reputational damage.

Location of licenses is a management issue, not a risk control. Restricting usage to closed-source or open- source alone is not
practical, as both models require compliance with license agreements.

Correct licensing includes verifying user counts, subscription terms, geographic restrictions, and intended use.

It also involves monitoring for unauthorized installations and conducting regular audits. Proper license management ensures legal
compliance, cost control, and operational continuity.

A2 #33
In most redundant array of independent disks (RAID) configurations, data is stored across different disks.
Which method of storing data is described?

A. Mapping

B. Striping

C. Archiving

D. Crypto-shredding

e B

ME:

The method described isstriping, which is a technique used in RAID configurations to improve performance and distribute risk.
Striping nvolves splitting data into smaller segments and writing those segments across muiltiple disks simultaneously. For example, if
a file is divided into four parts, each part is written to a separate disk in the RAID array.

This parallelism enhances input/output (I/0) performance because multiple drives can be accessed at once. It also provides resilience
depending on the RAID level. While striping by itself (RAID 0) increases performance but not redundancy, when combined with
mirroring or parity (e.g., RAID 5 or RAID 10), it offers both speed and fault tolerance.

The purpose of striping in the data management context is to optimize how data is stored, accessed, and protected. It is
findamentally different from archiving, mapping, or crypto-shredding, as those serve different objectives (long-term storage, logical
placement, or secure deletion). Striping is central to high-performance storage systems and supports availability in mission-critical
environments.
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