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You may never have thought that preparing for the upcomng FCSS _SDW_AR-7.6 certification exam would be so simple. The
good news is that the FCSS SDW_AR-7.6 exam material of our Exams4Collection has been successful for all users who have used
it to think that passing the exam is a simple matter! After using our FCSS_SDW_AR-7.6 exam materials, they all passed the exam
easily and thought it was a valuable learning experience. Learn and practice our FCSS_SDW_AR-7.6 exam questions during the
preparation of the exam, it will answer all your doubts. This process of learning left a deep impression on candidates. The exciting
FCSS_SDW_AR-7.6 Exam Material is a product created by professionals who have extensive experience in designing exam
materials. These professionals have an in-depth understanding of the candidate's questions and requirements, so our
FCSS_SDW_AR-7.6 exam questions meets and exceeds your expectations. Learn and practice our exams so that you can easily
pass candidates and have a valuable learning experience.

Fortinet FCSS_SDW_AR-7.6 Exam Syllabus Topics:

Topic Details

o Advanced IPsec: This section covers hub-and-spoke topologies, ADVPN configuration, and scalable
Topic 1 multihub and multiregion IPsec deployments.

e SD-WAN Troubleshooting: This domain focuses on diagnosing SD-WAN rule behavior, routing issues,
Topic 2 and ADVPN tunnel problems.

¢ Centralized Management: This domain addresses FortiManager-based SD-WAN deployment, branch
Topic 3 configuration implementation, and overlay orchestration using SD-WAN Manager.

e SD-WAN Basic Setup: This domain covers initial SD-WAN configuration, member and zone setup, and
Topic 4 Performance SLA creation for link monitoring,

¢ Rules and Routing; This section focuses on configuring SD-WAN rules for traffic steering and routing
Topic 5 policies for path selection and failover.
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The exam time is coming, while you are not prepared well for FCSS SDW_AR-7.6 real test. Please do not be tense and worried,
you can pass your FCSS SDW_AR-7.6 actual exam very simply and easily with Exans4Collection FCSS_SDW_AR-7.6 free pdf
dumps. With the help of Fortinet FCSS_SDW_AR-7.6 fiee pdf practice, you can not only get high score in your actual test, but
also can get more technology knowledge and be more professional.

Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q93-Q98):

NEW QUESTION # 93
Refer to the exhibit. For your ZTP deployment, you review the CSV file shown in exhibit and note that it is missing important
mformation. Which two elements must you change before you can import it into FortiManager? (Choose two.)

Serial Number name branch_id | admin_gw | sdwan_port1_gw | sdwan_port2 gw.{latitude longitude lan_interface_ip

FGVMO01TM22000077 | branchi_fgt[ 1 172.16.0.2 [192.2.0.2 192.2.6,10 37.37610911 [-122.0260914 [10.0.1.254

FGVM01TM22000078 | branch2 fat| 2 172.16.0.10 | 203.0.14.2 203:0.112.10 25.77404351 | -80.20508525 | 10.0.2.254

FGT40FTK20000624 | shop1_fgt 11 198.0:41 10.10.1.254

FGT40FTK20003026ups I 48.88941 225125 10.10.2.254
- N1 0010°| 100.64.33.2 100.64.33.10 4532482 -75.8359 10.0.3.254

A. You must associate a device blueprint with each device

B. You must define a value for each device and each user-defined metadata variable.

C. You nust define a value for each device and each metadata variable that defines an IP address.
D. You nmust define a name for each device

Answer: A,D
Explanation:
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Declare Branch Devices Using a CSV File

* Why use CSV file? + CSV file elements
- Bulk import of devices to FortiManager - Required
« Easy CSV file creation + Device serial number
= Simplify large deployments * Blueprint

« Device name
* Required for VM models
* Number of ports to provision

« What does the file contain?
« The serial number for each FortiGate device

* To device blueprint to use + Required for SD-WAN template
« The value for each metadata variable used + Branch_id
* Optional

= Value for each metadata variable in use in

_ referenced témplate or configuration element

A B C D B F G H
admin_gw sdwan_portl gw  sdwan_portZ_gw
1172.16.0.2 192.2.0.2 192.2.0.10

2 172.16.0.10 203.0.11.2 202.0.113.10

11 172.18.0.1 198.0.1.1 196.10.1.1
12 172.18.0.1 198.0.1.1 98.10.1.1

1

2 FGVMO1TM22000 Branch-KvM
3 FGVMO1TM22000 Branch-Ky™
4 FGI0EII160006 Branch-30E
5 FG30EIBU160004: Branch-30E

© Fortinet inc. All Rights Resenved

For a large SD-WAN deployment, adding each branch device one by one would be repetitive and time
consuming. Fortunately, to simplify this step, FortiManager provides a CSV file import feature.

To use this bulk import feature, the administrator builds a CSV file. The file must contain some mandatory
values, such as the device serial numbers, the device names, and the associated blueprints, as well as

NEW QUESTION # 94
Refer to the exhibits, which show the configuration of an SD-WAN rule and the corresponding rule status and routing table.

SD-WAN rule Fi:RTINE
branch_fgt (3) # show
config service
edit 3
set name “Corp”
set mode sla
set dst “LAN-net”
set src “LAN-net”
config sla
edit’ “HUB1_HC"
set id 1
next
edit “HUB1l_HTTP*
set id 1
next

end
set priority-members 4 5 €




SD-WAN rule status and routing table

branchl fgt # diagnose sys sdwan serviced 3

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(3), TOS(0x0/0x0), Protocol (0): src(l1->65535):dst (1->65535),
Mode (sla), sla-compare-order
Members (3):
1: Seq num(6 HUB1-VPN3 HUB1l), alive, sla(0x3), gid(0), cfg order(2),
local cost (0), selected
2: Seqg num(5 HUB1-VPN2 HUB1l), alive, sla(0x2), gid(0), cfg order
(1), local cost (0), selected
3: Seq num(4 HUB1-VPN1 HUBl), alive, sla(0x0),.gid(0), cfg order
(0), local cost (0), selected
Src address(1):
10.0.1.0-10.0.1.255

Dst address (1) :
M.EOR0-10.1.255.255

branchl_fgt # get router info routing-table all | grep HUB1
B 10.1.0.0/24 [200/0] via 192.168.1.61 (recursive is directly connected,
HUB1-VPN1l), 00:20:06, [1/0]
[200/0] wvia 192.168.1.125 (recursive is directly connected,
HUB1-VPN2), 00:20:06, [1/0]

Em hWﬁT—\ua 192.168.1.189 (recursive is directly connected,
g ‘-’J’ 1/0

c 192.168.1.0/26 is directly connected, HUB1-VPN1
(e 192.168.1.1/32 is directly connected, HUB1-VPN1
c 152.168.1.64/26 is directly connected, HUB1-VPN2
c 192.168.1.65/32 is directly connected, HUB1-VPN2
c 152.168.1.128/26 is directly connected, HUB1-VPN3

c 192.168.1.129/32 is directly connected, HUB1-VPN3

The admmistrator wants to understand the expected behavior for traffic matching the SD-WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays
B. The traffic will be routed over HUB1-VPN2

C. The traffic will be routed over HUB1-VPN3.

D. The traffic will be routed over HUB1-VPNI1.

Answer: B

Explanation:

The rule is in SLA mode with two SLAs. From the status, HUB1-VPN2 and HUBI-VPN3 neet the SLA (sla(0x2) and sla(0x3)),
while HUB1-VPNI does not (sla(0x0)). Among members that meet SLA, FortiGate uses the configured order (priority-members 4
5 6) to pick the first eligible one- HUBI1-VPN2-so traffic is routed over HUB1-VPN2.

NEW QUESTION # 95
Refer to the exhibit. Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the
corporate server 10.2.5.254?



SD-WAN configuration on FortiGate

branchl_fgt # get router info routing-table all

S* 0.0.0.0/0 [1/0] wia 192.2.0.2, portl, [1/0]
[1/0] via 192.2.0.10, port2, [10/0)
10.0.1.0/24 is directly connected, port5
10.1.0.0/24 [200/0] wvia 192.168.1.61 (recursive is directly connected, HUB1-VPN1), 1d03hS58m, [1/0]
[200/0] via 192.168.1.125 (recursive is directly connected, HUB1-VPN2), 1d03hS8m, [1/0]
[200/0] wvia 192.168.1.189 (recursive is directly connected, HUB1-VPN3), 1403hS58m, [1/0]
10.200.99.1/32 is directly connected, Branch-Lo
10.2.0.0/16 [200/0] via 192.168.1.61 (recursive is directly connected,WHUB1-VPN1), 00:03:01, [1/0]
[200/0]) wvia 192.168.1.125 (recursive is directly conne¢ted, HUB1-VPN2), 00:00:51, [1/0]
[200/0] wia 192.168.1.189 (recursive is directly cofffiec®ed, HUB1-VEN3), 00:00:51, [1/0]
10.2.5.0/24 [200/0] via 192.168.1.61 (recursive is directly connegted, HUB1-VPNM3), 00:03:01, ([1/0]

branch_fgt # diag sys sdwan serviced

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcutysla use-shortcut
Tie break: fib
Shortcut priority: 2
Gen(3), TOS(0x0/0x0), Protocol(0): src(l->65538)d5¢(1->65535), Mode(sla), sla-compare-order
Members (3) :
1: Seq num(S HUB1-VPN2 HUB1l), alive sla(0x1l); gid(0), cfg_order(l), local cost(0), selected
2: Seq num(6 HUB1-VPN3 HUB1), alive sl&(0x1), gid(0), cfg_order(2), local cost(0), selected
3: Seq_num(4 HUB1-VPN1 HUBl), alive|slaWdx0), gid(0), cfg_order(0), local cost(0), selected
Sre address(1l):
10.0.1.0-10.0.1.255

Dst address(1):
10.0.0.0-10.255.255.255

Service (4): Address Mode (IPV@)wrflags=0x4200 use-shortcut-sla use-shortcut
Tie break: fib
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst(1->65535), Mode(sla), sla-compare-order

:
L ﬂHT‘ Bﬁ y), alive sla(0x3), gid(0), cfg_order(l), local cost(0), selected
bl o 4 eq_ (1E t1 1 s alive sla(0x1), gid(0), cfg_order(0), local cost(0), selected
Src address(1l):

10.0.1.0-10.0.1.255

Dst address(1):
10.2.0.0-10.2.255.255

A. SD-WAN service rule 4 and interface port2.
B. SD-WAN service rule 4 and portl or port2.
C. SD-WAN service rule 3 and interface HUB1-VPN2.
D. SD-WAN service rule 3 and interface HUB1-VPN3.

Answer: D

Explanation:

First off, the traffic matches the SD-WAN rule with service ID 3. We can see that there is at least one valid route in the FIB, so the
SD-WAN rule will be selected.

Next, we see HUB1-VPN2 and HUB1-VPN3 have the same slamap value of Ox1 - therefore, they are equally valid members to
choose from, and a tiebreak occurs (since there is no load balancing configured).

Looking at the routes, HUB1-VPN3 has a more SPECIFIC route (i.e. better route) and therefore, it wins the tiebreak.

NEW QUESTION # 96
Refer to the exhibit that shows VPN event logs on FortiGate.



7: [-]legid="0101037141" type="avent® aubtype="vpn®" level="notice” vd="root" legdesc="IFsec tunnel
statistica® mag=-"1Paec tunnel ataristics®™ action=-"tunnel-astats®™ remip-100.64.1.9 locip=192.2.0.9
remport=500 locport=500 outintf="port2® cookiea="173cT2b48060051d/526ac435532959b6" uaer="N/a*
group="N/A" uaeralt="N/A" xauthuaer="N/A" xauthgroup="N/A" assignip=10.202.1.1
vpatunnel="T_INET_1° tunnelip=H/A tunnelid=2595348112 tunneltypea®ipsec™ duration=3581
sentbyte=366431 rcvdbyte=387326 nextatat=600 advpnac=0

B: [-]logid="0101037141" type="event” subtype="vpn" lewel="notice” wd="root" logdesc="IP3ec tunnel
atatistica® mag="]Psec tunnel statistics” action="tuhnel-stats™ remip=172.16.0.9% locip=172.16.0.1
remport=500 locport=500 outintf="portd"” cockiez="0624890597£{0096d/edlbd5247375c46f" uzser="N/p"
group="H/A" uzeralt="N/A" xauthuser="N/A" xauthgroup="N/A" asaignip=N/R vpntunnel="T_MWPLS_0=
tunnelip=0.0.0.0 tunnelid=2595348102 tunneltype="ipsec"™ duration=223 sentbyte=115040
revdbyte=345160 nextatat=600 advpnac=1

9: [-.]legid="0101037141" type="event® ‘aubtype="vpn" level="notice” vd="root" logdeac="IFsec tunnel
atatistica® mag="IPsec tunnel atatistics™ action="tunnel-atats™ remip=100.64.1.1 locip=1%2.2.0.1
remport=500 locport=500 outintf=®portl™ cookies="T747b432459497180/6616a969a6937853" user="N/p~
group="N/A" useralt="N/A" xavthuser="N/A" xauthgroup="NH/R" assignip=10.201.1.1

vpntunnal="T_INET_0" tunnelip=N/A tunnelid=2595348115 tun paet ip i
sentbyte=388020 rcvdbyte=387954 nextatat=§00 advpnac=0 gng I I

Based on the output shown in the exhibit, which statement is true?

A. The master tumel T INET 0 cannot accept the ADVPN shortcut.

B. There are no IPsec tunnel statistics log messages for ADVPN shortcuts.
C. The VPN tunnel T MPLS 0 is a shortcut tunnel.

D. There is one shortcut tunnel built from master tunnel T MPLS 0.

Answer: C

Explanation:

When reviewing VPN log messages, the field advpnsc will help you identify the shortcut VPN tunnels.

FortiGate will set advpnsc value 1 for any log messages related to shortcut tunnels; for any other tunnel, the advpnsc value is set to
0.

NEW QUESTION # 97
Refer to the exhibit.

ike V=root:0:HUB1-VPN1:0: recei¥q"inftdrms: -

ike V=root:0:HUB1-VPN1l:0: processing notify type SHORTCUT_ QUERY

ike V=root:0:HUB1l-VPNl: recv shortcut-dguery 1657325183524257%210
cff150ded109a548/0000000000000000 1824,2.0.1 10.0.1.101:2048->
10.0.3.101:0 0 psk 64 ppk 0 ttl 31l¢mat 0 ver 2 mode 0 network-id 1
ike V=root:0:HUB1-VPN1l: iif 20 109.1.101->10.0.3.101 0 route lookup
oif 7 portS gwy 0.0.0.0

ike V=root:0:HUBl1l-VPN1l: shortieut-query received from 192.2.0.1:500,
local-nat=yes, peer-nat=no

ike V=root:0:HUB1l-VPN1l: NAT hole punching for peer at 192.2.0.1:4500

‘Which statement best describe the role of the ADVPN device in handling traffic?

e A This is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, establish a shortcut.

¢ B. This is a spoke that has received a shortcut query from a remote hub.

e C. This is a spoke that has received a direct shortcut query froma remote spoke.

e D. This is a hub that has received a shortcut query froma spoke and has forwarded it to another spoke.

Answer: A

Explanation:

The log shows messages on HUB1-VPN1 where the device processes a SHORTCUT QUERY and performs NAT hole punching
(peer at 192.2.0.1:4500). This indicates that the device is acting as a hub, helping two spokes (192.2.0.1 and 10.0.3.101) establish
a direct ADVPN shortcut tunnel between each other, instead of routing their traffic through the hub.

NEW QUESTION # 98
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