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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q88-Q93):

NEW QUESTION # 88
Which command should be used to restart Orchestrator service only?

A. orchd restart

B. service orchestrator restart
C. reboot

D. cpstop; cpstart

Answer: A
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Explanation:

Explanation

Page 313 fiom the training manual:

- Restart the service:

orchd restart

- Restart the service without confirmation
service orchd restart

NEW QUESTION # 89
In what mode do MHOs process traffic?

A. MHOs process traffic in load sharing mode

B. MHOs process traffic in Active-Active mode
C. MHOs process traffic in VSLS mode

D. MHOs process traffic in Active-Standby mode

Answer: B

Explanation:

Explanation

MHOs process traffic in Active- Active mode, which means that both MHOs are active and share the load of the traffic that is sent
to and from the SGMs. Active-Active mode provides better performance and scalability than Active-Standby mode, which only
uses one MHO at a time and keeps the other as a backup.

Active-Active mode also allows for faster failover and recovery in case of an MHO failure, as the surviving MHO can take over the
traffic without interruption.

References

*Maestro Expert (CCME) Course - Check Point Software, page 25

*CheckPoint Certified Maestro Expert (CCME) - Skillzcafe, page 2

*Check Pomt Certified Maestro Expert (CCME) R81.X - Global Knowledge, page 2

NEW QUESTION # 90
What Maestro component is automatically designated the SMO Master?

A. The first MHO configured is considered the SMO Master.

B. The MDS that pushes policy to the SMO is considered the SMO Master.

C. The SGM with the highest member ID (the last one added to the security group.)
D. The SGM with the lowest member ID (the first one added to the security group.)

Answer: D

Explanation:

The SMO Master is the SGM that is responsible for synchronizing the configuration and policy with the other SGMs in the security
group. The SMO Master is automatically designated as the SGM with the lowest member ID, which is usually the first one added to
the security group. The SMO Master can be changed manually if needed.

References:

*Maestro Frequently Asked Questions (FAQ), under "What is a Single Management Object (SMO)?"'

*Check Point Jump Start Course: Maestro, under "Maestro Security Groups"

NEW QUESTION # 91
At a minimum, how many management and Uplink ports does a SG require?

A. Two of each.

B. One each.

C. Neither are required.

D. Only one of the two interfaces is needed for the Security Group.

Answer: B



Explanation:

A Security Group (SG) requires at least one management port and one uplink port to fimction properly. The management port is
used to connect the SG to the Maestro Hyperscale Orchestrator (MHO) and the customer' s management infrastructure, such as
SmartConsole or SmartDomain Manager. The uplink port is used to connect the SG to the customer’s network infrastructure, such
as switches, routers, or firewalls. The uplink port is also used to send and receive traffic from the customer’s network to the SG.
References:

*Maestro Expert (CCME) Course - Check Point Software, page 41

*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge, course outline

NEW QUESTION # 92
When a VPN tunnel is formed with a Maestro SGM,

¢ A The receiving SGM makes an encryption decision. The SGM then syncs the traffic to two backup SGMs: one for clear
traffic and one for encrypted traffic.

e B. SGM 1 analyzes the policy and topology. If encryption is required, it calculates the tunnel owner's IP address. SGM 1
sends a clear packet to the tunnel owner. SGM 2 is now the connectionand tunnel owner.

¢ (. The MHO handles the IKE before distributing the traffic to a SGM to handle all encrypted traffic. This helps to prevent
any issues with the correction layer.

e D. The MHO distributes copies of the packets to two different SGMs because SGM 1 will handle the clear traffic IKE
exchange packets, while SGM2 handles encrypted packets.

Answer: C

Explanation:

Explanation

In scalable security environments, nitial IKE (Internet Key Exchange) handling by a central orchestrator before distributing traffic for
encryption is a common approach to maintain efficiency and security.
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