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This is the definition of an interested party according to ISO 27001:2013, clause 3.16. An interested party is essentially a
stakeholder, i.e., a person or organization that can influence or be influenced by the information security management system (ISMS)
or its activities. Interested parties can have different needs and expectations regarding the ISMS, and these should be identified and
addressed by the organization. Reference:

ISO/IEC 27001:2013, Information technology - Security techniques - Information security management systes - Requirements,
clause 3.16 PECB Candidate Handbook ISO 27001 Lead Auditor, page 10 Identifying interested parties and their expectations for
an ISO 27001 ISMS Exanples of ISO 27001 interested parties
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A sanpling plan for the audit is a method of selecting a representative subset of the audit evidence to evaluate the conformity of the
ISMS1. The advantages of using a sampling plan are:

It reduces the audit duration by focusing on the most relevant and significant aspects of the ISMS2.

It gives confidence in the audit results by ensuring that the sample is sufficient, reliable, and unbiased3.
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B.. This response is correct because the audit team leader should document the request of the Technical Director and include it in the
audit report, along with the audit findings and conclusions12. This will ensure transparency and traceability of the audit process and
the audit results.
D . This response is cotrect because the audit team leader should not withdraw the nonconformity based on the amended Statement
of Applicability alone. The nonconformity was raised against clause 6.1.3.e of ISO 27001:2022, which requires the organisation to
produce and maintain a risk treatment plan that defines how the information security risks are treated, including the controls selected
and their implementation status34. The Statement of Applicability is only one part of the risk treatment plan, and it does not provide
sufficient evidence that the controls have been implemented effectively. The audit team leader should base the nonconformity on the
objective evidence obtained during the audit, not on the subjective clains of the auditee12.
H . This response is cotrect because the audit team leader should state that a follow up audit will be necessary to review the
evidence for the updated Statement of Applicability. A follow up audit is an audit that is conducted after a previous audit to verify the
implementation and effectiveness of the corrective actions and/or opportunities for improvement that were agreed upon as a result of
the previous audit56. The follow up audit should seek to ensure that the nonconformity has been effectively addressed and that the
ISMS is compliant and effective. The follow up audit should also consider any new or changed risks or requirements that may affect
the ISMS56.
Explanation:
The three options of the correct responses of an audit team leader to the request of the Technical Director are:
B . Advise the Technical Director that his request will be included in the audit report.
D . Advise the Technical Director that the nonconformity must stand since the evidence obtained for it was clear.
Reference:
1: PECB Candidate Handbook - ISO 27001 Lead Auditor, page 25 2:1SO 19011:2018 - Guidelines for auditing management
systens, clause 6.7 3: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security management
systems - Requirements, clause 6.1.3.e 4: ISO/IEC 27005:2022 - Information technology - Security techniques - Information
security risk management, clause 8.3.2 5: PECB Candidate Handbook - ISO 27001 Lead Auditor, page 25 6:ISO 1901122018 -
Guidelines for auditing management systens, clause 6.7

AR #149

5. Cobt (LIMMMAOIRIRA T, SOCAFIRTS. TRAMASRBIRIIR. L4, Cobt %5 BRI
RO R B K RO, %A I ISO/IEC 27001 SNG4 Kl S M e, A LB
ORI R W B RIAT S NI A, EL2E ISMS €730 F o 2 AP A Rt . AT AT
o, BT R, BDALAR( AR LK R TSRO 7 AR

IR — £ AR ISMS, U {E (RS i 450 1 PTEAT 0 ISMS. MR T e AT Ak EL O R -
Sarah /K3, 7 Cobt MBHE: S HAL 0B R ARMRIEI T R POR T BUHITR, (LS (R RAR LS FBiRe.
RSB 17 TR 6 LR REICRABRO B (A%, Cobtiofiilis) 3 1 A 30 St
JILI YA R 0 SR BHESEENL, SarhV 42 BRI WL IR B, AR A T
CoDURIRZIBHENS- Mot A I 2 1 WA BRI RIS, SO0 T e MBS RF i e A
i

L IR, LA R

AT S, PRI AR R L ARt B I T AR

o A JE[1, SarahiB HFERZ BLRE 17 e 2 AT AE AT I {7
o B. &, Sarah i DGR B 3%, (H AT A R8 S AR HLHE Q38
o C.A, M ok BL 9 % B HOAE1E FLIRA

qHY: A

Y.

Comprehensive and Detailed In-Depth

B. Correct Answer: The certification agreement is between the certification body and the A . Incorrect: Sarah does not need
approval from the certification body to withdraw, as she had not yet signed the certification agreement.

C . Incorrect: The certification agreement is not dependent on a specific auditor; it is an agreement between the organization and the

certification body.
Relevant Standard Reference:
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Comprehensive and Detailed In-Depth

B. Correct Answer:

Audit plans must remain flexible to adapt to unforeseen findings and risks.
ISO 19011:2018 specifies that audit planning should allow dynamic adjustments.
A . Incorrect:

Audit procedures are part of execution, not planning,

C . Incorrect:

The audit team, not top management, prepares the audit plan.

Relevant Standard Reference:

ISO 19011:2018 Clause 5.4 (Audit Planning Flexibility)
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