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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q204-Q209):
NEW QUESTION # 204 
You have created a rule at the top of your Rule Base to permit Guest Wireless access to the Internet. However, when guest users
attempt to reach the Internet, they are not seeing the splash page to accept your Terms of Service, and cannot access the Internet.
How can you fix this?

A. On the Security Management Server object, check the box 'Identity Logging'.
B. On the firewall object, Legacy Authentication screen, check 'Enable Identity Captive Portal'.
C. Right click Accept in the rule, select "More", and then check 'Enable Identity Captive Portal'.
D. In the Captive Portal screen of Global Properties, check 'Enable Identity Captive Portal'.

Answer: C

Explanation:
Explanation
The correct way to enable Identity Captive Portal for a specific rule is to right click Accept in the rule, select
"More", and then check 'Enable Identity Captive Portal'. This will allow guest users to see the splash page and accept the Terms of
Service before accessing the Internet. Identity Captive Portal is a feature that enables identity awareness for guest users who are not
authenticated by other methods, such as Active Directory or Identity Agent. Identity Captive Portal can be enabled globally or per
rule, depending on the security policy requirements.

NEW QUESTION # 205 
Which of the following is NOT a VPN routing option available in a star community?

A. To center and to other satellites through center.
B. To center, or through the center to other satellites, to Internet and other VPN targets.
C. To center only.
D. To satellites through center only.

Answer: C,D

Explanation:
Explanation
A star community is a VPN topology where one or more satellites connect to a center gateway. The center gateway can be a
Security Gateway or a Security Management Server. The VPN routing option determines how the traffic is routed between the
satellites and the center, and between the satellites themselves. There are three VPN routing options available in a star community12:
To center only: The satellites can only communicate with the center gateway, and not with each other or with any other VPN targets.
This option is useful for remote access clients that only need to access resources on the center gateway.
To center, or through the center to other satellites, to Internet and other VPN targets: The satellites can communicate with the center
gateway, and also with other satellites, Internet hosts, and other VPN targets through the center gateway. This option is useful for
branch offices that need to access resources on the center gateway, as well as on other branch offices, Internet hosts, and other
VPN targets.
To center and to other satellites through center: The satellites can communicate with the center gateway, and also with other satellites
through the center gateway. However, they cannot communicate with Internet hosts or other VPN targets. This option is useful for
branch offices that need to access resources on the center gateway and on other branch offices, but not on Internet hosts or other
VPN targets.
Therefore, the options A (To satellites through center only) and D (To center only) are not valid VPN routing options in a star
community.
References: 1: Remote Access VPN R81.20 Administration Guide - Check Point Software, page 13 2: Gaia R81.20 Administration
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Guide - Check Point Software, page 1030

NEW QUESTION # 206 
What are the methods of SandBlast Threat Emulation deployment?

A. Cloud, OpenServer and Vmware
B. Cloud, Appliance and Private
C. Cloud, Appliance and Hybrid
D. Cloud, Smart-1 and Hybrid

Answer: B

Explanation:
Explanation
The methods of SandBlast Threat Emulation deployment are Cloud, Appliance, and Private. SandBlast Threat Emulation is a
solution that detects and prevents zero-day attacks by emulating files in a sandbox environment and analyzing their behavior for
malicious indicators. SandBlast Threat Emulation can be deployed in three different methods: Cloud, Appliance, and Private. Cloud
method is when the files are sent to the Check Point cloud service for emulation and analysis. This method does not require any
additional hardware or software on the customer's side, and provides the fastest updates and feeds from ThreatCloud. Appliance
method is when the files are sent to a dedicated appliance on the customer's network for emulation and analysis. This method
provides more control and privacy for the customer, and supports more file types and sizes. Private method is when the files are sent
to a private cloud service on the customer's network for emulation and analysis. This method provides the highest level of control
and privacy for the customer, and supports customizing the emulation environment and scenarios.

NEW QUESTION # 207 
With Mobile Access enabled, administrators select the web-based and native applications that can be accessed by remote users and
define the actions that users can perform the applications. Mobile Access encrypts all traffic using:

A. HTTPS for web-based applications and 3DES or RC4 algorithm for native applications. For end users to access the
native applications, they need to install the SSL Network Extender.
B. HTTPS for web-based applications and AES or RSA algorithm for native applications. For end users to access the native
application, they need to install the SSL Network Extender.
C. HTTPS for web-based applications and 3DES or RC4 algorithm for native applications. For end users to access the
native applications, no additional software is required.
D. HTTPS for web-based applications and AES or RSA algorithm for native applications. For end users to access the native
application, no additional software is required.

Answer: A

NEW QUESTION # 208 
The Firewall kernel is replicated multiple times, therefore:

A. The Firewall can run the same policy on all cores.
B. The Firewall can run different policies per core
C. The Firewall kernel only touches the packet if the connection is accelerated
D. The Firewall kernel is replicated only with new connections and deletes itself once the connection times out

Answer: A

Explanation:
On a Security Gateway with CoreXL enabled, the Firewall kernel is replicated multiple times. Each replicated copy, or instance,
runs on one processing core. These instances handle traffic concurrently, and each instance is a complete and independent inspection
kernel. When CoreXL is enabled, all the kernel instances in the Security Gateway process traffic through the same interfaces and
apply the same security policy.
References:
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