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Nutanix Certified Professional - Network and Security (NCP-NS) 7.5 Sample
Questions (Q98-Q103):
NEW QUESTION # 98 
While configuring a new security policy in a Nutanix microsegmentation environment, an administrator wants the policy to remain
flexible even if virtual machines change subnets or obtain new IP addresses. Which configuration approach should the administrator
use when defining the policy scope?

A. Assign IP addresses manually to all VMs included in the policy.
B. Configure the policy only on specific VLAN IDs.
C. Apply the policy after setting static routes for each VM.
D. Use VM categories to define the secured and allowed entities.

Answer: D

Explanation:
This item is best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is B, meaning "Use VM categories to define the secured
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and allowed entities.". The winning option is the one tied to the native Nutanix object or control that governs the outcome described
in the scenario. This is a Flow policy design question, so categories, secured entities, rule direction, policy mode, and policy
precedence matter more than simple IP connectivity assumptions. A strong exam habit is to ask which Nutanix construct would have
to change for the symptom or requirement to change. That mental shortcut usually separates the real answer from distractors that
mention generic networking steps, disruptive resets, or unrelated configuration objects. Notice that A sounds plausible, but it does
not align with the specific Flow policy object or precedence rule that controls this case. C sounds plausible, but it does not align with
the specific Flow policy object or precedence rule that controls this case. In practice, administrators who anchor their decisions to
Prism Central constructs-such as VPCs,.

NEW QUESTION # 99 
An administrator must delegate management of a single tenant VPC to a junior engineer. The engineer should be able to modify that
VPC but must not see or change any other VPCs or networking configurations in Prism Central. The administrator wants to meet
this requirement using RBAC. Which action should the administrator take to meet this requirement?

A. Assign the Network Infrastructure Admin role and restrict its scope to the desired VPC.
B. Assign a Custom Role cloned from VPC Admin and restrict its scope to the desired VPC.
C. Assign the VPC Admin role and restrict its scope to the desired VPC.
D. Assign a Custom Role cloned from Network Infrastructure Admin and restrict its scope to the desired VPC.

Answer: C

Explanation:
From a Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is B, meaning
"Assign the VPC Admin role and restrict its scope to the desired VPC.". The winning option is the one tied to the native Nutanix
object or control that governs the outcome described in the scenario. In practice, this falls into virtual network design: VPC
structure, subnet type, external network behavior, routing intent, and address exposure are what determine the result. By contrast, A
does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here.
C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome
here. Seen operationally, the correct response is the least disruptive and most deterministic one. It changes the exact Nutanix setting
that governs the outcome instead of introducing workarounds elsewhere in the stack. A strong exam habit is to ask which Nutanix
construct would have to change for the symptom or requirement to change. That.

NEW QUESTION # 100 
What is the first step in preparing a Nutanix cluster for Flow Virtual Networking?

A. Install the Nutanix Flow Controller on all cluster nodes.
B. Install the latest version of Acropolis OS (AOS) on all nodes.
C. Configure the VLANs on the physical network switches.
D. Enable the Network Controller in Prism Central.

Answer: D

Explanation:
This item is best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is A, meaning "Enable the Network Controller in Prism
Central.". The Network Controller supplies the control- plane services required for Flow Virtual Networking. Without it, Prism
Central cannot build and manage overlays, gateways, and related virtual networking constructs consistently across the cluster. In
lifecycle terms, Nutanix expects administrators to respect prerequisites, compatibility, and dependency order before enabling or
upgrading Flow-related services.
In other words, this is less about broad infrastructure suspicion and more about finding the exact Nutanix decision point that explains
the behavior. Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the one
causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than the
one causing the outcome here. The key takeaway is that Flow is intentionally modular. Networking objects determine reachability,
security objects determine permission, and lifecycle steps determine supportability. Mixing those layers usually produces the
distractor answers.



NEW QUESTION # 101 
An administrator has configured a VPC and associated a NAT external network. A virtual machine connected to a subnet within this
VPC is required to be accessible externally. What action must the administrator take to accomplish this?

A. Configure a static route on the VPC's routing table.
B. Create a Network Security Group allowing inbound traffic.
C. Attach a second interface to the virtual machine.
D. Assign a Floating IP address to the virtual machine.

Answer: D

Explanation:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is C, meaning "Assign a Floating IP address to the virtual machine.". A
Floating IP is the normal mechanism for exposing a workload in an overlay-backed VPC to external clients. It preserves internal
VM addressing while publishing a reachable external address through the VPC's north-south path. In practice, this falls into virtual
network design: VPC structure, subnet type, external network behavior, routing intent, and address exposure are what determine the
result.
In other words, this is less about broad infrastructure suspicion and more about finding the exact Nutanix decision point that explains
the behavior. Notice that A does not fit because it targets a different layer of the Nutanix networking and security stack than the one
causing the outcome here. B does not fit because it targets a different layer of the Nutanix networking and security stack than the one
causing the outcome here. In practice, administrators who anchor their decisions to Prism Central constructs-such as VPCs, external
networks, ERPs, categories, and policy modes-arrive at the correct answer faster and avoid unnecessary changes.

NEW QUESTION # 102 
A junior network operator is assigned two predefined roles in Prism Central... Role A: Prism Viewer Role B:
VPC Admin The operator reports being able to successfully create, update, and delete Virtual Private Clouds (VPCs). However,
the operator is unable to create a VM into the VPC. How does Prism Central determine the operator's effective permissions?

A. The system applies the principle of "most privilege," granting the highest level of access from any assigned role.
B. The permissions of the VPC Admin role override the more restrictive Prism Viewer role.
C. The Prism Viewer role's permissions take precedence, preventing any write operations from the VPC Admin role.
D. The permissions are the union of both roles, granting VPC management rights and global read-only access.

Answer: A

Explanation:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is A, meaning "The system applies the principle of "most privilege," granting
the highest level of access from any assigned role.". The winning option is the one tied to the native Nutanix object or control that
governs the outcome described in the scenario. Operationally, Flow Virtual Networking should be checked from the control plane
outward:
gateway health, peering state, route advertisement, ERP coverage, external path, and MTU when encapsulation is involved.
Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing
the outcome here. Seen operationally, the correct response is the least disruptive and most deterministic one. It changes the exact
Nutanix setting that governs the outcome instead of introducing workarounds elsewhere in the stack.

NEW QUESTION # 103
......
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