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NEW QUESTION # 195 
The security administrator of ABC needs to permit Internet traffic in the host 10.0.0.2 and UDP traffic in the host
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10.0.0.3. He also needs to permit all FTP traffic to the rest of the network and deny all other traffic. After he applied his ACL
configuration in the router, nobody can access the ftp, and the permitted hosts cannot access the Internet. According to the next
configuration, what is happening in the network?
access-list 102 deny tcp any any
access-list 104 permit udp host 10.0.0.3 any
access-list 110 permit tcp host 10.0.0.2 eq www any
access-list 108 permit tcp any eq ftp any

A. The ACL 104 needs to be first because is UDP
B. The ACL for FTP must be before the ACL 110
C. The ACL 110 needs to be changed to port 80
D. The first ACL is denying all TCP traffic and the other ACLs are being ignored by the router

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/26448-ACLsamples.html Since the first line prohibits any TCP traffic
(access-list 102 deny tcp any any), the lines below will simply be ignored by the router. Below you will find the example from
CISCO documentation.
This figure shows that FTP (TCP, port 21) and FTP data (port 20) traffic sourced from NetB destined to NetA is denied, while all
other IP traffic is permitted.
FTP uses port 21 and port 20. TCP traffic destined to port 21 and port 20 is denied and everything else is explicitly permitted.
access-list 102 deny tcp any any eq ftp
access-list 102 deny tcp any any eq ftp-data
access-list 102 permit ip any any

NEW QUESTION # 196 
What is the main difference between ethical hacking and malicious hacking?

A. Ethical hackers use different tools than malicious hackers
B. Ethical hacking is performed with permission, while malicious hacking is unauthorized
C. Ethical hacking is illegal, while malicious hacking is legal
D. Ethical hackers always work alone, while malicious hackers work in teams

Answer: B

Explanation:
CEH defines ethical hacking as the authorized, structured, and permission-based process of identifying vulnerabilities to strengthen
an organization's security posture. Ethical hackers operate under a signed scope- of-work and follow legal boundaries. Malicious
hackers, by contrast, exploit systems without permission, often with harmful or criminal intent. CEH emphasizes that both ethical and
malicious hackers may use similar tools, techniques, and methodologies; the distinction lies entirely in authorization, intent, and
legality.
Ethical hacking is conducted to improve defenses, while malicious hacking targets exploitation, theft, or disruption. Nothing in CEH
materials suggests that toolsets or work styles distinguish the two groups; permission and lawful operation remain the central
differentiators.

NEW QUESTION # 197 
A penetration tester identifies malware on a system that hides its presence and gives an attacker access to administrative functions
without being detected. What type of malware is this?

A. Virus
B. Keylogger
C. Ransomware
D. Rootkit

Answer: D

Explanation:
CEH courseware describes rootkits as specialized malware designed to conceal their presence while providing persistent,



unauthorized access to system-level functions. Rootkits typically modify low-level components of the operating system-such as
kernel modules, drivers, or system processes-to hide files, processes, registry keys, and network connections. Their primary
purpose is to grant attackers administrative privileges without triggering alerts, making them extremely stealthy and dangerous. CEH
emphasizes that rootkits often accompany other malware to maintain long-term control after initial compromise. In contrast, viruses
replicate by attaching to files, keyloggers record keystrokes but do not hide system-level access, and ransomware encrypts data
rather than conceals operations. The defining characteristics in this scenario- cloaking activity, providing admin-level control,
persisting undetected-are directly aligned with rootkit behavior as described in CEH training material.

NEW QUESTION # 198 
Repeated failed login attempts are followed by a sudden surge in outbound data traffic from a critical server.
What should be your initial course of action?

A. Perform real-time monitoring and log analysis to understand the activity
B. Change server credentials and force password resets
C. Immediately disconnect the server from the network
D. Audit all outbound traffic and analyze destination IPs

Answer: A

Explanation:
According to CEH v13 Security Operations and Incident Response, the first step in incident handling is identification and analysis,
not immediate containment or remediation. The observed sequence-failed logins followed by abnormal outbound traffic-suggests a
potential compromise, but the exact nature, scope, and impact are still unknown.
Option C aligns precisely with CEH v13's incident response lifecycle. Real-time monitoring and detailed log analysis allow the
analyst to determine whether the activity represents credential stuffing, brute-force compromise, malware-based exfiltration, or a
false positive. This step preserves evidence, establishes timelines, and helps identify indicators of compromise (IOCs).
Immediately disconnecting the server (Option B) may be necessary later, but doing so prematurely can destroy volatile forensic
evidence, disrupt business operations, and alert the attacker. Auditing outbound traffic alone (Option A) is too narrow and skips
proper correlation of authentication logs, system logs, and process activity. Forcing credential changes (Option D) without
understanding the attack vector may fail to stop malware-based persistence.
CEH v13 emphasizes that containment actions must be informed by analysis, otherwise organizations risk responding to symptoms
rather than root causes. Therefore, the correct initial action is to observe, analyze, and identify, making Option C the correct answer.

NEW QUESTION # 199 
Which type of sniffing technique is generally referred as MiTM attack?

A. ARP Poisoning
B. Password Sniffing
C. DHCP Sniffing
D. MAC Flooding

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
ARP Poisoning (Address Resolution Protocol Poisoning) is a classic Man-in-the-Middle (MiTM) attack in a LAN environment. It
works by sending fake ARP replies to devices on a network to associate the attacker's MAC address with the IP address of
another host (typically the default gateway). As a result:
Network traffic meant for the gateway is sent to the attacker instead.
The attacker can then intercept, modify, or forward the traffic to the actual destination, performing a full MiTM.
This allows the attacker to:
Sniff sensitive data (e.g., credentials, emails)
Hijack sessions
Inject malicious payloads
From CEH v13 Courseware:
Module 8: Sniffing
Topic: MiTM Attacks # ARP Spoofing Techniques
Incorrect Options:
A). Password Sniffing is a result of MiTM but not a technique itself.



C). MAC Flooding is a switch attack that floods the CAM table to make the switch act like a hub.
D). DHCP Sniffing relates to capturing DHCP messages but is not commonly used for MiTM.
Reference:CEH v13 Study Guide - Module 8: ARP Poisoning and MiTM AttacksOWASP Network Threats - ARP Spoofing
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