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Z| A F5-CA F5CAB2 FEMEEA (Q32-Q37):

EE #32

Refer to the exhibit.

During a planned upgrade to a BIG-IP HA pair running Active/Standby, an outage to application traffic is reported shortly after the
Active unit is forced to Standby. Reverting the failover resolves the outage. What should the BIG-IP Admmnistrator modify to avoid
an outage during the next failover event? (Choose one answer)

A. The Interface on the Standby device to 1.1
B. The Tag value on the Standby device

C. The Tag value on the Active device

D. The nterface on the Active device to 1.1

HE: A

dE:

In an Active/Standby BIG-IP design, application availability during failover depends on both units having equivalent data-plane
connectivity for the networks that carry application traffic. Specifically:

* VLANS are bound to specific interfaces (and optionally VLAN tags).

* Floating self IPs / traffic groups move to the new Active device during failover.

* For traffic to continue flowing after failover, the new Active device must have the same VLLANSs available on the correct interfaces
that connect to the upstreanydownstream networks.

What the symptom tells you:

* Traffic works when Device A is Active

* Traffic fails when Device B becomes Active

* Failback immediately restores traffic

This pattern strongly indicates the Standby unit does not have the VLAN connected the same way (wrong physical nterface
assignment), so when it becomes Active, it owns the floating addresses but cannot actually pass traffic on the correct network
segment.

Why Interface mismatch is the best match:

* Ifthe Active untt is already working, its interface mapping is correct.

* The fix is to make the Standby unit's VLAN/interface assignment match the Active unit.

* That corresponds to changing the Standby device interface to 1.1.

Why the Tag options are less likely here (given the choices and the exhibit intent):

* Tag issues can also break failover traffic, but the question/options are clearly driving toward the classic HA requirement: consistent
VLAN-to-mterface mapping on both devices so the data plane remains finctional after the traffic group moves.

Conclusion: To avoid an outage on the next failover, the BIG-IP Admmistrator must ensure the Standby device uses the same
mterface (1.1) for the relevant VLAN(s) that carry the application traffic, so when it becomes Active it can forward/receive traffic
normally.

A2 #33
A BIG-IP systemreceives a client connection destined to 1.0.0.10:8080. Multiple virtual servers are configured on the system.
Which virtual server will process the connection? (Choose one answer)

A. A forwarding virtual server configured with 0.0.0.0:any

B. A forwarding virtual server configured with 1.0.0.10:any (port 0)

C. A virtual server configured with 0.0.0.0:8080

D. A virtual server configured with destination 1.0.0.10:8080 and is available (green)

He: D

Y.

BIG-IP uses a virtual server matching and precedence algorithm to determine which virtual server processes an incoming connection.
This decision is made entirely in the data plane and is based on how specifically a virtual server matches the destination IP address
and port.

BIG-IP Virtual Server Selection Rules (Simplified):

‘When muiltiple virtual servers could match a packet, BIG-IP selects the most specific match, using the following precedence:

* Exact IP address and exact port

* Exact IP address with wildcard port (port 0 / any)

* Wildcard IP address with exact port



* Wildcard IP address and wildcard port

Applying the Rules to This Scenario:

Incoming traffic destination: 1.0.0.10:8080

* Option C: 1.0.0.10:8080

* Exact [P match

* Exact port match

* Highest possible specificity

* Ifthe virtual server is available (green), it wins the match

* Option B: 1.0.0.10:any

* Exact [P match, but wildcard port

* Lower priority than an exact IP + exact port match

* Option D: 0.0.0.0:8080

* Wildcard IP, exact port

* Lower priority than an exact [P match

* Option A: 0.0.0.0:any

* Wildcard IP and wildcard port

* Lowest priority, used only if no more specific virtual server exists

Final Determmation:

Because a virtual server configured with destination 1.0.0.10:8080 exactly matches both the IP address and port of the incoming
connection-and is available-it will always be selected to process the traffic.
Key Data Plane Concept Reinforced:

BIG-IP always processes traffic using the most specific matching virtual server. Exact destnation IP and port matches take
precedence over any wildcard or forwarding virtual server definitions.

HE#34
The diagram below shows the TCP connection setup for an application.
Which of'the following virtual server types applies? (Choose one answer)

¢ A. Forwarding IP virtual server
e B. Standard virtual server
e (. Stateless virtual server

e A

ME:

The diagram illustrates a specific TCP handshake sequence where the BIG-IP systemacts as a transparent forwarder rather than a
full proxy. The key indicators that identify this as a Forwarding (IP) virtual server are as follows:

* Initial Packet Processing: The diagram explicitly states that the LTM evaluates the packet looking only at the destination [P
address. This is the findamental characteristic of a Forwarding IP virtual server, which uses the system's routing table to make
forwarding decisions instead of load balancing to a pool of members.

* Handshake Sequence: Unlike a Standard virtual server, which completes the three-way handshake with the client (SYN, SYN-
ACK, ACK) before initiating a separate connection to the server, the Forwarding IP virtual server passes the client's original SYN
packet directly to the destination node.

* Response Timing: The BIG-IP system waits for the SYN-ACK from the destination node before it sends a SYN-ACK back to
the client. It essentially "passes through the handshake signals while still maintaining a state entry in the connection table to track the
flow.

* Packet-by-Packet Logic: While it tracks the state, it does not perform address translation (unless SNAT is specifically configured)
or deep packet inspection like a full proxy would.

Why other options are incorrect:

* Standard virtual server: A Standard virtual server is a "full proxy." It would finish the handshake with the client first and only then
open a second, independent TCP connection to the backend server.

* Stateless virtual server: A stateless virtual server does not track connections in the connection table.

The diagram shows the system meticulously passing sequence numbers ($seq\_num$) and acknowledgment numbers ($ack\ nums$)
between the two sides, which requires stateful tracking of the TCP flow.

HEE #35
A BIG-IP is configured with a pool member located on a different subnet that is not local to the BIG-IP. To ensure that the return
traffic from the pool member is sent to the client through the BIG-IP, a Source NAT (SNAT) is used and configured for SNAT



Automap. The BIG-IP has a default gateway on the external VLAN, a floating and non-floating self-IP address on each VLAN, and
a management address. Which [P address will the BIG-IP use as the source address for the traffic to the pool member when client
traffic is sent through the virtual server?

A. The source address will be the management IP address.

B. The source address will be the first address available in the list of self-IPs.

C. The source address will be the non-floating sel-IP address on the egress VLAN.
D. The source address will be the floating self-IP address on the egress VLAN.

HE: D

Y.

SNAT Automapis a feature that automatically selects a self-IP address to use as the source address for translated packets. The
selection logic follows a strict hierarchy to ensure that traffic is routable back to the BIG-IP:

* Egress VLAN Priority:The BIG-IP first looks at the VLAN through which the traffic is exiting toward the pool member (the egress
VLAN).

* Floating Self-IP Preference:If the egress VLAN has afloating self-IP address, the BIG-IP will always prefer it for SNAT
Automap. This is critical for High Availability (HA) because, during a failover, the floating IP moves to the new active device,
allowing existing connections to be maintained or correctly timed out.

* Non-Floating Fallback:Ifno floating self-IP is available on the egress VLAN, the system will use a floating sel-IP froma different
VLAN. Ifno floating IPs exist at all, it will then fall back to the non- floating self-IP.

Key Data Plane Concept:

The management IP is never used for data plane traffic. In this scenario, since the admmnistrator has configured a floating self-1P, that
specific address becomes the source for all SNAT Automap traffic leaving that VLAN to ensure symmetric routing during HA
events.

EHE #36
What type of virtual server should be used to block responses for one IP in a subnet with a virtual server?
(Choose one answer)

A. Drop

B. Reject
C. Standard
D. Block

e B

HE:

In the BIG-IP system, when you need to prevent traffic from reaching a specific destination or being processed by the system, you
utilize specific Virtual Server types that act as "denial” points.

* Reject Virtual Servers: When a packet matches a Reject virtual server, the BIG-IP system stops the packet from being processed
and sends a reset (RST) in the case of TCP, or an ICMP unreachable message in the case of UDP. This is the preferred method for
"blocking” specific IPs when you want the sender to receive immediate notification that the connection was refused.

* Drop Virtual Servers: A Drop virtual server simply discards the packet without sending any response back to the source. While
effective for "stealthing” a network, it is often less desirable for standard administration unless specifically mitigating a DoS attack.

* Comparison with Standard: A Standard virtual server is used to process and load balance traffic to a pool of members; it does not
nherently act as a "blocking" mechanism for a single IP within a subnet unless combined with complex iRules or Packet Filters.

* Context of the Question: To block responses (or connection attempts) for a specific IP while other traffic in the subnet might be
handled by more permissive virtual servers, a more specific (higher precedence) Reject virtual server is the standard administrative
approach.
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