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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q190-Q195):

NEW QUESTION # 190
In which of the following attacks do computers act as zombies and work together to send out bogus messages, thereby increasing
the amount of phony traffic?

A. DDoS attack

B. Buffer-overflow attack
C. Bonk attack

D. Snurfattack

Answer: A

Explanation:

In the distributed denial of service (DDOS) attack, an attacker uses muiltiple computers throughout the network that it has previously
mfected. Such computers act as zombies and work together to send out bogus messages, thereby increasing the amount of phony
traffic. The major advantages to an attacker of using a distributed denial-of-service attack are that multiple machines can generate
more attack traffic than one machine, muiltiple attack machines are harder to turn off than one attack machine, and that the behavior
of each attack machine can be stealthier, making it harder to track down and shut down. TFN, TRINOO, etc. are tools used for the
DDoS attack. Answer option A is incorrect. A Smurfattack is a type of attack that uses third-party intermediaries to defend against,
and get back to the originating system. In a Smurfattack, a false ping packet is forwarded by the orignating system The broadcast
address of the third-party network is the packet's destination. Hence, each machine on the third-party network has a copy of the
ping request. The victim system is the originator. The originator rapidly forwards a large number of these requests via different
intermediary networks. The victim gets overwhelmed by these large number of requests. Answer option B is incorrect. A buffer-
overflow attack is performed when a hacker fills a field, typically an address bar, with more characters than it can accommodate.
The excess characters can be run as executable code, effectively giving the hacker control of the computer and overriding any
security measures set. There are two main types of buffer overflow attacks: stack-based buffer overflow attack: Stack-based buffer
overflow attack uses a memory object known as a stack. The hacker develops the code which reserves a specific amount of space
for the stack. Ifthe input of user is longer than the amount of space reserved for it within the stack, then the stack will overflow.
heap-based buffer overflow attack: Heap-based overflow attack floods the memory space reserved for the programs. Answer
option D is incorrect. Bonk attack is a variant of the teardrop attack that affects mostly Windows computers by sending corrupt
UDP packets to DNS port 53. It is a type of denial-ofservice (DoS) attack. A bonk attack manipulates a fragment offset field in
TCP/IP packets. This field tells a computer how to reconstruct a packet that was fragmented, because it is difficult to transmit big
packets. A bonk attack causes the target computer to reassemble a packet that is too big to be reassembled and causes the target
computer to crash.

NEW QUESTION # 191
Which of'the following sets of incident response practices is recommended by the CERT/CC?

A. Prepare, notify, and follow up
B. Prepare, handle, and follow up
C. Prepare, handle, and notify

D. Notify, handle, and follow up

Answer: B

NEW QUESTION # 192
Which of the following tools is a free laptop tracker that helps in tracking a user's laptop in case it gets stolen?

e A SAINT
e B. Nessus
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e C. Adeona
e D. Snort

Answer: C

Explanation:

Adeona is a fiee laptop tracker that helps in tracking a user's laptop in case it gets stolen. All it takes is to
nstall the Adeona software client on the user's laptop, pick a password, and make it run in the background. If
at one point, the user's laptop gets stolen and is connected to the Internet, the Adeona software sends the
criminal's [P address. Using the Adeona Recovery, the IP address can then be retrieved. Knowing the IP
address helps in tracking the geographical location of the stolen device.

Answer option D is incorrect. Nessus is proprietary comprehensive vulnerability scanning software. It is free of
charge for personal use in a non-enterprise environment. Its goal is to detect potential vulnerabilities on tested
systemns. It is capable of checking various types of vulnerabilities, some of which are as follows: Vulnerabilities
that allow a remote cracker to control or access sensitive data on a system Misconfiguration (e.g. open mail
relay, missing patches, etc), Default passwords, a few common passwords, and blank/absent passwords on
some systemaccounts. Nessus can also call Hydra (an external tool) to launch a dictionary attack. Denials of
service against the TCP/IP stack by using mangled packets

Answer option A is incorrect. SAINT stands for System Administrator's Integrated Network Tool. It is computer
software used for scanning computer networks for security vulnerabilities, and exploiting found vulnerabilities.
The SAINT scanner screens every live system on a network for TCP and UDP services. For each service it
finds running, it launches a set of probes designed to detect anything that could allow an attacker to gain
unauthorized access, create a denial-of-service, or gain sensitive information about the network.

Answer option C is incorrect. Snort is an open source network intrusion detection system. The Snort
application analyzes network traffic in realtime mode. It perforns packet sniffing, packet logging, protocol
analysis, and a content search to detect a variety of potential attacks.

NEW QUESTION # 193
Which of the following refers to the clues, artifacts, or evidence that indicate a potential intrusion or malicious activity in an
organization's infrastructure?

A. Indicators of attack

B. Indicators of exposure

C. Key risk indicators

D. Indicators of compromise

Answer: D

Explanation:

Indicators of Compromise (IoCs) are clues, artifacts, or evidence that suggest a potential intrusion or malicious activity within an
organization's infrastructure. IoCs are used to identify and respond to security breaches and can include log entries, file hashes,
unusual network traffic, or specific patterns that match known threats.

* Indicators of Attack (IoA): Focus on detecting the methods and techniques used by attackers.

* Key Risk Indicators: Metrics that indicate increased risk levels.

* Indicators of Exposure: Signs that reveal vulnerabilities or weaknesses in the system.

References:

* EC-Council Certified Network Defender (CND) Study Guide

* Threat detection and incident response documentation

NEW QUESTION # 194
During the recovery process, RTO and RPO should be the main parameters of your disaster recovery plan. What does RPO refer
to?

A. The interval after which the data quality is lost

B. The hot plugging technique used to replace computer components
C. The encryption feature, acting as add-on security to the data

D. The duration required to restore the data

Answer: D
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