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AE #211
How would a Security policy need to be written to allow outbound traffic using Secure Shell (SSH) to destination ports tcp/22 and
tcp/4422?

¢ A. The admin creates a custom service object named "tcp-4422" with port tcp/4422.
The admin then creates a Security policy allowing application "ssh" and service "tcp-4422".
¢ B. The admin creates a Security policy allowing application "ssh'" and service "application-default".
¢ (. The admin creates a custom service object named "tcp-4422" with port tcp/4422.
The admin then creates a Security policy allowing application "ssh", service "tcp-4422". and service
"application-default".
¢ D. The admin creates a custom service object named "tcp-4422" with port tcp/4422.
The admin also creates a custom service object named "tcp-22" with port tcp/22.
The admin then creates a Security policy allowing application "ssh", service "tcp-4422". and service
"tcp-22".

Hg: D

AE #212
In which profile should you configure the DNS Security feature?

A. Anti-Spyware Profile
B. Zone Protection Profile
C. URL Filtering Profile
D. Antivirus Profile

HE. A

HE.

Explanation/Reference:

Reference:

httpsz/docs.paloaltonetworks.com/pan-o0s/9- 1 /pan-os-admin/threat-prevention/dns-security/enable- dnssecurity.html

AZ2 #213

A Palo Alto Networks firewall is configured with multiple virtual routers. Virtual Router 'VR Internal' handles internal network
segments, and Virtual Router 'VR External' handles internet-facing interfaces. A PBF rule is required to forward specific traffic from
'"VR_ Internal (source 10.10.10.0/24, destination 172.16.1.0/24, application: custom-app) to an isolated security zone 'VR DMZ'
via a dedicated interface (ethernet1/S) connected to "VR DMZ'. However, the traffic needs to be routed through 'VR External' first
for specific inspection, before being routed to 'VR DMZ. Which PBF configuration is required for this inter- VR traffic steering,
considering the mitial traffic resides in "VR Internal ?

e A. Create a PBF rule in'VR Internal' with 'Source Zone: Internal, 'Destination Zone: DMZ, 'Source Address:
10.10.10.0/24", 'Destination Address: 172.16.1.0/24', ' Application: custom-app', 'Action: Forward', 'Virtual Router: VR
External, Next Hop: (VR _External Router IP for the link to VR DMZ)'. A route in VR _External would then send it to VR
DMZ.

e B. Create a PBF rule in "VR Internal' with 'Source Zone: Internal, 'Destination Zone: DMZ, 'Source Address:
10.10.10.0/24', 'Destination Address: 172.16.1.0/24', ' Application: custom-app', 'Egress Interface: ethernet1/5' (which
belongs to VR_DMZ), 'Next Hop: (VR_DMZ Router IP)'.

e (. Create a PBF rule in "VR Internal' with 'Source Zone: Internal, 'Destination Zone: DMZ, 'Source Address:
10.10.10.0/24", 'Destination Address: 172.16.1.0/24', ' Application: custontapp', 'Action: Forward', "Virtual Router:
VR _External, 'Fall back to: No'. A corresponding PBF rule in VR _External would then forward to VR DMZ.

e D. Create a PBF rule in "VR Internal' with 'Source Zone: Internal, 'Destination Zone: DMZ, 'Source Address:



10.10.10.0/24", 'Destination Address: 172.16.1.0/24', ' Application: custontapp', 'Action: Forward', "Egress Interface:
(interface connecting VR _Internal to VR _External)’, 'Next Hop: (VR _External Router IP)'. A second PBF rule or static
route in "VR External' would then handle forwarding to "VR DMZ.

e E. Multiple Correct Answers: 1. Create a PBF rule in'VR_Intemal' matching the source, destination, and application. 2. For
the action, select 'Forward' and specify "Virtual Router: VR _External'. This directs the traffic from VR Internal to
VR _External's routing table. 3. In'"VR_External, ensure a static route exists for 172.16.1.0/24 via 'ethernet1/5' (interface
connecting to VR DMZ)) and its next-hop IR

HE: CE

MY

This question tests the understanding of inter- VR PBF. When traffic needs to be steered to a different Virtual Router, the PBF rule's
'Action' must specify "Virtual Router' as the forwarding method, followed by the target Virtual Router. Once traffic is handed over to
the new VR, that VR's routing table (or subsequent PBF rules within that VR) will determine the next hop. Option D and E are
essentially describing the same correct approach with slight variations in wording, Step 1 (in VR _Internal): The PBF rule must match
the specific traffic and, for its 'Action’, choose "Forward' and select "Virtual Router: VR _External'. This explicitly tells the firewall to
take the matched traffic and "ject’ it into the routing context of VR_External. Step 2 (in VR _External): Once the traffic is in

VR External, VR _External's routing table (or PBF rules if further complex steering is needed) will take over. For the scenario, a
static route in VR _External for 172.16.1.0/24 via the interface to VR_DMZ (ethernet1/5) with its next-hop is the logical next step.
The question implies "mspection’ in VR _External, which means it will pass through VR Extemal's security policies. Option A is
mcorrect because a PBF rule in one VR cannot directly specify an egress interface that belongs to a different VR, nor can it directly
know the next-hop within another VR's context. Option B is incorrect as it implies an explicit inter- VR interface, which is not how
Palo Alto Networks VRs work; they are logical separations. Option C is closer but is inconplete in its description of the next step
within VR _External. Both D and E correctly highlight the key "Virtual Router' action in PBF and the subsequent routing in the target
VR.

AE #214
Which plane on a Palo alto networks firewall provides configuration logging and reporting finctions on a separate processor?

e A network processing
¢ B. security processing
e C.data
e D. management

HEe. D

AR #215

An organization is migrating its internal applications to a new server farm, requiring SSL Inbound Inspection for all incoming
connections to these applications. The applications use self-signed certificates. To ensure successful decryption and inspection, what
is the most critical configuration step for the Palo Alto Networks firewall's decryption profile, and why?

¢ A. Enable 'Block Session on Decryption Failure' to catch any issues, and use a generic 'Any' certificate in the Decryption
Profile for mbound inspection.

e B. Inport the self-signed certificates of the internal applications into the firewall's trusted certificate store and configure the
SSL Inbound Inspection profile to use these certificates for trust validation.

e C. The firewall automatically trusts self-signed certificates during inbound inspection if the application's private key is available.

e D. Enable 'Block Session on Unsupported Version' in the Decryption Profile to prevent connections using older TLS
protocols, ensuring stronger security.

e E. Configure the Decryption Profile with No Decryption' for the zone where internal applications reside, relying on the
applications themselves for security.

He:. B

Y.

For SSL Inbound Inspection, the firewall acts as the client and needs to trust the server's certificate. When applications use self-
signed certificates, the firewall will not inherently trust them. To enable successful decryption, these self-signed certificates (or the
Certificate Authority that signed them, if applicable) must be imported into the firewall's trusted certificate store. This allows the
firewall to validate the server's certificate during the SSL handshake before decryption can proceed. Without this, the decryption
attempt will fail due to untrusted certificate status.
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