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o Security profiles: This part measures skills of Security Operations Specialists and covers identifyng and
resolving problens linked to FortiGuard services, web filtering configurations, and mtrusion prevention

FEY Z 1
7 systems to maintain protection across network environments.
¢ Authentication: This section evaluates the abilities of System Admmnistrators and requires troubleshooting
NEw 22 both local and remote authentication methods, including resolving Fortinet Single Sign-On (FSSO)

problens for secure network access.
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¢ Routing; This section focuses on Network Engneers and involves tackling issues related to packet routing
bEY 73 using static routes, as well as OSPF and BGP protocols to support enterprise network traffic flow.

¢ VPN: This section is aimed at I'T Professionals and includes diagnosing and addressing issues with [Psec
VPN, specifically IKE version 1 and 2, to secure remote and site-to-site connections within the network

FEY 7 4
7 infrastructure.

¢ System troubleshooting; This section of the exam measures the skills of Network Security Support

Engmneers and addresses diagnosing and correcting issues within Security Fabric setups, automation
bEYZS stitches, resource utilization, general connectivity, and different operation modes in FortiGate HA clusters.
Candidates work with built-in tools to effectively find and resolve faults.
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B #50
Refer to the exhibit, which shows a partial output of the real-time LDAP debug,

# fnbamd fsm.c[1274] handle_reg-Rcvd auth req 6750221 for jsmith@n Lab opt=27 prot=0
fnbamd ldap c[637) resolve_ ldap FQDN-Resolved address 10.40. 1812103 result 10.10.181.10
fnbamd ldap.c[232] start sLazch dn-base:'DC=fortinetglC=gom% €il®er:sAMAccountName=jsmith
fnbamd ldap.c[1351] fnbamd_ldap_get_result-Goinq to (SEARCHgState

fnbamd_fsm.c([1833] poll ldap servers-Contipd@®ipendingwfor req 6750221

fnbamd_ldap.c[275] get_all dn-Found podCN

fnbamd_ldap.c[298] start next_dn Bing-N6 moFe DN left

fnbamd_ldap.c[1603] fnpamdgidap et FastUlit-Auth denied

fnbamd_auth. c[2074] fnband auth_pol] ldap-Result for ldap svr 10.10.181.10 is denied
peRdaresult-Sending result 1 for req 6750221

What two actions can the administrator take to resolve this issue? (Choose two.)

A. Ensure the user logs in using 'John Smith' not 'jsmith'.

B. Ensure the user is providing the correct user credentials.

C. Ensure the user is a member of at least one AD group to ensure step 4 of the LDAP authentication process is successful.
D. Ensure the account is active.

IEf#: B. D

HH #51
Refer to the exhibit, which shows the output of a BGP debug command.
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nfo bgp su

r identifier 0.0.0.117

What can you conclude about the router in this scenario?

e A The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the 8GP session
with the local router.

e B. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to a
value of 4.

e C. The BGP session with peer 10.127.0.75 is up.

e D. An inbound route-map on local router is blocking the prefixes from neighbor 100.64.3.1.

IEf: C

E #52
Which two statements about an auxiliary session ate true? (Choose two.)

A. With the auxiliary session setting enabled. ECMP traffic is accelerated to the NP6 processor.

B. With the auxiliary session setting enabled. Iwo sessions are created in case of routing change.

C. With the auxiliary session selling disabled, only auxiliary sessions are offloaded.

D. With the auxiliary session setting disabled, for each traffic path. FortiGate uses the same auxiliary session.

IE%: A\ B

P #53
Which statement about parallel path processing is correct (PPP)?

A. Only FortiGate hardware configurations affect the path that a packet takes.

B. PPP chooses froma group of parallel options lo identity the optimal path tor processing a packet.
C. PPP does not apply to packets that are part of an already established session.

D. Software configuration has no impact on PPP.

IEf#: B

HMA #54
What are two functions of automation stitches? (Choose two.)

¢ A. You can create automation stitches to run diagnostic commands and attach the results to an email message when CPU or
memory usage exceeds specified thresholds.

¢ B. You can configure automation stitches on any FortiGate device in a Security Fabric environment.

¢ C. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as nput
for the current action.

¢ D. You can set an automation stitch configured to execute actions in parallel to insert a specific delay between actions.

Ef: A C

B #55
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