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Ack Piggybacking - ANSWER - The Praclice of sending an ACK inside ancther packel
going to Ihe same deslination

Addrass resolution prolocol - ANSWER - Protocol for mapping an IP adéress o a
physical machmne address that is recognized on the local neteork

A table, usually called the ARP cache, is used o maintain a correiation between sach
MAC and ils corresponding |P address

What ane the five threal vecloss? - ANSWER - Ouiside aittack from network
Culsicer atiack from lalephone

Insidar altack from hocdl nebwork

[nsider attack from local systam

aftack from maliclous code

What are some extamal threal concems? - ANSWER - -Malicious code might execute
destructive overwnle to hard disks

-Maficious mas mating code might expose sensitive information (o the inlamet

- web server compromise mighl expose organizaton to ndicule

- Web server compiomise mighl expose customer privale data

What are some ways to bypass firewall protections? - ANSYWER - - Womms and
Wireless

- modams

- tunnel anything through HTTP

- gocial enginaering

What is social enginearing? - ANSWER - - attarmpt to manipuiate or inck a parson inlg
providing information or access

- bypass network securily by exploling humans

- veclor iS5 often oulside attack by telephone or visior insidea

What is Hpeng? - ANSWER - - a TCP version of ping

- gands custom TCP packels to a host and Estens for replies

- enables port scanning and spooling simultaneously

What is a group? - ANSWER - A group means muitiple iterations wont matier. i you
encrypl with a key, then re-encrypt, i's the same as using o key.

What is a port scan? - ANSWER - - common backdoor to opan a par
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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q38-Q43):

NEW QUESTION # 38
Which of'the following is typically performed during the Recovery phase of incident response?

A. Updating the organization's security policies to prevent future breaches.

B. Finding the root cause or vector used by the attacker to gain entry and maintain access.
C. Patching and configuring systens to meet established secure configuration standards.
D. Making a forensic image of the system(s) nvolved in the incident.

Answer: C

Explanation:

The Recovery phase in incident response focuses on restoring systems to normal operations and strengthening defenses:

Patching and configuring systems to meet secure standards (B) is a typical recovery activity to prevent recurrence.

Updating security policies (A) is usually part of the Post-Incident Activities or Governance.

Root cause analysis (C) is typically part of the Investigation or Analysis phase.

Forensic imaging (D) is part of the Containment and Eradication phases for evidence preservation.

GICSP aligns recovery activities with system hardening and return to normal operations.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Incident Handling
Guide) GICSP Tramning on Incident Response Lifecycle

NEW QUESTION # 39
Which of the following can an attacker gain by obtaining PLC logic project files for a SCADA system?

A. Schedule of vendor product releases

B. Information about operational firewall rulesets
C. Details about the network architecture

D. Data regarding personnel and hiring practices

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

PLC logic project files contain the source code and configuration used to program a programmable logic controller (PLC). These
files often reveal:

Control logic and operational sequences

Network addressing information

Interconnections between devices and systens

Thus, an attacker with access to these files can infer details about the network architecture (B), including how devices communicate,
which protocols are used, and possibly the network topology.

Personnel data (A), firewall rulesets (C), and vendor release schedules (D) are not typically stored within PLC logic projects.

The GICSP framework stresses protecting such engineering artifacts because their compromise can provide an attacker with
valuable insight to facilitate targeted attacks on ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

GICSP Training Modules on PLC Security and Engineering Artifacts Protection NIST SP 800-82 Rev 2, Section 5.6 (System and
Comnunication Protection)

NEW QUESTION # 40

Martin is writing a document that describes in general terms how to secure embedded operating systems. The document includes
issues that are specific to embedded devices vs desktop and laptop operating systemns.

However, it does not call out specific flavors and versions of embedded operating systems. Which type of document is Martin
writing?



A. Policy

B. Standard
C. Guideline
D. Procedure

Answer: C

Explanation:

A Guideline (A) provides general recommendations and best practices without mandatory requirements or detailed instructions.
Procedures (B) are step-by-step instructions for specific tasks.

Standards (C) specify mandatory requirements, often with measurable criteria.

Policies (D) establish high-level organizational directives and rules.

Martin's document provides general, non-mandatory advice applicable broadly, fitting the definition of a guideline.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-53 Rev 5 (Security Control
Documentation Types) GICSP Training on Security Documentation and Governance

NEW QUESTION # 41
Which of the following is a protocol that will provide control center-to-control center SCADA communications in a situation where
each of the control centers implement a different vendor-supplied protocol internally?

A. MMS

B. BACnet
C.ICCP

D. Modbus/TCP
E. DNP3

Answer: C

Explanation:

ICCP (Inter-Control Center Commumications Protocol) (A) is designed for control center-to-control center communication and
interoperability, especially when different internal vendor protocols are used.

DNP3 (B) and Modbus/TCP (D) are primarily used for control center to field device commumications.
BAChnet (C) is for building automation.

MMS (E) is a messaging standard but less commonly used for inter-control center commumnications.
GICSP highlights ICCP as critical for interoperability across heterogeneous ICS networks.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

IEEE and IEC Protocol Standards

GICSP Training on ICS Commumication Protocols

NEW QUESTION # 42
Which of the following statements best describes how a security policy should be written?

e A It should be as comprehensive as possible, and cover every possible contingency in as much detail as possible
e B. It should be written in formal, legal language similar to a business contract between two parties
e C. It should be direct, concise, and easily readable by those expected to follow it

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A good security policy must be clear, concise, and easily understandable by its audience (A). This ensures compliance and effective
implementation.

Writing in overly formal legal language (B) can create barriers to understanding and practical application.

Overly comprehensive policies (C) risk being ignored due to complexity.

GICSP stresses that policies must balance conpleteness with clarity to be effective governance tools.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-100 (Information Security



Handbook) GICSP Training on Policy Development and Commumnication

NEW QUESTION # 43
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