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Thema Einzelheiten

¢ SASE deployment and management: This section focuses on deploying and managing FortiSASE for
Therm 1 branch and remote users, configuring advanced inspection features, and managing endpoint profiles and
compliance rules.

e Analytics: This section covers troubleshooting connectivity and endpoint issues, analyzing dashboards and
Thema 2 logs, and reviewing reports related to user traffic and security events.

¢ SASE architecture and integration: This domain covers integrating FortiSASE into existing networks,
Thema 3 identifying core SASE components, and evaluating their roles in advanced deployment scenarios.

e Secure Private Access (SPA): This domain includes designing SPA use cases, deploying SPA with SD-
Thema 4 WAN, and implementing ZTN A with tagging rules and access proxy configurations.

Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator NSE7 SSE AD-25
Priifungsfragen mit Losungen (Q49-Q54):

49. Frage
Refer to the exhibit.

IPAM Configuration
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A customer wants to fine-tune network assignments on FortiSASE, so they modified the IPAM configuration as shown in the
exhibit. After this configuration, the customer started having connectivity problems and noticed that devices are using excluded
ranges. What could be causing the unexpected behavior and connectivity problems? (Choose two answers)



A. The pool must include at least one /20 per Instance for the [IPAM to work correctly.

B. The pool must include at least one /16 per Instance for the IPAM to work correctly.

C. The customer excluded too many networks from the pool.

D. The pool must include at least one /20 per security POP for the IPAM to work correctly.

Antwort: C,D

Begriindung;

IP Address Management (IPAM) in FortiSASE is responsible for automatically allocating subnets to various services, including
VPN tunnels and Edge devices. When an administrator modifies the default IPAM configuration, they must adhere to specific
architectural scaling requirerments.

* Subnet Requirements per PoP: FortiSASE architecture requires a minimum amount of address space to be available for each
provisioned Security Point of Presence (PoP) to handle internal routing and endpoint assignments. For the [IPAM engine to function
correctly and distribute unique subnets across the global infrastructure, the pool must provide at least one /20 subnet per security
PoP. Ifthe available space is smaller than this per-PoP requirement, the allocation logic may fail or produce unpredictable routing
behavior.

* Tmpact of Excessive Exclusions: In the exhibit (image 578940.png), the customer has defined a large summary pool of
172.16.0.0/12. However, they have configured eight separate /15 excluded subnets:

172.16.0.0/15, 172.18.0.0/15, 172.20.0.0/15, 172.22.0.0/15, 172.24.0.0/15, 172.26.0.0/15, 172.28.0.0

/15, and 172.30.0.0/15.

* Calculating the Exhaustion: A /12 network contains exactly eight /15 blocks. By excluding all eight

/15 ranges listed in the exhibit, the customer has effectively excluded 100% of the available addresses from the primary
172.16.0.0/12 pool.

* Connectivity Problens: When the IPAM pool is exhausted or overly restricted, FortiSASE cannot assign valid, non-overlapping
subnets to the PoPs. This leads to connectivity problens for remote users and can cause the system to "fall back” to ranges it
believes are available, even if they were mtended to be excluded, or simply fail to establish tunnels entirely.

To resolve this, the administrator must ensure that the excluded subnets do not consume the entire pool and that the remaining
unexcluded space is large enough to provide a /20 block for every active PoP in their subscription.

50. Frage
Which two advantages does FortiSASE bring to businesses with microbranch offices that have FortiAP deployed for unmanaged
devices? (Choose two.)

A. Tt simplifies management and provisioning,

B. It secures internet access both on and off the network.

C. It elimmates the requirement for an on-premses firewall

D. Tt uses zero trust network access (ZTNA) tags to perform device compliance checks.

Antwort: A,.B

Begrindung;
FortiSASE extends secure internet access to users regardless of their location and streamlines the management and provisioning of
security policies and services for microbranch offices with unmanaged devices.

51. Frage
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?

A. It is used for performing device compliance checks on endpoints.

B. It gathers all the vulnerability information fromall the FortiClient endpoints.

C. It monitors the FortiSASE POP health based on ping probes.

D. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.

Antwort: D

Begriindung;

The Digital Experience Monitor (DEM) in FortiSASE measures and monitors network performance from the FortiSASE Points of
Presence (PoPs) to specific SaaS or cloud applications, helping identify and troubleshoot performance issues across the service
path.



52. Frage

Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to
access the mnternet.

‘Which deployment should they use to secure their internet access with minimal configuration?

A. Deploy SD-WAN on-ramp to secure internet access.

B. Deploy FortiClient endpoint agent to secure internet access.

C. Deploy FortiAP to secure internet access.

D. Deploy FortiGate as a LAN extension to secure internet access.

Antwort: C

Begrindung;
Deploying FortiAP enables secure internet access for unmanaged personal devices in small branch offices with minimal configuration
by automatically directing traffic through FortiSASE, elimnating the need for endpoint installation or complex setup.

53. Frage
Which FortiSASE feature ensures least-privileged user access to all applications?

A. secure web gateway (SWQG)

B. zero trust network access (ZTNA)
C. SD-WAN

D. thin branch SASE extension

Antwort: B

Begrindung;

Zero Trust Network Access (ZTNA) is the FortiSASE feature that ensures least-privileged user access to all applications. ZTNA
operates on the principle of "never trust, always verify," providing secure access based on the identity of users and devices,
regardless of their location.

* Zero Trust Network Access (ZTNA):

* ZTNA ensures that only authenticated and authorized users and devices can access applications.

* It applies the principle of least privilege by granting access only to the resources required by the user, minimizing the potential for
unauthorized access.

* Implementation:

* ZTNA continuously verifies user and device trustworthiness and enforces granular access control policies.

* This approach enhances security by reducing the attack surface and limiting lateral movement within the network.

References:

FortiOS 7.6 Administration Guide: Provides detailed information on ZTNA and its role in ensuring least- privileged access.
FortiSASE 23.2 Documentation: Explains the implementation and benefits of ZTNA within the FortiSASE environment.
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