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CompTIA Linux+ Certification Exam Sample Questions (Q659-Q664):
NEW QUESTION # 659 
A Linux administrator modified the SSH configuration file. Which of the following commands should be used to apply the
configuration changes?

A. systemctl stop sshd
B. systemctl reload sshd
C. systemctl start sshd
D. systemctl mask sshd

Answer: B

NEW QUESTION # 660 
A systems administrator is attempting to access a server by SSH. The Linux administrator ensures that the SSH keys on the remote
server were unable to connect. The following error message is being displayed:
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Which of the following needs to be changed on order for the administrator to access the server via SSH?

A. SELinux
B. Password
C. SSL
D. OpenSSH

Answer: B

NEW QUESTION # 661 
A Linux administrator needs to configure a new firewall without an existing ACL to allow incoming web traffic. The firewall must log
the allowed network traffic. Which of the following command sequences would accomplish this task when they are executed in
order?

A. iptables -A INPUT -p tcp --dport 80 -J ACCEPT
iptables -A INPUT -p tcp --dport 443 -J ACCEPT
iptables -A INPUT -p tcp --dport 80 -J LOG
iptables -A INPUT -p tcp --dport 443 -J LOG
B. iptables -A INPUT -p tcp --dport 80 -J LOG
iptables -A INPUT -p tcp --dport 443 -J LOG
iptables -I INPUT -p tcp --dport 80 -J ACCEPT
iptables -I INPUT -p tcp --dport 443 -J ACCEPT
C. iptables -I INPUT -m multiport -p tcp --dports 80,443 -J LOG
iptables -I INPUT -m multiport -p tcp --dports 80,443 -J ACCEPT
D. iptables -A INPUT -m multiport -p tcp --dports 80,443 -J LOG
iptables -A INPUT -m multiport -p tcp --dports 80,443 -J ACCEPT

Answer: D

Explanation:
Order matters in iptables. You have to log BEFORE apply a rule. If the log rule is below the acceptance rule, it will not reach the log
action. Also, any "-A" will insert the rule at the end of the chain and "-I" will insert the rule at the beginning of the chain. The only
option that has the rigth order (Log, then accept) is "C".

NEW QUESTION # 662 
A systems administrator is tasked with creating a cloud-based server with a public IP address.
Which of the following technologies did the systems administrator use to complete this task?

A. Git
B. Puppet
C. Terraform
D. Ansible

Answer: C

Explanation:
Explanation
The systems administrator used Terraform to create a cloud-based server with a public IP address. Terraform is a tool for building,
changing, and versioning infrastructure as code. Terraform can create and manage resources on different cloud platforms, such as
AWS, Azure, or Google Cloud. Terraform uses a declarative syntax to describe the desired state of the infrastructure and applies
the changes accordingly. Terraform can also assign a public IP address to a cloud server by using the appropriate resource
attributes. This is the correct technology that the systems administrator used to complete the task. The other options are incorrect
because they are either not designed for creating cloud servers (Puppet or Git) or not capable of assigning public IP addresses
(Ansible). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19:
Managing Cloud and Virtualization Technologies, page 559.

NEW QUESTION # 663 



Some servers in an organization have been compromised. Users are unable to access to the organization's web page and other
services. While reviewing the system log, a systems administrator notices messages from the kernel regarding firewall rules:
Which of the following commands will remediate and help resolve the issue?

A. 
B. 
C. 
D. 

Answer: C

NEW QUESTION # 664
......
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