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Questions (Q54-Q59):

NEW QUESTION # 54
Cloud Security Posture Management operational modes for cloud accounts are:

A. Read Only, Full Protection, Region Lock

B. Read/Write, Partial Protection, Full Protection
C. Read Only, Read/Write, Full Protection

D. Read Only, Read/Write, Region Lock

Answer: A

Explanation:

NEW QUESTION # 55
Cloud Security Posture Management uses CloudBots to assist with

A. cloud account configurations and data flows

B. automatic compliance remediation

C. identifying where the organization's security posture need:
D. securing IAM account credentials.

Answer: B

Explanation:

NEW QUESTION # 56
Which feature of CloudGuard allows for the dynamic enforcement of security policies based on real-time traffic and threats?

A. Dynamic Shielding
B. Geo Protection

C. Identity Awareness
D. Threat Extraction

Answer: A

NEW QUESTION # 57
When Cloud Security Posture Management discovers non-compliant cloud resources, CloudBot applications perform automated
remediations to correct any violations. How true is this statement?

¢ A This is not true because CloudBot applications are used to provide chat service to respond to non-compliance alerts

e B. This is true, however it requires Full Protection access to the Cloud Account to perform automated remediation

e C. This is partially true, however the automated remediation is not done by CloudBot applications but it is done by the
Security Management Server

e D. This is not true, Cloud Security Posture Management (CSPM) can only report non-compliance and cannot remediate by
itself

Answer: B

NEW QUESTION # 58
When using Data Center Objects in a policy and the objects are not updating, what are two steps we can check?

e A. 1. Reboot the Security Management Server and 2. restart the api process with 'api restart’
e B. 1. Reboot the Security Management Server and 2. restart the cloudguard process with
'cloudguard on'
e C. 1. Verify process is running with 'cloudguard on' and 2. 'test communication' button the Data Center Server object



e D. 1. Verify process is running with 'cloudguard on' and 2. restart the api process with 'api restart'
Answer: C

Explanation:

Check to see the status of the CloudGuard Controller:

Run: cloudguard

To check connectivity to the given URL click on "Test Connection'. For HTTPS connections you will get the server's certificate and
only if you choose to trust it the feed will be connected.
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