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GIAC Certified Incident Handler Sample Questions (Q194-Q199):
NEW QUESTION # 194 
You discover that your network routers are being flooded with broadcast packets that have the return address of one of the servers
on your network. This is resulting in an overwhelming amount of traffic going back to that server and flooding it. What is this called?

A. Syn flood
B. IP spoofing
C. Blue jacking
D. Smurf attack
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Answer: D

NEW QUESTION # 195 
Which of the following statements about a Trojan horse are true?
Each correct answer represents a complete solution. Choose two.

A. The writers of a Trojan horse can use it later to gain unauthorized access to a computer.
B. It is a malicious software program code that resembles another normal program.
C. It is a macro or script that attaches itself to a file or template.
D. It infects the boot record on hard disks and floppy disks.

Answer: A,B

Explanation:
Section: Volume A
Explanation

NEW QUESTION # 196 
Which of the following are based on malicious code?
Each correct answer represents a complete solution. Choose two.

A. Trojan horse
B. Denial-of-Service (DoS)
C. Biometrics
D. Worm

Answer: A,D

NEW QUESTION # 197 
Which of the following commands is used to access Windows resources from Linux workstation?

A. smbclient
B. rsync
C. mutt
D. scp

Answer: A

NEW QUESTION # 198 
Which of the following tools is described in the statement given below?
"It has a database containing signatures to be able to detect hundreds of vulnerabilities in UNIX, Windows, and commonly used web
CGI scripts. Moreover, the database detects DdoS zombies and Trojans as well."

A. Nmap
B. Anti-x
C. SARA
D. Nessus

Answer: D

NEW QUESTION # 199
......
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