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164. Frage

A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the
organization. As a safety measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is
retained for examming the ntegrity. A file named "Sensitiveinfo.txt" along with OrignalFileHash. txt has been stored in a folder named
Hash in Documents of Attacker Machine- 1. Compare the hash value of the original file with the leaked file and state whether the file
has been modified or not by selecting yes or no.

e A No
e B. Yes

Antwort: B

Begrindung;

Yes is the answer to whether the file has been modified or not in the above scenario. A hash is a fixed-length string that is generated
by applying a mathematical finction, called a hash function, to a piece of data, such as a file or a message. A hash can be used to
verify the ntegrity or authenticity of data by comparing it with another hash value of the same data . A hash value is unique and any
change in the data will result in a different hash value . To compare the hash value of the original file with the leaked file and state
whether the file has been modified or not, one has to follow these steps:

Navigate to Hash folder in Documents of Attacker-1 machine.

Open OrignalFileHash.txt file with a text editor.

Note down the MD5 hash value of the original file as 8fl4e45fceeal 67a5a36dedd4bea2543 Open Command Prompt and change
directory to Hash folder using cd command.

Type certutil -hashfile Sensitiveinfo.txt MD5 and press Enter key to generate MD5 hash value of leaked file.

Note down the MDS5 hash value of leaked file as 9f14e45fceeal 67a5a36dedd4bea2543 Compare both MDS hash values.

The MDS5 hash values are different , which means that the file has been modified.

165. Frage

Gideon, a forensic officer, was examining a victim's Linux system suspected to be involved in online criminal activities. Gideon
navigated to a directory containing a log file that recorded information related to user login/logout. This information helped Gideon to
determine the current login state of cyber crimnals in the victim system, identify the Linux log file accessed by Gideon in this
scenario.

A. /var/log/httpd/

B. /ar/log/boot.iog

C. var/log/wt mp

D. /var/log/mysq Id. log

Antwort: C

Begrindung;

Ivar/log/wtmp is the Linux log file accessed by Gideon in this scenario. /var/log/wtmp is a log file that records information related to
user login/logout, such as username, terminal, [P address, and login time. /var/log/wtmp can be used to determine the current login
state of users in a Linux system. /var/log/'wtmp can be viewed using commands such as last, lastb, or utmpdump.

166. Frage

Zion belongs to a category of employees who are responsible for implementing and managing the physical security equipment
installed around the facility. He was instructed by the management to check the functionality of equipment related to physical
security. Identify the designation of Zion.

e A. Chief information security officer
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¢ B. Supervisor
e C. Guard
¢ D. Safety officer

Antwort: C

167. Frage

A global financial services firm [s revising its cybersecurity policies to comply with a diverse range of international regulatory
frameworks and laws. The firm operates across multiple continents, each with distinct legal requirements concerning data protection,
privacy, and cybersecurity. As part of their compliance strategy, they are evaluating various regulatory frameworks to determine
which ones are most critical to their operations. Given the firm's international scope and the nature ofits services, which of the
following regulatory frameworks should be prioritized for compliance?

A.1SO 27001 Information Security Management System

B. ISO 27002 Code of Practice for information security controls

C. Qceneral Data Protection Regulation (CDPR) - European Union
D. NIST Cybersecurity Framework

Antwort: C

Begrindung;

* GDPR Overview:

* The General Data Protection Regulation (GDPR) is a comprehensive data protection law in the European Union that sets out
requirements for companies and organizations on collecting, storing, and managing personal data.

168. Frage

Johnson, an attacker, performed online research for the contact details of reputed cybersecurity firms. He found the contact number
of sibertech.org and dialed the number, claiming hinself to represent a technical support team froma vendor. He warned that a
specific server is about to be compromised and requested sibertech.org to follow the provided mstructions. Consequently, he
prompted the victimto execute unusual commands and install malicious files, which were then used to collect and pass critical
Information to Johnson's machine. What is the social engineering technique Steve employed in the above scenario?

A. Phishing

B. Quid pro quo
C. Elicttation

D. Diversion theft

Antwort: B
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