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(Q151-Q156):
NEW QUESTION # 151 
Please use the following to answer the next QUESTION:
You lead the privacy office for a company that handles information from individuals living in several countries throughout Europe and
the Americas. You begin that morning's privacy review when a contracts officer sends you a message asking for a phone call. The
message lacks clarity and detail, but you presume that data was lost.
When you contact the contracts officer, he tells you that he received a letter in the mail from a vendor stating that the vendor
improperly shared information about your customers. He called the vendor and confirmed that your company recently surveyed
exactly 2000 individuals about their most recent healthcare experience and sent those surveys to the vendor to transcribe it into a
database, but the vendor forgot to encrypt the database as promised in the contract. As a result, the vendor has lost control of the
data.
The vendor is extremely apologetic and offers to take responsibility for sending out the notifications. They tell you they set aside
2000 stamped postcards because that should reduce the time it takes to get the notice in the mail. One side is limited to their logo,
but the other side is blank and they will accept whatever you want to write. You put their offer on hold and begin to develop the text
around the space constraints. You are content to let the vendor's logo be associated with the notification.
The notification explains that your company recently hired a vendor to store information about their most recent experience at St.
Sebastian Hospital's Clinic for Infectious Diseases. The vendor did not encrypt the information and no longer has control of it. All
2000 affected individuals are invited to sign-up for email notifications about their information. They simply need to go to your
company's website and watch a quick advertisement, then provide their name, email address, and month and year of birth.
You email the incident-response council for their buy-in before 9 a.m. If anything goes wrong in this situation, you want to diffuse the
blame across your colleagues. Over the next eight hours, everyone emails their comments back and forth. The consultant who leads
the incident-response team notes that it is his first day with the company, but he has been in other industries for 45 years and will do
his best. One of the three lawyers on the council causes the conversation to veer off course, but it eventually gets back on track. At
the end of the day, they vote to proceed with the notification you wrote and use the vendor's postcards.
Shortly after the vendor mails the postcards, you learn the data was on a server that was stolen, and make the decision to have your
company offer credit monitoring services. A quick internet search finds a credit monitoring company with a convincing name: Credit
Under Lock and Key (CRUDLOK). Your sales rep has never handled a contract for 2000 people, but develops a proposal in
about a day which says CRUDLOK will:
1.Send an enrollment invitation to everyone the day after the contract is signed.
2.Enroll someone with just their first name and the last-4 of their national identifier.
3.Monitor each enrollee's credit for two years from the date of enrollment.
4.Send a monthly email with their credit rating and offers for credit-related services at market rates.
5.Charge your company 20% of the cost of any credit restoration.
You execute the contract and the enrollment invitations are emailed to the 2000 individuals. Three days later you sit down and
document all that went well and all that could have gone better. You put it in a file to reference the next time an incident occurs.
Regarding the credit monitoring, which of the following would be the greatest concern?

A. Signing a contract with CRUDLOK which lasts longer than one year
B. The company did not collect enough identifiers to monitor one's credit
C. You are going to notify affected individuals via a letter followed by an email
D. The vendor's representative does not have enough experience

Answer: B

Explanation:
Explanation
This answer is the greatest concern regarding the credit monitoring, as it may compromise the accuracy and effectiveness of the
service, as well as expose the affected individuals to further privacy and security risks. The company did not collect enough
identifiers to monitor one's credit means that the company only asked for the first name and the last-4 of their national identifier from
the enrollees, which may not be sufficient or unique to identify and verify their identity and credit history. This may lead to errors,
disputes or inaccuracies in the credit monitoring service, as well as potential identity theft, fraud or misuse of the data by unauthorized
or malicious parties.

NEW QUESTION # 152 
SCENARIO
Please use the following to answer the next question:
Paul Daniels, with years of experience as a CEO, is worried about his son Carlton's successful venture, Gadgo.
A technological innovator in the communication industry that quickly became profitable, Gadgo has moved beyond its startup phase.



While it has retained its vibrant energy, Paul fears that under Carlton's direction, the company may not be taking its risks or
obligations as seriously as it needs to. Paul has hired you, a privacy Consultant, to assess the company and report to both father and
son. "Carlton won't listen to me," Paul says,
"but he may pay attention to an expert."
Gadgo's workplace is a clubhouse for innovation, with games, toys, snacks, espresso machines, giant fish tanks and even an iguana
who regards you with little interest. Carlton, too, seems bored as he describes to you the company's procedures and technologies
for data protection. It's a loose assemblage of controls, lacking consistency and with plenty of weaknesses. "This is a technology
company," Carlton says. "We create. We innovate. I don't want unnecessary measures that will only slow people down and clutter
their thoughts." The meeting lasts until early evening. Upon leaving, you walk through the office. It looks as if a strong windstorm has
recently blown through, with papers scattered across desks and tables and even the floor. A
"cleaning crew" of one teenager is emptying the trash bins. A few computers have been left on for the night; others are missing.
Carlton takes note of your attention to this: "Most of my people take their laptops home with them, or use their own tablets or
phones. I want them to use whatever helps them to think and be ready day or night for that great insight. It may only come once!"
What would be the best kind of audit to recommend for Gadgo?

A. A supplier audit
B. A third-party audit
C. An internal audit
D. A self-certification

Answer: B

NEW QUESTION # 153 
SCENARIO
Please use the following to answer the next QUESTION:
Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients. Although IgNight's customer
base consists primarily of offices in the US, some individuals have been so impressed by the unique aesthetic and energy-saving
design of the light fixtures that they have requested IgNight's installations in their homes across the globe.
One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to notice some
unusual user activity on company files. From a cursory review, all the data still appears to be where it is meant to be but he can't
shake off the feeling that something is not right. He knows that it is a possibility that this could be a colleague performing unscheduled
maintenance, but he recalls an email from his company's security team reminding employees to be on alert for attacks from a known
group of malicious actors specifically targeting the industry.
Ben is a diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-working
colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but wants to be prepared so
he can demonstrate his knowledge in this area and plead his case for a promotion.
Going forward, what is the best way for IgNight to prepare its IT team to manage these kind of security events?

A. Tabletop exercises.
B. IT security awareness training.
C. Update its data inventory.
D. Share communications relating to scheduled maintenance.

Answer: A

NEW QUESTION # 154 
All of the following would be recommended for effective identity access management (IAM) EXCEPT?

A. Biometrics.
B. Demographics.
C. User responsibility.
D. Credentials.

Answer: B

Explanation:
Step-by-Step Comprehensive Detailed Explanation with All Information Privacy Manager CIPM Study Guide References Identity
and Access Management (IAM) is essential for securing access to systems and data. Let's evaluate the options:
A). User responsibility:



Ensuring users understand and comply with IAM policies is crucial for effective implementation.
B). Demographics:
Demographics (e.g., age, gender) are not relevant factors in IAM practices, as they do not contribute to authenticating or authorizing
access.
C). Biometrics:
Biometric identifiers, such as fingerprints or facial recognition, are commonly used for secure authentication.
D). Credentials:
Credentials, such as usernames, passwords, or tokens, are fundamental elements of IAM systems.
CIPM Study Guide References:
* Privacy Program Operational Life Cycle - "Protect" phase discusses access management strategies.
* IAM frameworks emphasize authentication methods (e.g., credentials, biometrics) and user accountability.

NEW QUESTION # 155 
Which risk-analysis exercise required by GDPR balances the benefits of a specific processing operation involving personal data
against the potential for harm to data subjects?

A. Data Protection Impact Assessment (DPIA).
B. Transfer Impact Assessment (TIA).
C. Legitimate Interest Impact Assessment (LIIA).
D. Privacy Impact Assessment (PIA).

Answer: D

NEW QUESTION # 156
......
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